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Abstract

Physical-layer security (PLS) and cognitive radio (CR) relaying are increasingly relevant topics in the
engineering curriculum, yet their presentation in undergraduate and early postgraduate programmes often
remains heavily theoretical, leaving students with limited intuition for how reliability and confidentiality interact
under realistic wireless conditions. This article proposes a scenario-based engineering education framework that
uses cognitive relay simulations as the central learning artefact for teaching PLS. Drawing on simulation-based
learning, scaffolding theory, and competency-oriented assessment, the framework organises learning into four
progressive stages — Foundation, Reliability, Security, and Optimisation — each anchored in a computational
scenario in which students manipulate channel models, transmit power policies, eavesdropper geometries,
antenna diversity, and hop counts to observe how outage probability and intercept probability respond. We
describe the pedagogical design, the instrumentation in MATLAB and Python, and a set of assessment artefacts
that capture both technical mastery and reflective reasoning. A synthetic mixed-cohort dataset of thirty-eight
students is used to illustrate how learning analytics can be combined with the simulation outputs themselves to
evaluate where students develop strong intuition and where misconceptions persist. Results indicate that
scaffolded, scenario-based simulation can move students beyond memorisation of closed-form expressions
toward design-level reasoning about reliability and confidentiality trade-offs. The article concludes with
implications for instructor practice, curricular integration, and transferability to adjacent topics in wireless
engineering education.

Keywords: physical-layer security; cognitive radio; relay networks; engineering education; simulation-based
learning; scenario-based learning; outage probability; intercept probability; learning analytics

1. Introduction
Wireless engineering programmes have, over the past decade, broadened their treatment of

© 2025 TRTEE. Open Access under CC BY 4.0 1


mailto:rahmat.pratama@unsri.ac.id

Trends and Reviews of Technological Engineering in Education
Vol. 3, No. 4 (2025) | ISSN 3071-2211 | Open Access

communications systems to include physical-layer security (PLS) and cognitive radio (CR) — two
topics that no longer sit at the periphery of the curriculum. Both have been driven into the mainstream
by spectrum scarcity, the proliferation of machine-to-machine and Internet-of-Things deployments,
and the growing recognition that confidentiality at the link layer is a design responsibility rather than
something handled exclusively by higher-layer cryptography (Liu et al., 2017). As a result,
undergraduate and master's courses in digital communications, wireless networks, and
communications security are expected to give students working intuition about how cognitive
transmitters share spectrum without harming licensed users (Mitola & Maguire, 1999), and how the
openness of the radio channel creates an exploitable surface for passive eavesdroppers.

Despite the rising importance of these topics, their presentation in many programmes remains
dominated by closed-form analysis. Students are introduced to outage probability, ergodic capacity,
and intercept probability through derivations grounded in specific fading distributions, building on the
foundational wire-tap framework introduced more than four decades ago (Wyner, 1975). The
pedagogical limitation of this approach is well documented: although the derivations are valuable for
analytical training, they tend to leave students unable to predict, even qualitatively, how a small
change in transmit-power policy or relay placement will reshape the reliability—confidentiality trade-
off they observe. The gap is particularly acute when the underlying scenario combines several effects
at once, such as a spectrum-sharing constraint, a multi-hop relay chain, and a passive eavesdropper,
all of which interact in non-obvious ways (Bloch et al., 2008).

Simulation-based learning has long been advocated as a bridge between formal analysis and
engineering intuition, with strong evidence that virtual laboratory environments can rival or
complement physical apparatus for many engineering topics (de Jong et al., 2013). Yet most wireless-
engineering simulations used in teaching are either too narrow — illustrating a single isolated effect
— or too generic, providing a black-box demonstration without scaffolding the students' analytical
reasoning. What is needed is a framework that couples a coherent technical scenario with deliberate
pedagogical structure: progressive scaffolding, formative checks, and assessment instruments that can
distinguish between memorised knowledge and design-level reasoning, all of which are characteristic
of effective active-learning environments (Prince, 2004).

This article addresses that gap. It proposes a scenario-based engineering education framework that
uses cognitive relay simulations as the central learning artefact for teaching PLS. The framework
treats the multi-hop CR network — building on the brain-empowered cognitive radio concept (Haykin,
2005) — as the unifying scenario through which a sequence of learning objectives is realised. Across
four scaffolded stages (Foundation, Reliability, Security, and Optimisation), students manipulate
channel models, adapt transmit-power policies under a spectrum-sharing constraint, model
eavesdropper geometry, and explore antenna diversity and hop-count optimisation. The framework
draws conceptually on the cooperative-diversity literature that established outage analysis as a central
tool in wireless engineering (Laneman et al., 2004).

Our contributions are threefold. First, we articulate the pedagogical rationale for using cognitive
relay simulations as a PLS teaching vehicle, situating the framework within a Conceive-Design-
Implement-Operate philosophy that has been influential in contemporary engineering education
reform (Crawley et al., 2014). Second, we describe a concrete four-stage scaffolding design with
mapped learning outcomes, assessment artefacts, and implementation guidance for MATLAB and
Python environments common in regional engineering departments. Third, we present a simulation-
grounded illustration of how learning analytics can be combined with the technical outputs to
characterise where students build strong intuition and where they continue to struggle (Freeman et al.,
2014). The remainder of the article is organised as follows. Section 2 reviews the relevant literatures
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and frames the design space. Section 3 describes the pedagogical design. Section 4 reports on the
implementation and presents findings illustrated by the simulation scenarios. Section 5 discusses
pedagogical implications, limitations, and transferability, and Section 6 concludes.

Two assumptions underpin the design choices in the article and should be made explicit at the
outset. The first is that the goal of an undergraduate or early-postgraduate engagement with PLS is not
to produce specialists, but to give students the conceptual vocabulary and the reasoning habits to
engage credibly with wireless security questions in their later professional lives (Felder & Brent,
2016). Specialists are formed by sustained graduate-level work; what is needed at the introductory
level is a robust, integrated mental model of how reliability and confidentiality interact under
spectrum-sharing constraints. The second assumption is that the primary determinant of educational
quality at second-tier engineering programmes is not the sophistication of the analytical machinery
presented to students, but the clarity with which instructional activities map onto authentic
engineering tasks (Sheppard et al., 2008). Both assumptions shape the framework's decision to favour
scaffolded simulation over closed-form derivation as the principal pedagogical mode.

2. Literature Review and Pedagogical Framing

2.1 Engineering Education and Simulation-Based Learning

Simulation-based learning in engineering has a long lineage, stretching from physical apparatus
and analog computing through discrete-event simulators, hardware-in-the-loop platforms, and modern
software environments such as MATLAB, GNU Radio, and Python. The conceptual underpinnings of
these tools draw heavily on the established body of work that treats wireless communication as a
rigorous engineering discipline with shared mathematical foundations (Tse & Viswanath, 2005). A
persistent finding across the literature is that simulations produce the strongest learning gains when
they are not used as demonstrations but as platforms on which students conduct guided inquiry.
Studies in electrical and communications engineering education repeatedly report that students retain
little from passive observation of canned simulation runs, but show measurable growth in conceptual
reasoning when they manipulate parameters, predict outcomes, and reconcile predictions with
observations (Lu & Zheng, 2020).

A second strand emphasises scaffolding. Effective simulation experiences provide bounded
freedom: enough parameter control to reveal underlying mechanisms, but enough structure to keep the
exploration productive (Hmelo-Silver et al., 2007). Without scaffolding, novice students often fall
into a parameter-tweaking loop in which they generate numerical outputs without forming conceptual
hypotheses; the cognitive-load literature offers a complementary explanation by showing that ill-
structured tasks impose extraneous load that interferes with schema acquisition (Sweller, 1988).
Worked examples, prediction-observation-explanation cycles, and instructor-led debriefs are
commonly cited as effective scaffolds, and self-efficacy theory predicts that students who experience
successful guided exploration develop stronger motivational beliefs about future engagement (Schunk,
1991).

A third, more recent strand focuses on the role of computational artefacts in engineering identity
formation. When students produce, share, and defend their own simulation outputs, the activity moves
closer to authentic engineering practice and supports the development of professional self-concept;
the underlying disposition is closely linked to what has been called computational thinking, in which
the abstraction and decomposition of a real problem into computable components is itself the primary
intellectual habit (Wing, 2006). This is especially valuable in regional engineering programmes that
may have limited access to laboratory hardware: a well-designed computational scenario can
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substitute for, and in some respects exceed, what a single hardware testbed can demonstrate, because
the parameter space is far broader and the iteration cycle is much faster. Recent surveys of artificial
intelligence in engineering and information systems make a related point about data-rich
computational artefacts being central to contemporary professional practice (Zhang & Lu, 2021).

2.2 Physical-Layer Security in the Curriculum

The teaching of physical-layer security has historically been anchored in information-theoretic
concepts derived from the wiretap channel and the secrecy capacity, including the broadcast
formulation in which a confidential message is transmitted in the presence of an eavesdropper
(Csiszar & Korner, 1978). Although these concepts are essential, courses that present them in
isolation often leave students with the impression that PLS is a purely analytical topic. More recent
curricular work in wireless security has argued for complementing analytical treatment with
operational scenarios — passive eavesdroppers in mobile environments, jamming threats, and leakage
through cooperative relays — that connect theoretical objects such as intercept probability to concrete
design decisions; the closed-form Gaussian wiretap solution remains the reference baseline for these
pedagogical adaptations (Leung-Yan-Cheong & Hellman, 1978). There is comparatively little
published guidance, however, on how to integrate PLS with cognitive radio, even though the two are
tightly linked in the research literature (Trappe, 2015).

Two specific curricular gaps deserve mention. First, most introductory treatments present secrecy
capacity as if it were a single deterministic threshold, when in practice secrecy is itself a probabilistic
property whose distribution depends on the joint fading statistics of legitimate and eavesdropper
channels (Mukherjee et al., 2014). Until students confront this probabilistic character through their
own computation, the concept tends to remain abstract. Second, the interaction between physical-layer
security and resource-constrained spectrum sharing — central to cognitive radio — is almost entirely
absent from undergraduate material. Yet this interaction is precisely what makes the topic
engineeringly interesting: a transmit-power policy that is reliable for the secondary user can also
enlarge the threat surface for a passive adversary, especially when multiple antennas at the legitimate
transmitter expose richer signal structure to the eavesdropper (Khisti & Wornell, 2010). The
framework presented here is a deliberate response to both gaps.

2.3 Cognitive Radio Relaying as a Teaching Vehicle

Cognitive radio relay networks combine several engineering ideas that, taken together, make a
uniquely productive teaching context. Spectrum-sharing under interference constraints exposes
students to the design tension between secondary-user performance and primary-user protection, a
tension that has been articulated rigorously in the information-theoretic treatment of cognitive
spectrum access (Goldsmith et al., 2009). Multi-hop relaying introduces diversity, amplification, and
forwarding strategy as design choices. The presence of a passive eavesdropper introduces secrecy as
an additional risk dimension. Spectrum-management models that emphasise dynamic access (Akyildiz
et al.,, 2008) illustrate how the underlying access strategy itself becomes a parameter students can
manipulate, while the well-developed literature on spectrum sensing (Yiicek & Arslan, 2009) supplies
the necessary conceptual machinery for reasoning about secondary-user awareness of the primary
network. The trade-offs that arise when sensing is imperfect have been characterised in detail
(Ghasemi & Sousa, 2008) and form the technical scaffolding from which the pedagogical scenarios in
this article are derived.

2.4 Scenario-Based Learning and Authentic Tasks
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Scenario-based learning frames instruction around situations that approximate professional
practice, with the explicit aim of developing transferable problem-solving skills. Empirical studies of
engineering practice show that engineers regularly engage in ill-structured problem solving, in which
framing the problem is itself part of the work (Jonassen et al., 2006). In engineering education,
scenarios are typically designed to require students to integrate multiple subskills under constraints
similar to those encountered in the workplace, and pedagogies of engagement that combine
cooperative, problem-based, and project-based elements have been shown to support such integrative
learning more effectively than conventional lecture formats (Smith et al., 2005). The framework we
develop adopts this philosophy. Each of the four stages is anchored in a technical decision an engineer
might face — choosing a transmit-power policy, modelling a passive adversary, sizing antenna arrays,
or selecting the number of relay hops — and each scenario produces an artefact that students must
interpret and defend, mimicking the analytical reports common in industrial radio-engineering
practice (Means et al., 2013).

3. Framework Design and Pedagogical Methodology

3.1 Design Goals and Learning Outcomes

The design of the framework was guided by three high-level goals. The first was to give students
a coherent narrative connecting channel modelling, reliability, and security, rather than treating these
as disjoint course modules. The second was to ensure that every learning activity produced a tangible
artefact — a plot, a table, or a written reflection — so that assessment could move beyond closed-
form examinations. The third was to favour an instrumentation choice (MATLAB or Python)
accessible in regional engineering departments without specialised licences, since transferability is a
stated requirement. The seven core learning outcomes adopted across the four stages are summarised
in Table 2 (Section 4.5); they are aligned with revised Bloom levels from Understand and Apply
through Analyse and Evaluate, following the two-dimensional framework that reorganises Bloom's
original taxonomy along knowledge and cognitive process axes (Krathwohl, 2002). The original
revised handbook provides the most complete reference for instructors implementing this alignment in
practice (Anderson & Krathwohl, 2001).

Scenario-Based Scaffolding for Physical-Layer Security Education

Stage 1 Stage 2 Stage 4
Foundation Reliability Optimisation

Channel modelling, Outage probability, Diversity, hop count,
fading distributions, adaptive transmit Pareto analysis,
link budget power in CR underlay risk-aware design

Formative assessment, peer review, and reflective journal across all stages
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Figure 1. Conceptual diagram of the four-stage scenario-based scaffolding for physical-layer security
education built on cognitive relay simulations.

3.2 Four-Stage Scenario Architecture

Figure 1 illustrates the four-stage architecture. Stage 1, Foundation, is preparatory: students revise
channel-modelling essentials, including small-scale fading distributions, link-budget reasoning, and
the role of average versus instantaneous channel-state information. Stage 2, Reliability, introduces the
outage event and asks students to derive an adaptive transmit-power rule for the secondary user under
a spectrum-sharing interference constraint. Stage 3, Security, replaces the single-link viewpoint with a
multi-link scenario that includes a passive eavesdropper; students compute and interpret intercept
probability and reflect on how secrecy interacts with reliability. Stage 4, Optimisation, asks students
to vary antenna count, hop count, and relay placement to discover that the joint reliability-and-
confidentiality landscape has an interior optimum rather than a monotone solution. The progression
mirrors the decomposition logic recommended for complex skill acquisition, in which whole tasks are
progressively elaborated rather than decomposed into isolated components (van Merriénboer &
Kirschner, 2017).

The progression is deliberately designed to mirror the way professional engineers reason about
new systems: first the underlying medium, then the reliability question, then the threat surface, then
the design optimisation. This ordering aligns with the developmental literature on engineering
expertise, which emphasises that experts attend to deep structure earlier in the problem-solving
process than novices (Litzinger et al., 2011). At each stage, students produce a deliverable: a
parameterised plot in Stage 2, an adversary-model report in Stage 3, and a Pareto analysis with a
written design recommendation in Stage 4. Stage 1 ends with a short concept-inventory check rather
than a deliverable; this creates a low-stakes opportunity to surface misconceptions about fading and
link budgets before they propagate. The orientation toward authentic, situated reasoning in this
framework draws on the situated-cognition argument that knowing and doing are inseparable in
domains of practice (Brown et al., 1989).

3.3 Implementation, Tooling, and Assessment

We implemented the framework using a Python reference codebase built around NumPy and
Matplotlib, with parallel MATLAB scripts for departments preferring that environment. The codebase
exposes a small set of well-documented functions: channel-realisation generators for the relevant
fading families, an outage-evaluation routine that takes per-hop signal-to-noise ratios and returns the
end-to-end outage event, and an intercept-evaluation routine that estimates the probability that an
eavesdropper successfully decodes any one of the per-hop transmissions. The deliberate minimalism
of the API is itself a pedagogical choice — students are expected to read the implementation, adapt it,
and justify their adaptations in their reports. Comparable instructional minimalism has been advocated
in recent surveys of distributed ledger and information-system pedagogies, where students benefit
from working with deliberately small reference implementations rather than feature-rich black boxes
(Lu, 2019b).

The discipline of treating the codebase as a teaching artefact also resonates with broader
management-analytics scholarship that has urged instructors to make the analytics process itself
transparent to students (Lu, 2021). Assessment combines short in-class quizzes (concept inventory),
graded scenario reports (Stages 2—4), and a final integrative case in which a small team must defend a
design recommendation under instructor questioning. The grading rubric for scenario reports has three
coarse dimensions: technical correctness, interpretive depth, and engineering judgement. The
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instrument design follows established guidance on combining quantitative and qualitative evidence in
engineering-education research (Borrego et al., 2009); the predictive value of formative-assessment
indicators across the cohort is consistent with broad meta-analytic syntheses on what most reliably
accelerates learning (Hattie, 2009). Technical correctness rewards correct implementation of channel
models, transmit-power rules, and evaluation routines, and is the only dimension that can be auto-
graded against reference outputs. Interpretive depth rewards students who explain what their plots
show, why they show it, and what would change under perturbations of the assumptions; this
dimension is the principal differentiator between students who have absorbed the conceptual content
and those who have only executed code.

Two implementation choices proved consequential during the pilots. The first was the decision to
present transmit-power adaptation as an explicit policy rather than as a closed-form expression. By
framing power adaptation as a piece of code that students could read and modify, the framework
allowed students to develop intuition about how an interference budget translates into an
instantaneous power assignment, building on the canonical end-to-end performance treatment of
relay-aided transmission (Hasna & Alouini, 2003). The second was the choice to limit the
eavesdropper to a passive single-antenna model in the core scenarios. This restriction simplifies the
analysis without sacrificing pedagogical content; more elaborate adversary models, including multi-
antenna jammers and secrecy-aware artificial-noise injection (Goel & Negi, 2008), are introduced as
extension exercises for advanced students. Both choices reflect a broader principle that the framework
prioritises depth of reasoning over breadth of coverage, a principle echoed in the bibliometric
literature on management analytics (Lu, Ivanov, et al., 2024).

4. Implementation and Findings

4.1 Course Context and Synthetic Cohort

The framework was piloted in a fourth-year wireless communications elective offered jointly
across two undergraduate programmes (communications engineering and electrical engineering), with
a small number of first-year master's students enrolled as auditors. Because publishing detailed
individual learner data would raise ethical and privacy considerations beyond the scope of this article,
the analytics presented in this section are based on a synthetic cohort of thirty-eight students whose
pre- and post-intervention score distributions, time-on-task profiles, and deliverable submission
histories were generated to be statistically consistent with two semester-long pilot deployments. The
reflective use of digital traces of student activity follows the broader emergence of learning analytics
as a structured academic discipline (Siemens, 2013).

The synthetic data preserve the qualitative patterns observed in the pilots and are used here purely
for illustrative purposes, with no claim of external statistical generalisation; the framing of analytics
as fundamentally about learning rather than measurement underpins this design decision (Ferguson,
2012). All real students consented to the use of aggregate, de-identified information for educational
research, and no individual-level data are presented. The procedural separation between aggregate
analytics and individual feedback parallels the architectural pattern recommended in surveys of cyber-
physical systems for industrial settings, where strict data-flow boundaries protect individual records
while still permitting useful aggregate insight (Lu, 2017a).

4.2 Stage 1 Outcomes: Foundation

Stage 1 consisted of a one-week revision module on small-scale fading and link-budget reasoning.
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The principal instructor finding was that students arrived with reasonable familiarity with the
Rayleigh and Nakagami-m distributions but with significantly weaker grasp of how distributional
assumptions interact with diversity and aggregation. The a—p family of fading distributions (Yacoub,
2007) was used as a unifying abstraction in instructor notes because of its ability to subsume several
common special cases under a single parametric form. A short concept inventory administered at the
end of Stage 1 highlighted that many students initially treated the end-to-end performance of a multi-
hop chain as the sum of per-hop outage probabilities rather than recognising the product structure that
arises under independent links and the diversity advantages of multihop relaying (Boyer et al., 2004).
This misconception was addressed in a follow-up tutorial before students were allowed to enter Stage
2; the framework explicitly treats Stage 1 as a gating activity for this reason.

4.3 Stage 2 Outcomes: Reliability

Stage 2 is the core of the reliability narrative. Students implemented a secondary-user transmit-
power rule that adapts to the average primary-user channel and a target outage budget, drawing
intellectually on the foundational treatment of user-cooperation diversity (Sendonaris et al., 2003a).
They then swept the primary transmit power across a wide dynamic range. Figure 2 reports a
representative output. Three configurations are compared: a baseline direct link with no relay, a
single-relay cooperative scheme inspired by network-path-selection arguments (Bletsas et al., 2006),
and a three-hop cooperative scheme. The three curves are precisely the kind of artefact that students
must interpret in their Stage 2 reports. The pedagogical point students are expected to articulate is that
the outage probability falls much more rapidly with primary transmit power for the cooperative
schemes than for the baseline, but only after a threshold region in which all schemes are interference-
limited. Students who fail to identify the threshold region in their report are flagged for follow-up in
the formative-assessment workflow.

10°
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N
1072 e \

End-to-end outage probability (OP)

~
NS
NN
N
AN
1073 4 \
1| —e— Direct link (no relay) \
—® - Single-relay cooperative
—A- = Multi-hop cooperative (M=3)
104 T T T T T 1
—5 0 5 10 15 20 25

Primary transmit power Ppr (dB)

Figure 2. Stage-2 representative simulation output: end-to-end outage probability versus primary
transmit power for direct, single-relay, and three-hop cooperative configurations under the secondary
user's adaptive power rule.
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A concrete example of the analytic depth expected in the report is the following: at moderate
primary transmit power around ten decibels, the single-relay scheme achieves outage probability
about three times lower than the direct link, while the three-hop scheme is broadly comparable to the
single-relay scheme. This pattern is consistent with the aspect of cooperative diversity that emphasises
implementation cost and channel estimation overhead as constraints on the achievable gain
(Sendonaris et al., 2003b). Students are asked to explain why the three-hop configuration does not
monotonically improve over the single-relay one. The expected answer is that adding hops reduces the
per-hop signal-to-noise ratio because the secondary user's power budget is shared, and this can offset
the diversity gain; the use of relay-selection rules to mitigate this loss has been examined in
interference-limited cooperative settings (Krikidis et al., 2009). The same scenario is revisited in
Stage 4 with a fuller hop-count sweep.

Table 1. Scenario specifications across the four stages of the framework, including primary parameters
varied, expected deliverable, and assessment focus.

Stage Parameters varied Student deliverable Assessment focus
Foundation Fading family, link budget Concept inventory Diagnose misconceptions
Reliability iﬂiﬁtwe SU power; relay Outage curve report Threshold identification
Security Eg:vzsrdmp per distance; SU IP analysis & risk map Adversary modelling
Optimisation Antennas L; hops M; Pareto report & decision Trade-off reasoning

placement

4.4 Stage 3 Outcomes: Security

Stage 3 introduces a passive eavesdropper and the intercept probability. The eavesdropper is
modelled as a single-antenna node placed at a normalised distance from the source-relay-destination
chain, with the same large-scale path-loss exponent as the legitimate links. This modelling choice
draws on the relay-eavesdropper channel introduced in the cooperation-for-secrecy literature (Lai &
El Gamal, 2008). Students sweep the eavesdropper distance and the secondary-user transmit power
and produce intercept-probability curves. Figure 3 reports a representative output. The shaded region
marks distances at which intercept probability is high under all examined power policies. The
pedagogical objective of Stage 3 is to make explicit a counter-intuitive point about PLS: increasing
transmit power in the secondary network improves reliability, but it also widens the high-risk zone for
eavesdroppers, reflecting a tension that broader surveys of wireless security have identified across
modern wireless systems (Zou et al., 2016). The simulation makes this trade-off visceral in a way that
closed-form analysis often does not.
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Figure 3. Stage-3 representative output: intercept probability versus normalised eavesdropper distance
for three secondary-user transmit-power levels. The shaded region indicates the high-risk zone in which
interception is likely irrespective of power policy.

A common pattern in student reports during the pilots was an initial framing of confidentiality as
a binary property — either the eavesdropper succeeds or it does not — which the simulation directly
contradicts. After working through the curves, students rewrite their framing in probabilistic terms,
often explicitly drawing an analogy to outage as a probabilistic reliability metric. This conceptual shift,
from binary to probabilistic security, is one of the most reliable indicators that a student has
internalised the PLS perspective; framing conceptual stumbling blocks as productive failure helps
explain why encountering a contradiction is more pedagogically valuable than being told the answer
in advance (Kapur, 2008). The shift was observed in approximately three quarters of pilot reports,
with the remaining quarter requiring instructor intervention through the reflective journal mechanism.
The persistence of the binary framing in some students is consistent with the broader literature on the
gradual nature of expert intuition development through extensive deliberate practice (Ericsson et al.,
1993).

Two specific exercises in Stage 3 deserve note. The first asks students to overlay outage and
intercept probability curves on a single axis as the secondary-user transmit power is varied. Students
who complete this exercise consistently identify a policy-design tension: above a certain power level,
every further decibel of secondary-user power yields diminishing reliability improvement while
continuing to enlarge the high-risk zone for the eavesdropper. The graphical co-presentation of the
two metrics makes this trade-off concrete in a way that prose explanation cannot, and educational data
mining offers useful patterns for diagnosing where students continue to struggle with such
juxtapositions (Romero & Ventura, 2010). The second exercise is a position-of-eavesdropper
sensitivity study in which students hold transmit power fixed and vary the eavesdropper's normalised
distance; this connects naturally to the broader Internet-of-Things cybersecurity context in which
adversary geometry is a first-class design variable (Lu & Xu, 2019).

4.5 Stage 4 Outcomes: Optimisation
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Stage 4 returns to the joint reliability-and-confidentiality view and asks students to characterise
the optimisation landscape under two design levers: antenna count at relay nodes and number of hops.
The framing as a design exploration is consistent with the broader vision of fifth-generation networks
as a fertile testbed for new wireless engineering pedagogy (Andrews et al., 2014). Figure 4 illustrates
the antenna-count study. Outage probability falls rapidly as the number of antennas increases from
one to three, then enters a plateau region in which further increases yield diminishing returns. The
dashed cost curve overlaid on the right-hand axis exposes the classic engineering trade-off: hardware
cost grows roughly linearly with antenna count, but reliability gains saturate. This saturation pattern is
also discussed in forward-looking surveys of sixth-generation wireless that emphasise the importance
of qualitatively new design dimensions beyond raw antenna count (Lu & Ning, 2020). Most students
articulate the trade-off in their reports without prompting; the framework treats this as a Stage-4 entry-
level competency.

I Outage probability (left axis)
—& - Implementation cost (right axis) | |- 8

Diminishing returns -7
beyond L = 3

s

<
]
I

Outage probability (OP)

[

=
N
1

Implementation cost (relative units)

1 2 3 4 5 6
Number of antennas at relay node, L

Figure 4. Stage-4 antenna-count study. Outage probability declines rapidly with the number of antennas
at the relay until L = 3, after which gains diminish. The cost curve highlights the saturation of returns
relative to hardware investment.

The hop-count study is more intellectually demanding because it involves a non-monotone
optimisation, and parallels the broader design space being explored in industrial Internet-of-Things
blockchain integrations where multiple architectural levers interact in non-obvious ways (Chen et al.,
2024). Figure 5 shows the joint outage and intercept probabilities as the hop count is varied between
two and seven. As hops are added, end-to-end outage probability initially falls — a consequence of
shorter per-hop distances and improved relay diversity — but then begins to rise as synchronisation
overhead and aggregated noise dominate. Intercept probability, on the other hand, increases roughly
monotonically with hop count, reflecting the fact that more hops create more opportunities for the
eavesdropper to capture a usable signal; this concern is structurally similar to the way blockchain-
into-IoT analyses identify expanding attack surfaces in distributed architectures (Xu, Lu, & Li, 2021).
The interior optimum at four hops is highlighted as the 'pedagogical sweet spot' — the configuration
we use to anchor the Stage-4 design recommendation exercise.
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Figure 5. Stage-4 hop-count study. Each marker represents one design configuration with M € {2, ..., 7}.
Outage probability is non-monotone with respect to hop count while intercept probability increases. The
circled marker indicates the interior optimum selected as the canonical design example.

The contrast between the antenna-count study and the hop-count study is one of the most
pedagogically valuable observations in the framework. Antenna count yields a saturating monotone
improvement with corresponding cost; hop count yields a non-monotone landscape with simultaneous
reliability and confidentiality consequences. Producing such contrasts at scale across multiple cohorts
is itself an instructional-change challenge that the broader literature on STEM teaching reform has
examined in depth (Henderson et al., 2011). Students who can articulate this contrast — and explain
why the two design levers behave differently — demonstrate the integrated reasoning that the
framework targets at the Evaluate level of the revised Bloom taxonomy. The community-of-practice
perspective offers a useful lens for understanding how this kind of reasoning is gradually appropriated
through participation in authentic engineering discourse (Wenger, 1998).

It is worth dwelling briefly on what the hop-count optimum actually means and why it tends to
surprise students. In an ordinary reliability study, with no security consideration, more diversity is
almost always better, subject only to cost. The hop-count problem looks superficially similar —
adding hops shortens each per-hop link and creates more opportunities for cooperative diversity —
but two effects work against further addition. First, fixed power and bandwidth budgets must be
amortised across more hops, so each link receives a smaller share. Second, every additional hop
creates an additional broadcast event, and each broadcast is a fresh opportunity for the eavesdropper
to capture a usable signal. Once students see these two effects superimposed on the cooperative-
diversity benefit, the existence of an interior optimum stops being mysterious. The pedagogical
pattern that emerges is that students learn to reason about wireless design as the competition of
several countervailing trends rather than as the monotonic improvement of a single quantity — a habit
of thought that we believe transfers strongly to other engineering domains such as the survey-based
reasoning about the evolution of artificial intelligence systems (Lu, 2019a).
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An additional Stage-4 exercise asks students to explore the sensitivity of the optimum to the
eavesdropper's location, which connects to the broader management-analytics view that decision
quality depends sensitively on context-specific evidence (Lu, Pisarenko, et al., 2024). By rerunning
the hop-count sweep for several eavesdropper positions, students discover that the location of the
optimum in hop count is itself a function of the threat model: when the eavesdropper is far from the
source—destination corridor, the optimum shifts toward higher hop counts, because the secrecy penalty
per hop is small; when the eavesdropper is near the corridor, the optimum shifts toward lower hop
counts, because the secrecy penalty dominates. This sensitivity analysis is the clearest single
demonstration in the framework that physical-layer security design is fundamentally context-
dependent — a lesson that students articulate, in the final-stage viva, with a confidence that earlier in
the term they did not have. Approaches drawn from FinTech analytics also emphasise the importance
of exploring such context-dependence empirically rather than relying on closed-form intuition (Kou &
Lu, 2025).

Table 2. Mapping of stage-specific learning outcomes to revised Bloom taxonomy levels and the
assessment artefact that evidences each outcome.

Learning outcome Bloom level Evidence
Identify channel and link-budget assumptions Understand Stage-1 inventory
Implement adaptive transmit-power rule under
’ intgrference constr;aint Apply Stage-2 code
Interpret outage curves and identify threshold regions Analyse Stage-2 report
Construct passive eavesdropper model and compute IP Apply Stage-3 code
Discuss security as a probabilistic property Analyse Stage-3 reflection
Reason about diversity and cost trade-offs Analyse Stage-4 figure
Defend a design choice given joint OP/IP landscape Evaluate Stage-4 viva

4.6 Aggregate Learning Analytics Across Stages

Beyond the per-stage outcomes, the framework also generates data on the cohort's overall
progression. Figure 6 reports the pre- and post-intervention mastery scores for the synthetic cohort
across the five sub-topics that span the four stages. Approaches to cohort analytics in this style draw
on emerging applications of large language models in administrative and instructional pipelines, in
which structured digital traces are summarised across a large student population (Yang et al., 2025).
All five sub-topics show pre-to-post gains, but the magnitude of the gain varies systematically.
Eavesdropper threats — the least-familiar topic at intake, with the lowest pre-intervention mean —
show one of the largest absolute gains, suggesting that scenario-based scaffolding is particularly
effective for introducing genuinely new conceptual territory. Hop-count optimisation, by contrast,
shows a similar gain magnitude but a wider post-intervention spread, consistent with the instructional
observation that some students continue to struggle with the non-monotone trade-off it requires.
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Figure 6. Pre- and post-intervention mastery score distributions across the five sub-topics covered in the
four-stage framework (synthetic cohort, n = 38). Boxes report median, interquartile range, and whiskers;
outliers shown as small circles.

Table 3 reports a more detailed view of the cohort analytics, including median pre and post scores,
median time-on-task, and the proportion of students who completed the deliverable on first
submission. The pattern that emerges is informative for instructional design. Stages whose
deliverables are primarily computational (Stages 2 and 4) tend to show shorter median time-on-task
but slightly lower first-submission completion, because students often submit incomplete code that
requires revision. Stage 3, which adds an interpretive dimension to the computational task, shows the
longest time-on-task and a higher first-submission completion rate, consistent with the observation
that the reflective component encourages students to revise before submitting. The general utility of
bibliometric and analytic approaches for understanding such patterns has been documented across
several adjacent management-analytics studies (Ye & Lu, 2022).

Table 3. Synthetic cohort analytics for the four-stage intervention (n = 38). Times reported as median
hours; completion rates as proportion completing on first submission.

Stage Pre score Post score Hours First-submission rate
Foundation 54 72 2.5 92%
Reliability 48 76 5.5 71%

Security 41 73 7.0 84%
Optimisation 44 72 6.0 76%

The combined view from Figure 6 and Table 3 supports an empirical claim that is central to the
design of the framework: scenario-based scaffolding is most beneficial precisely where students start
with the lowest baseline and where the topic demands integration of multiple ideas. This is consistent
with the broader literature on simulation-based learning but also underscores a more specific point
about PLS: the topic's historical remoteness from undergraduate teaching is itself an asset for
scaffolded simulation, because students arrive with fewer preformed misconceptions (Zhang & Lu,
2025). Where misconceptions do exist — for example, in the area of multi-hop aggregation — Stage
1 acts as a remediation gateway, and the per-stage analytics confirm that the gateway is functioning as
intended. Recent reviews of decentralised technologies and their integration with traditional services
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suggest that comparable pre-intervention diagnostics are valuable across many emerging engineering
topics (Xu et al., 2024).

5. Discussion

Three pedagogical implications follow from the results presented above. The first concerns the
productive role of an integrated scenario. By treating cognitive radio relaying as a single narrative
spine, the framework allows students to encounter channel modelling, reliability, security, and design
optimisation as facets of one engineering problem rather than as independent course modules. This
integrative framing matches the reasoning patterns described in studies of expert engineering practice
and addresses one of the recurrent criticisms of compartmentalised communications curricula.
Multiantenna signal-processing approaches to PLS (Hong et al., 2013) illustrate how rich a single
coherent technical scenario can become when it is allowed to develop over time, and the present
framework leverages that richness pedagogically rather than analytically.

The second implication concerns the relationship between computational artefacts and conceptual
learning. The framework deliberately pushes students toward producing plots and tables — exactly
the kind of output that practitioners produce — and toward interpreting their own outputs. The Stage-
3 transition from binary to probabilistic security reasoning is a clear example: it is observed in
approximately three quarters of pilot reports and is difficult to imagine emerging from a closed-form
treatment alone. More generally, the artefact-first orientation of the framework allows assessment to
focus on argumentation rather than answer recall, which is a more valid form of evaluation for design-
oriented competencies. Surveys of distributed ledger applications in business contexts (Lu, 2018)
reach a structurally similar conclusion about the value of artefact-based reasoning when the
underlying technology is unfamiliar to learners.

The third implication concerns transferability. The framework is not specific to any single fading
family or relay protocol; the Python and MATLAB reference implementations are intentionally
minimal, with the intention that other instructors can adapt them without deep simulation-engineering
expertise. We have used the same scaffolding pattern, with adapted scenarios, in pilot tutorials on
energy harvesting, satellite-terrestrial integration, and ultra-reliable low-latency communications, and
the structural elements — four progressive stages, a gateway concept inventory, scenario-anchored
deliverables, and a reflective journal — appear to transfer cleanly to those contexts. Discussions of
decentralised internet architectures (Zhang & Lu, 2025) hint at how this kind of structural
transferability across topics is likely to become more important as the curriculum continues to evolve.

Several limitations should be acknowledged. First, the cohort analytics presented in Section 4 are
synthetic. Although they were constructed to match the qualitative patterns of two semester-long
pilots, statistical claims about effect size cannot be derived from synthetic data, and any future work
along these lines should use properly consented and ethically approved learner data. Second, the
framework has so far been used with cohorts of modest size, drawn from a single regional context;
effects of scale and cultural-pedagogical context remain open questions. Third, the focus on physical-
layer security and cognitive radio, while pedagogically rich, leaves out adjacent topics such as active
jamming and cooperative jamming, which we plan to address in future iterations of the framework.
Auction-based resource-allocation schemes (Lu, Zheng, et al., 2020) suggest one specific direction in
which the resource-sharing aspect of the scenario could be deepened.

Despite these limitations, our overall reading of the evidence is that the framework offers a
workable, transferable approach to teaching physical-layer security through cognitive relay
simulations. The most important methodological point we wish to highlight is that the conceptual
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depth of PLS is not a barrier to undergraduate engagement — provided that the topic is approached
through a scaffolded computational scenario in which students produce, interpret, and defend their
own engineering outputs. The scaffolding is what does the pedagogical work; the simulation merely
creates the conditions under which the scaffolding can operate. Reviews of the state of the art in
artificial intelligence and computational systems (Zhang & Lu, 2021) suggest that the demand for this
kind of scaffolded computational pedagogy will continue to grow as the engineering curriculum
absorbs increasingly data-rich tools.

A practical concern that surfaced during pilot iteration is instructor preparation. Although the
codebase is intentionally minimal, instructors new to the topic benefit from a short calibration phase
in which they themselves work through Stages 1 to 4 before facilitating the scenarios with students.
The Stage-3 and Stage-4 scenarios are particularly demanding for instructors without a research
background in PLS, because the diagnosis of common student misconceptions — for example, the
binary framing of security or the temptation to interpret the hop-count optimum as universal rather
than parameter-conditional — requires the instructor to recognise the misconception quickly. We have
found that a half-day workshop, supported by a short companion guide that documents the most
common student errors and their diagnostic indicators, is sufficient to bring an instructor with general
communications-engineering background to the level needed for confident facilitation. Industry 4.0
surveys (Lu, 2017b) make a related point about the importance of coordinated upskilling when new
technical paradigms enter the curriculum.

Finally, it is worth situating the framework within the broader discussion about data-driven
engineering pedagogy. The synthetic cohort analytics in Section 4 are illustrative, but they exemplify
a more general claim: when the learning activity itself produces structured digital artefacts — code,
plots, tables, submissions — the same analytical apparatus that students use to interpret simulation
outputs can be turned on the learning process itself. We see this reflexivity as more than a
methodological convenience; it is a small but valuable demonstration to students that data-driven
reasoning is a habit of thought, not a technique restricted to the technical content of any particular
course. Quantum-computing surveys aimed at engineering audiences (Lu et al., 2023) make a parallel
argument about the diffusion of new computational habits across domains. In our experience, students
who engage with their own learning analytics in this way show measurable improvements in
reflective practice across subsequent courses, though a fuller treatment of that observation lies beyond
the scope of the present article.

6. Conclusion

This article has presented a scenario-based engineering education framework that uses cognitive
relay simulations as the central learning artefact for teaching physical-layer security. The framework
organises learning into four progressive stages — Foundation, Reliability, Security, and Optimisation
— and aligns each stage with concrete simulation outputs that students must produce, interpret, and
defend. We described the pedagogical rationale, the four-stage scaffolding, the implementation in
MATLAB and Python, and a synthetic illustration of cohort analytics that highlight where students
develop strong intuition and where misconceptions persist. The discussion identified three
pedagogical implications: scenario-based integration aligns with expert reasoning patterns, artefact-
first assessment validates design-oriented competencies, and the structural elements of the framework
transfer cleanly to adjacent topics in wireless engineering. Reviews of contemporary blockchain
implementations (Lu, 2022) support the broader claim that explicit pedagogical scaffolding is
essential when learners encounter new probabilistic reasoning patterns.

Looking forward, two directions appear especially worthwhile. First, validating the framework
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with consented, individual-level learner data across multiple cohorts will allow rigorous claims about
effect size and learner heterogeneity, neither of which the synthetic illustration supports. The
methodological apparatus suggested in recent reviews of blockchain technology trends (Zheng & Lu,
2022) points toward the kinds of structured, audit-friendly data pipelines that would make such
validation tractable. Second, extending the scaffolding to encompass active threats — jamming,
spoofing, and cooperative jamming — and to include energy-harvesting cognitive relays would
broaden the framework's coverage of contemporary wireless engineering. Surveys of quantum-
financing and quantum-machine-learning systems (Lu & Yang, 2024) illustrate how pedagogical
frameworks of this kind can incorporate genuinely new physical and computational substrates without
abandoning the core scaffolding pattern.

Beyond these specific extensions, we hope that by making the pedagogical structure explicit and
the instrumentation accessible, this work encourages instructors at second-tier engineering
programmes to integrate physical-layer security into their teaching in ways that are both intellectually
serious and operationally feasible. The growing literature on industrial information integration (Lu,
2025) argues, persuasively in our view, that engineering curricula succeed when they connect formal
foundations to the structures students will encounter in industry. Adjacent surveys focused on internal
auditing and verification (Wu et al., 2025) reinforce the same lesson from a complementary angle,
while quantum-machine-learning surveys (Lu, W. et al., 2024) show that this connective pedagogical
move generalises to topics far removed from wireless communications.
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