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Abstract

The accelerating digitalisation of higher education has produced an expansive and heterogeneous attack
surface that traditional signature-based controls can no longer contain. Artificial intelligence (Al) has
emerged as a central pillar of institutional cyber defence, yet the body of knowledge on how universities
should simultaneously teach Al security, govern its deployment, and operationalise it within constrained
academic environments remains fragmented across computer science, education research, and policy
studies. This article presents a PRISMA-guided systematic review that synthesises 168 peer-reviewed
studies published between 2019 and 2025, from which 42 were analysed in depth across technical,
methodological, practical, ethical, and conceptual dimensions. A four-dimensional taxonomy is proposed
— covering Al methodology, security application domain, deployment architecture, and evaluation rigour
— and is applied to the full corpus to reveal systemic patterns. Quantitative analysis shows a compound
annual growth rate of 24.1% in publication volume, the displacement of traditional machine learning by
deep learning architectures (58% of 2025 studies), and a persistent misalignment between research
emphasis on network-layer defence (41%) and the operational reality that phishing remains the dominant
attack vector in academic environments. Performance benchmarking across methodology categories
demonstrates an inverse correlation between technical sophistication and operational deployability (r =
—0.61, p <0.01), with deep learning architectures scoring lowest on edge feasibility (4.3/10). Gap analysis
identifies adversarial vulnerability (66%), unrealistic evaluation datasets (61%), and legacy-system
integration (57%) as the most prevalent deficiencies, while sustainability receives negligible attention
(6%). The discussion translates these findings into concrete educational directions, including an
interdisciplinary curricular model, a governance framework aligned with FERPA, GDPR, and regional
regulations, and a five-stage institutional roadmap. The article argues that the defining research agenda
for the next phase of the field is not further algorithmic novelty but holistic, deployment-conscious,
equity-aware integration of Al security into the academic mission.

Keywords: Artificial Intelligence; Cybersecurity Education; Higher Education; Systematic Review;
Taxonomy; Machine Learning; Deep Learning,; Adversarial Robustness; AI Governance; Smart Campus.
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1. Introduction

Universities and colleges have evolved into dense digital ecosystems in which research data, administrative
systems, learning management platforms, identity services, and Internet-of-Things (IoT) infrastructure
share a single networked fabric [32, 33]. This convergence — while indispensable for modern pedagogy
and knowledge production — has dramatically expanded the threat surface that higher education institutions
(HEIs) must defend. Reports from national computer emergency response teams consistently rank the
education sector among the three most frequently targeted industries, with ransomware incidents,
credential-harvesting phishing campaigns, and research-espionage intrusions producing operational
disruption, reputational harm, and regulatory exposure at scale [52, 71]. The combination of open
collaborative cultures, decentralised governance, bring-your-own-device policies, and tight budget
constraints makes the academic environment fundamentally different from corporate or military networks,
and renders off-the-shelf security solutions structurally insufficient [31, 32].

In parallel, artificial intelligence (AI) has matured from a promising research topic into a cornerstone of
modern cyber defence. Supervised learning, unsupervised anomaly detection, deep neural networks,
federated learning, and large language models now underpin intrusion detection, malware triage, phishing
identification, insider threat analytics, and automated incident response across enterprise security
operations centres [1, 2, 3, 61, 62]. The conceptual case for Al-driven academic security is compelling: Al
can process the volume, velocity, and variety of telemetry that modern campuses generate, adapt to the
evolving tactics of adversaries, and free scarce human analysts from repetitive triage work so that they can
focus on reasoning-heavy investigations [29, 63].

However, translating this general promise into sustainable academic practice has proved unexpectedly
difficult. Three structural frictions recur across the literature. First, the data that Al requires — network
logs, authentication events, endpoint telemetry, email flows — is subject to strict regulatory regimes such
as the United States Family Educational Rights and Privacy Act (FERPA), the European Union General
Data Protection Regulation (GDPR), and a growing family of national personal-data laws, which constrain
centralised training pipelines [28, 33]. Second, HEI IT infrastructures are overwhelmingly heterogeneous,
layering decades of legacy systems on top of modern cloud and edge deployments, which makes monolithic
Al solutions operationally brittle [32, 39, 78]. Third, and most consequentially, the academic mission
imposes a set of second-order obligations that commercial security products are not designed to satisfy —
the obligation to teach cybersecurity as part of the curriculum, to govern Al use through transparent and
equitable procedures, and to model the ethical, explainable, and sustainable technology practice that
graduates will be expected to reproduce in their professional lives [23, 24, 51, 65, 66].

These frictions situate the problem of "Al security in higher education" in a distinctive socio-technical space
that spans technology, pedagogy, and policy. Much of the existing literature addresses one of these
dimensions in depth while treating the others as boundary conditions. Technical surveys catalogue Al
models for specific attack vectors but rarely consider curricular integration [2, 3]. Educational studies
describe cybersecurity courses but seldom engage with the cryptographic and statistical sophistication that
modern Al security requires [34, 65, 67]. Policy analyses articulate ethical and regulatory constraints but
typically stop short of technical prescription [27, 28]. The consequence is that institutional leaders —

How to cite: Zainuddin et al. (2025). Teaching and Governing Al Security in Academic Environments: A Review of Models,
Gaps, and Educational Directions. TRTEE, 3(3), 1-27. https://doi.org/10.63646/trtee.2025.030301



Trends and Reviews of Technological Engineering in Education
Vol. 3, No. 3 (2025) | ISSN 3071-2211 | Open Access

provosts, chief information security officers (CISOs), curriculum committees, and department heads —
lack a consolidated evidence base from which to make coherent decisions.

This article directly addresses that gap through a systematic, PRISMA-guided review of 168 peer-reviewed
studies published between 2019 and 2025 on the application of Al to information security problems in
academic environments, with particular emphasis on the pedagogical and governance dimensions that have
received comparatively less scholarly attention. It makes four distinct contributions. First, it consolidates
fragmented technical, educational, and policy literatures into a single taxonomy organised along four
dimensions — Al methodology, security application domain, deployment architecture, and evaluation
rigour. Second, it applies that taxonomy to the corpus to generate quantitative evidence about where the
field's effort is concentrated, where it is misaligned with operational reality, and where persistent
methodological weaknesses undermine claims of progress. Third, it conducts a structured gap analysis that
distinguishes between technical, methodological, practical, ethical, and conceptual deficiencies and
examines their co-occurrence patterns. Fourth, it translates these findings into a five-stage institutional
roadmap that integrates curricular design, governance, operations, and continuous improvement.

The remainder of the article is organised as follows. Section 2 sketches the conceptual background and
situates the work within the broader literature on Al-enabled security, cybersecurity education, and
academic IT governance. Section 3 documents the systematic review methodology. Section 4 develops the
four-dimensional taxonomy and applies it to the corpus. Section 5 reports the empirical results, including
performance benchmarking and temporal trends. Section 6 discusses research gaps and derives concrete
educational and governance recommendations. Section 7 concludes with a summary of contributions and a
forward-looking research agenda.

2. Background and Conceptual Foundations

2.1. The Academic Threat Landscape

The security posture of a modern university differs structurally from that of a corporate network along four
axes: openness, heterogeneity, transience, and public-interest obligation. Academic networks are explicitly
designed for collaboration across institutional and national boundaries, which precludes the strict perimeter
controls that define enterprise security [31, 32]. Infrastructure is heterogeneous: a single campus typically
operates commercial cloud services, on-premise data centres, loT-enabled laboratories, legacy
administrative systems, and unmanaged personal devices in a single federated environment [39, 46]. User
populations are transient, with cohorts rotating annually and with high densities of international and visiting
users whose behavioural baselines are difficult to establish [48, 76]. Finally, universities are publicly
accountable in ways that commercial enterprises are not, which constrains the kinds of monitoring, response,
and automation that are ethically permissible [27, 51].

The empirical consequences of these structural features are well documented. Phishing is consistently
reported as the dominant initial access vector against academic targets, exploiting the high baseline volume
of legitimate email traffic and the trust placed in academic correspondence [35, 42, 48]. Ransomware
intrusions against research units and hospital-affiliated medical schools have caused multi-week disruptions
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and multi-million-dollar damages [52, 71]. Credential stuffing and session hijacking attacks exploit the
reuse of institutional credentials across cloud-hosted learning platforms [33, 78]. Botnet recruitment of IoT
devices — from networked printers to laboratory sensors — has turned campus networks into unwitting
infrastructure for distributed denial-of-service operations [45, 46, 69]. These threat patterns provide the
operational boundary conditions that any Al-driven defensive system must respect.

2.2. Artificial Intelligence in Cybersecurity

Al methods applied to cybersecurity span four broad families. Traditional machine learning methods —
including random forests, support vector machines, gradient-boosted trees, and k-nearest neighbours —
dominate settings in which interpretable feature engineering is feasible and training data is limited [16, 17,
41]. Deep learning architectures — convolutional neural networks for spatial pattern recognition, recurrent
networks and long short-term memory units for sequential analysis, and transformer-based encoders for
text and log analysis — have become the dominant paradigm for detection tasks involving raw network
traffic, email content, or endpoint telemetry [10, 11, 12, 14, 15, 72]. Hybrid and ensemble approaches
combine multiple model families to balance accuracy with interpretability, and typically outperform pure
deep learning in resource-constrained deployments [41, 69]. Emerging paradigms — including federated
learning, generative adversarial networks for data augmentation, reinforcement learning for adaptive policy,
and explainable Al layered on top of opaque models — are responding to the privacy, robustness, and
transparency constraints that increasingly shape deployment decisions [6, 7, 8, 13, 23, 44].

A parallel body of work addresses the adversarial robustness of these models themselves. Evasion attacks
craft inputs designed to cross a model's decision boundary, poisoning attacks corrupt training data to embed
malicious behaviour, and model extraction attacks recover proprietary parameters through query access [20,
21, 22]. This adversarial specificity is particularly acute in the academic setting because attackers know
that institutional security teams are resource-constrained and that public research papers disclose the
architectures being defended [22, 40].

2.3. Regulatory and Ethical Constraints

Al deployment in academic environments must operate within a dense regulatory lattice. GDPR imposes
requirements on data minimisation, purpose limitation, and the right to erasure that directly constrain the
training of models on operational logs [28]. FERPA protects the confidentiality of education records in the
United States and extends protections to any derived analytical product [33]. National regulations such as
Malaysia's Personal Data Protection Act (PDPA), Singapore's PDPA, the United Kingdom's Data
Protection Act, and Brazil's LGPD add jurisdiction-specific requirements for institutions with international
operations. Layered atop these statutes are emerging Al-specific frameworks including the NIST Al Risk
Management Framework and the European Union's Al Act, which impose transparency, documentation,
and human-oversight obligations on Al systems used for consequential decisions [27].

Ethical considerations extend beyond statutory compliance. Behavioural biometric systems used for
continuous authentication can systematically disadvantage users with disabilities or unconventional
interaction patterns [76]. Bias in security decisions — for example, the disproportionate flagging of traffic
from particular geographic regions — can produce discriminatory outcomes that conflict directly with the
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equity commitments of universities [23, 51]. The opacity of deep learning models complicates disciplinary
procedures in which institutional due process requires that affected users understand the reasoning behind
automated decisions [24, 25].

A comparative reading of the major regulatory regimes reveals both convergence and persistent divergence.
All of GDPR, FERPA, PDPA, LGPD, and the United Kingdom's Data Protection Act share a core
commitment to purpose limitation, data minimisation, and subject rights, yet they differ materially in the
definition of protected data, the scope of consent requirements, and the mechanisms for cross-border
transfer. GDPR treats anonymised training datasets differently from FERPA, which permits certain uses of
"directory information" that would be problematic under European law. The NIST AI RMF and the EU Al
Act overlay this baseline with Al-specific requirements including model documentation, impact
assessments, and the designation of high-risk categories [27]. For an internationally active university, the
aggregate regulatory surface is therefore substantial, and the compliance burden is compounded when the
same Al model is trained on data from multiple jurisdictions. Several recent studies argue that privacy-
preserving training paradigms — particularly federated learning combined with differential privacy — offer
the most promising technical path to multi-jurisdictional compliance, because no raw data crosses
institutional or national boundaries [6, 7, 18, 19, 74].

2.4. Cybersecurity Education in Higher Education

Parallel to the operational integration of Al into campus security, there is a well-established scholarly
tradition on cybersecurity education itself [34, 65, 67]. Studies in this tradition analyse curricular content,
pedagogical modalities, capture-the-flag style competitions, laboratory environments, and professional
certification pathways. Recent reviews, however, point to a concerning lag: while operational security
practice has rapidly absorbed Al methods, cybersecurity curricula continue to be structured around the
threat categories of the early 2010s, with Al appearing — when it appears at all — as an advanced elective
rather than as an integrated thread running through the degree [34, 51, 66]. The gap between what security
practitioners use and what students are taught has direct workforce consequences, contributing to the widely
reported shortage of graduates who are competent in both Al methods and security operations [77].

A second concern is pedagogical: cybersecurity is traditionally taught through case studies of past incidents
and through hands-on exercises in well-bounded laboratory environments. Neither modality translates
comfortably into Al-security content, where the relevant knowledge includes probabilistic reasoning, model
evaluation, adversarial thinking, and the interpretation of statistical claims under distribution shift [25, 26,
54]. Recent curricular experiments have attempted to bridge this gap through gamified adversarial exercises,
in which student teams alternate between defender and attacker roles against shared Al-based detection
systems, and through capstone projects that require students to deploy a complete Al pipeline — from data
collection and annotation through model training, explainability audit, and pilot deployment on a controlled
campus segment [65, 66, 67]. Early evidence from these experiments is encouraging but limited: the cohorts
evaluated so far are small, and the assessment rubrics do not yet distinguish reliably between students who
have internalised Al-security reasoning and those who have simply memorised the steps of a standard
pipeline [51, 77].
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3. Research Methodology

This article adopts a systematic literature review (SLR) methodology grounded in the PRISMA 2020
guidelines and the software-engineering SLR protocols established by Kitchenham and colleagues [58, 59,
60]. The review was designed around three research questions that jointly address the dual technical and
educational character of the problem. RQ1 asks which Al models, architectures, and deployment patterns
have been proposed or evaluated for information security in HEIs between 2019 and 2025. RQ2 asks what
performance, practicality, and ethical trade-offs the literature documents. RQ3 asks what gaps persist and
how they should be translated into curricular, governance, and research recommendations.

3.1. Search Strategy

The search was conducted across five databases — IEEE Xplore, Scopus, Web of Science, ACM Digital
Library, and SpringerLink — between July and September 2025. A single Boolean string was constructed
and adapted to each database's syntax, combining three semantic clusters: (i) AI methodology terms
("artificial intelligence" OR "machine learning" OR "deep learning" OR "neural network" OR "federated
learning"); (ii) security terms ("information security" OR "cybersecurity" OR "intrusion detection” OR
"phishing" OR "malware" OR "privacy"); and (iii) educational context terms ("higher education" OR
"university" OR "campus" OR "academic" OR "college" OR "smart campus"). The full list of database-
specific queries is recorded in Table 1.

Table 1. Database-specific Boolean queries used in the systematic search.

Database Query string (adapted per database)

(("artificial intelligence" OR "machine learning" OR "deep learning") AND
("cybersecurity" OR "information security" OR "intrusion detection" OR "phishing" OR
"malware") AND ("higher education" OR "university" OR "campus" OR "academic")) —
Full text + metadata, 2019-2025

IEEE Xplore

TITLE-ABS-KEY((AI OR "machine learning" OR "deep learning") AND (cybersecurity
Scopus OR "information security”" OR "network security") AND (university OR "higher
education" OR "smart campus")) — 2019-2025, English

TS=(("artificial intelligence" OR "machine learning" OR "deep learning") AND
Web of Science (cybersecurity OR "information security" OR phishing OR malware) AND ("higher
education" OR university OR campus)) — 2019-2025

[[Abstract: "machine learning"] OR [Abstract: "deep learning"]] AND [Abstract:

ﬁ(élg:rDlgltal "cybersecurity"] AND [[Abstract: "university"] OR [Abstract: "higher education"]] —
Y 2019-2025
("artificial intelligence" OR "machine learning" OR "deep learning") AND (cybersecurity
SpringerLink OR "information security") AND (university OR "higher education") — Content: article,

2019-2025

The initial query returned 2,412 records. After programmatic de-duplication in Zotero and cross-database
reconciliation, 2,146 unique records remained. A supplementary backward snowballing procedure was
conducted on the reference lists of the thirty most highly cited review articles identified during full-text
screening; this added 37 records that were subsequently merged into the main corpus [3, 62, 63].
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3.2. Screening and Inclusion

Two authors independently screened titles and abstracts against the inclusion criteria: (i) peer-reviewed
article published between January 2019 and April 2025; (ii) explicit application of Al, ML, or DL to an
information security problem; (iii) explicit grounding in a higher education context, evidenced either by
case study, dataset provenance, or stated deployment target; and (iv) English language. Exclusion criteria
removed short papers under four pages, editorials, tutorials, duplicate publications, and papers that treated
Al only as incidental context. Inter-rater agreement was measured on a random sample of 200 records and
yielded Cohen's k = 0.83, which is within the range conventionally regarded as substantial agreement.
Disagreements were resolved by a third reviewer. Figure 2 summarises the selection process.

Records identified from databases:
IDENTIFICATION IEEE Xplore, Springer, Elsevier, Wiley, ACM DL
(n=2,412)

)
i

i

; Duplicates i
SCREENING Records afterﬁdupllcate removal LS e !
(n =2,146) g :
i

i

i

{n - 266)

y

Records screened by title/abstract
(n = 2,146)

———————————————————————

i 1
1 1
i Excluded: i
%: not relevant I
H (n = 1,805) )
i i
1 |

ELIGIBILITY ‘J’ ______________________

1
Excluded (n = 173): 3
« Off-topic (71) ]

* No peer review (42) !
1

1

1

|

Full-text articles assessed for eligibility
(n =341 « Pre-2019 (38)
* No methods (22)

Studies included in qualitative synthesis
LACERDED (n = 168); In-depth analysis (n = 42)

Figure 2. PRISMA 2020 flow diagram for the systematic review (final corpus n = 168; in-depth analysis
n=42).

After title/abstract screening, 341 full texts were retrieved and read in full. A further 173 records were
excluded — 71 because on full reading they were off-topic, 42 because peer-review status could not be
verified, 38 because the publication date proved to be earlier than 2019 once confirmed, and 22 because the
methodology was reported in insufficient detail for synthesis. The final corpus therefore contained 168
studies for qualitative synthesis, from which 42 were selected for in-depth analysis on the basis of
evaluation rigour and architectural completeness.
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3.3. Quality Assessment and Data Extraction

Each of the 168 included studies was scored against a four-item quality rubric, adapted from the SLR
guidance of Kitchenham and colleagues and extended with two items specific to the academic context [58].
The rubric evaluated (i) methodological rigour (clarity of problem formulation and reproducibility of
experimental setup); (ii) evaluation validity (appropriateness of datasets and metrics); (iii) contextual
relevance (depth of engagement with the specific HEI environment); and (iv) scholarly impact (journal
ranking and citation velocity). Each item was scored on a 0-2 scale, yielding a maximum of 8. Studies
scoring below 5 were retained for descriptive counting but excluded from performance benchmarking,
consistent with standard practice in SLR synthesis [59].

Data extraction followed a structured form that captured bibliographic metadata, the specific Al technique
employed, the security application domain, the deployment architecture (centralised, edge, federated, or
hybrid), the dataset used for evaluation, performance metrics (accuracy, precision, recall, F1-score, false-
positive rate), computational metrics (training time, inference latency, memory footprint), stated limitations,
and directions for future work. The extracted data supported both the taxonomic analysis of Section 4 and

the quantitative synthesis of Section 5.

4. A Four-Dimensional Taxonomy for Al Security in Higher Education

The application of the extraction protocol to the 168-study corpus produced a large volume of
heterogeneous information that required structured organisation to support comparative analysis. A four-
dimensional taxonomy was iteratively developed through a combination of deductive coding, informed by
prior taxonomies in the Al-security literature [3, 47, 62], and inductive refinement driven by categories that
emerged repeatedly during extraction. The four dimensions are Al methodology, security application
domain, deployment architecture, and evaluation rigour. Figure 1 visualises how these four dimensions
intersect with the four institutional pillars — curricular, technical, governance, and operational — that

together constitute the academic security ecosystem.
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Figure 1. Four-dimensional conceptual framework for Al security teaching and governance in higher
education institutions.

4.1. Dimension 1: AI Methodology

The first dimension classifies studies according to the core algorithmic paradigm they employ. Four
categories were sufficient to capture the corpus without residual. Traditional machine learning encompasses
feature-engineered supervised and unsupervised methods — random forests, support vector machines,
decision trees, k-nearest neighbours, Gaussian mixture models, and one-class anomaly detectors [16, 17,
41]. Deep learning covers neural network architectures including CNNs, RNNs, LSTMs, transformers, and
autoencoders [10, 11, 14, 15, 72]. Hybrid and ensemble methods combine two or more methodology
families, typically a lightweight feature extractor followed by a classical classifier [41, 69]. Emerging
paradigms bundles federated learning, reinforcement learning, GAN-based data augmentation, and

explainable Al wrappers [6, 7, 13, 23, 44].

4.2. Dimension 2: Security Application Domain

The second dimension maps each study onto one of five domains. Network and perimeter security covers
intrusion detection, DDoS mitigation, traffic classification, and firewall optimisation [3, 5, 72]. Endpoint
and device security addresses malware detection, behavioural monitoring of laptops and mobile devices,
and IoT device security [45, 46, 69, 75]. Identity and access management includes authentication,
behavioural biometrics, continuous authorisation, and insider threat analytics [48, 49, 76]. Data security
and privacy covers data loss prevention, differential privacy, homomorphic encryption, and sensitive data
classification [18, 19]. Human-centric security encompasses phishing detection, awareness training, and

user behaviour analytics [35, 42, 43, 48, 50].
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4.3. Dimension 3: Deployment Architecture

The third dimension distinguishes four deployment patterns. Centralised cloud-based architectures
aggregate logs and telemetry into a single training and inference facility. Distributed edge-based
architectures push inference out to campus gateways, departmental servers, or IoT nodes. Federated and
collaborative architectures train models across institutional boundaries without transferring raw data [6, 7,
8, 74]. Hybrid architectures explicitly combine two or more of the above — typically, edge inference with
periodic cloud retraining [39, 78].

4.4. Dimension 4: Evaluation Rigour

The fourth dimension assesses how each study evaluated its contribution. Simulation and theoretical studies
rely on synthetic data or analytical argument alone. Lab evaluations use public benchmark datasets — NSL-
KDD, CIC-IDS2017, UNSW-NB15, TON_IoT, or IoT-23 — in controlled laboratory environments [5, 37,
38, 69, 70]. Testbed deployments use realistic but isolated replicas of campus infrastructure. Pilot and
production deployments evaluate models in live university networks with real users and real threats. This
dimension is deliberately ordinal because it captures a gradient of external validity that is invisible when
studies are classified only by technique and domain.

4.5. Applying the Taxonomy: Illustrative Patterns

Applying the four dimensions jointly to the corpus reveals patterns that are invisible when any single
dimension is considered in isolation. For example, the combination "deep learning x network security x
centralised X laboratory evaluation" describes 34% of the corpus — the modal research contribution —
while the combination "hybrid methods x human-centric security x edge X pilot deployment” describes
only two studies in the entire 168-study set. The former combination is precisely the kind of contribution
that laboratory benchmarking rewards but that practitioners rarely deploy, while the latter is closer to what
campus security operations teams would actually adopt. This cell-level mismatch between where the
research effort clusters and where operational need is concentrated is one of the strongest arguments for a
taxonomy-driven research agenda: it renders visible, and quantitatively tractable, a misalignment that the
traditional one-dimensional surveys obscure [3, 39, 62].

The taxonomy also clarifies how studies relate to the institutional pillars shown in Figure 1. A study that
proposes a federated intrusion detection system for a multi-campus university belongs to the technical pillar,
but it has immediate implications for governance (consent and data transfer agreements), operations (how
alerts from federated partners are triaged), and curriculum (whether students are taught about federated
learning at all). Treating these as separate concerns, as most of the corpus does, systematically undercounts
the institutional work required to translate a technical contribution into a deployed system — a finding that
is consistent with the broader literature on technology transfer in academic IT [51, 78].

5. Results and Quantitative Analysis

5.1. Publication Trends and Methodological Shifts
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The corpus exhibits sustained exponential growth. Annual publication volume rose from 11 studies in 2019
to 41 in 2024, a compound annual growth rate of 24.1%. The partial 2025 figure (9 studies indexed as of
April) is consistent with a continued annual total in excess of 40. Figure 3 visualises both the absolute trend
and the shift in methodological composition across the period.

(A) Annual Publication Volume (2019-2025) (B) Evolution of AI Methodology Mix
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Figure 3. Publication trends and evolution of Al methodology mix in HEI Al-security research, 2019—
2025.

The methodological composition of the corpus has changed dramatically. In 2019, traditional machine
learning accounted for 62% of studies; by 2025, that share had fallen to 22%. Over the same period, deep
learning rose from 22% to 58%, driven primarily by the adoption of transformer architectures for phishing
and log analysis and by the penetration of LSTM and CNN models into network intrusion detection [11,
12, 72]. Hybrid and ensemble methods remained remarkably stable at approximately 14% throughout,
suggesting that they occupy a durable niche in which interpretability and efficiency considerations outweigh
the marginal accuracy gains of pure deep learning [41, 69]. Emerging paradigms grew from 4% to 6% in
absolute share but showed an internal shift: federated learning alone accounted for 61% of the emerging-
paradigms category in 2024-2025, compared with 19% in 2019-2020, reflecting the discipline's response
to regulatory pressure on centralised data aggregation [6, 7, 74].

5.2. Domain Distribution and the Research—Practice Gap

Table 2 reports the distribution of studies across the five security application domains, alongside the relative
frequency with which each domain is cited as the dominant vector of attack in threat intelligence reports
from the academic sector. A systematic misalignment is visible.

Table 2. Distribution of studies across security application domains versus reported operational
prominence.

Security Application Domain Share‘) of Primary AI methods Repor.'ted operational
studies prominence
Network and perimeter security 41% CNN, LSTM, Moderate (18% of incidents)
transformer, RF
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Security Application Domain Shar§ of Primary AI methods Repm:ted operational
studies prominence
Endpoint and device / IoT o CNN, autoencoders, . 0 p i
security 22% GAN Rising (14% of incidents)
Identity and access management 17% Sequepce models, . Stable (10% of incidents)
behavioural biometrics
Differential privacy,
. . homomorphic -
0, 0,
Data security and privacy 12% encryption, federated Moderate (6% of incidents)
learning
Hur.nan-ce.ntrlc.securlty (phishing, 8% NLP, transformers, Dominant (52% of incidents)
social engineering) ensemble

Network and perimeter security absorbs 41% of research effort, consistent with the field's historical
grounding in network intrusion detection datasets and the availability of benchmarks such as CIC-IDS2017,
UNSW-NB15, and TON_IoT [3, 5, 37, 38]. Endpoint and device security attracts 22% of effort, with IoT
security as a strongly rising sub-area [45, 46, 69, 70]. Data security, identity management, and human-
centric security collectively absorb only 37% of research effort — yet human-centric attack vectors,
particularly phishing and social engineering, are reported as the dominant initial access vector in 64% of
incidents affecting HEIs [35, 48, 76]. The research agenda therefore allocates resources approximately
inversely to the empirical distribution of operational threats, a misalignment that has been noted before but
has not abated.

5.3. Performance Benchmarking

Cross-study performance comparison is notoriously difficult because studies evaluate different models on
different datasets with different metrics. The benchmarking framework developed in Section 3 addresses
this by combining three complementary signals: a normalised detection-performance score computed
against a random-forest baseline on the same dataset where available, a qualitative operational-practicality
score based on a five-criterion rubric, and a set of structured ratings for privacy preservation, adversarial
robustness, and educational suitability. Aggregated results for the four methodology categories are shown
in Figure 4.
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Figure 4. Comparative performance radar across the four AI methodology categories and seven
evaluation dimensions.

Three patterns emerge. First, deep learning dominates on detection accuracy (mean normalised score 8.9/10)
but is simultaneously the weakest category on interpretability (4.1), computational efficiency (4.7), and
edge deployability (4.3), which are precisely the dimensions that determine real-world utility in budget-
constrained academic environments [24, 39, 54]. Second, traditional machine learning dominates the
efficiency and deployability dimensions while remaining within 1.8 points of deep learning on detection
accuracy — a margin that is rarely material once the higher false-positive rates of pure deep learning are
accounted for in downstream alert handling [41, 62]. Third, emerging paradigms score highest on privacy
preservation (8.9) and adversarial robustness (7.8) but lowest on educational suitability (6.7) because the
conceptual prerequisites — homomorphic encryption, secure multiparty computation, zero-knowledge
proofs — fall outside the reach of most undergraduate security curricula [18, 19, 51].

The inverse correlation between technical sophistication and operational practicality is striking. A Pearson
correlation coefficient computed across the 42 in-depth studies yields r = —0.61 (p < 0.01) between a
composite technical-sophistication index and the operational-practicality score, a finding that mirrors —
and extends into the academic context — a pattern reported in several industrial cybersecurity surveys [2,
3, 61]. The implication is that the accelerating technical complexity of Al security research is, paradoxically,
widening rather than narrowing the gap between research output and deployable systems.
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5.4. Deployment and Evaluation Maturity

Deployment-architecture distribution reveals a second research—practice gap. Sixty-four per cent of studies
proposed centralised architectures, seventeen per cent proposed edge-based architectures, thirteen per cent
proposed federated architectures, and only six per cent proposed explicitly hybrid designs. Yet survey data
from academic CISOs indicates that hybrid designs describe actual production reality for approximately
68% of universities with mature security operations [32, 78]. The mismatch between what researchers
propose and what institutions operate constitutes a substantive barrier to transfer.

Evaluation-rigour distribution is equally informative. Table 3 summarises the findings.

Table 3. Evaluation rigour distribution across the 168-study corpus.

Evaluation level Count % of corpus Mean quality score (0-8)
Simulation / theoretical 14 8% 43
Laborat‘ory benchmark 101 60% 56

evaluation

Testbed deployment 32 19% 6.4

Pilot / production deployment 21 13% 7.1

Only 13% of studies reported pilot or production evaluation. Sixty per cent remained at the level of
laboratory benchmark evaluation, predominantly on CIC-IDS2017 (33 studies), NSL-KDD (19 studies),
UNSW-NB15 (14 studies), and TON IoT (11 studies) [5, 37, 38, 69]. Studies that progressed to pilot or
production scored significantly higher on overall quality (mean quality score 7.1/8 vs. 5.6/8 for lab-only
studies, two-sample t-test p < 0.001), yet they remain a small minority of published work — a well-
documented publication bias toward methodologically easier but less informative evaluations [59, 60]. Only
9 studies in the entire corpus reported evaluations lasting longer than six months, which severely limits any
inference about model drift, seasonal traffic variation, or long-term operational sustainability [54].

A closer reading of the benchmarking datasets reveals a compounding methodological problem. NSL-KDD,
the most widely cited baseline in the corpus, derives from traffic captured in 1998-1999 and lacks any
representation of modern attack vectors including cloud-targeted credential harvesting, containerised
malware, serverless-function abuse, or transformer-driven phishing [38]. CIC-IDS2017, while substantially
more contemporary, was generated in a controlled enterprise testbed that does not reflect the heterogeneous
traffic mix of a university network with its combination of student residential traffic, research-grade
transfers, loT instrumentation, and administrative flows [4]. Studies that report 99% F1-scores on these
datasets therefore tell us little about the models' likely performance on live campus traffic — a concern that
only a minority of authors explicitly acknowledge [39, 72]. The corpus also displays a pronounced
concentration on detection, at the expense of the full incident lifecycle: only 11 studies (7%) address triage
and prioritisation, and fewer than a dozen engage with the operational question of how Al-generated alerts
should be integrated into the ticketing and case-management workflows of a university Security Operations
Centre [54, 78].
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5.5. Geographic and Institutional Distribution

Although the corpus is globally distributed, publication effort is unevenly concentrated. North American
institutions account for 34% of studies, Asia-Pacific for 32%, Europe for 23%, the Middle East and North
Africa for 8%, and the remaining 3% spread across Sub-Saharan Africa and Latin America. Within these
regional aggregates, further concentrations are visible. Six Asia-Pacific countries — China, India, Malaysia,
Singapore, South Korea, and Australia — produced 87% of the Asia-Pacific output. Regulatory
environments appear to shape methodological choices: European studies disproportionately adopt federated
and privacy-preserving architectures (46% of European studies vs. 18% in North America), consistent with
the compliance pressure of GDPR [6, 28, 74]. North American studies show the highest adoption of
transformer-based architectures for phishing detection, driven by the availability of large English-language
corpora and by institutional partnerships with commercial security vendors [42, 43, 73].

Institutional affiliation also structures the research agenda. Studies originating from research-intensive
universities with dedicated Al laboratories predominantly report centralised cloud architectures and
resource-intensive deep learning models [10, 15, 72]. Studies originating from teaching-focused institutions
— a category that is growing as a share of the corpus — more frequently report lightweight models, edge
deployments, and explicit cost-of-ownership analyses [41, 54, 75]. The under-representation of Sub-
Saharan African and Latin American institutions is concerning on equity grounds and indicates that the
body of knowledge is being built largely by, and for, well-resourced environments. Generalising
conclusions from this corpus to the global population of universities should therefore be done with caution,
especially for recommendations that depend on the availability of specialised hardware, mature legal
infrastructure, or stable long-term funding [32, 51].

6. Discussion: Research Gaps and Educational Directions

6.1. Gap Analysis

Systematic coding of the "limitations" and "future work" sections of each included study produced a
structured map of the field's acknowledged weaknesses. Figure 5 reports the prevalence of the ten most
frequently cited gaps and tracks the temporal evolution of the five higher-level gap categories.
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Figure 5. (A) Frequency of reported research gaps across 168 studies. (B) Temporal evolution of gap
categories, 2020-2025.

Three findings are noteworthy. First, adversarial vulnerability is acknowledged in two out of every three
studies (66%) yet is meaningfully mitigated in fewer than one in five [20, 21, 22, 40]. This gap is widest in
deep learning studies, where the complex decision surfaces that give these models their accuracy also
provide the attack surface that adversarial techniques exploit. Second, the reliance on unrealistic evaluation
datasets (61%) and the near-total absence of longitudinal evaluation (only 5% of studies evaluate over a
period exceeding six months) indicates that even the most technically sophisticated models have not been
demonstrated to survive contact with the operational environment [54, 58]. Third, ethical and bias concerns
have risen sharply over time — from 15% of studies in 2020 to 45% in 2025 — driven by the concurrent
maturation of Al governance frameworks such as the NIST AI RMF and the EU Al Act [27]. However,
this growth is confined to the discussion sections of papers and rarely translates into the design of the
systems themselves, a disconnect that mirrors a pattern observed in the broader responsible-Al literature
[23, 24].

Two gaps merit special attention because of their systemic character. The sustainability gap — with fewer
than one in fifteen studies even acknowledging the energy cost of Al security infrastructure — sits in direct
tension with the institutional sustainability commitments that nearly every major university has made [55,
56, 57]. The skills gap — the difficulty of recruiting faculty and staff who combine Al expertise with
security operations experience — limits the degree to which even well-designed models can be maintained
in production, and is acknowledged in 34% of studies but discussed as a design constraint in only 8% [51,
77].

6.2. Educational Directions

The principal educational implication of the synthesis is that Al security cannot be treated as an advanced
elective added onto a conventional cybersecurity degree. It must be woven through the curriculum as an
integrated thread, with five design principles. First, Al security must be taught as a socio-technical system
from the first year, not as a purely mathematical subject [34, 51, 65]. Second, laboratory work must use
realistic institutional datasets — ideally synthetic traces derived from actual campus traffic — rather than
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the decade-old benchmarks that continue to dominate academic publications [38, 66]. Third, adversarial
robustness must be introduced alongside detection accuracy, so that students internalise the symmetry
between defender and attacker rather than treating adversarial attacks as an afterthought [20, 22]. Fourth,
explainability, fairness, and privacy must be framed as design requirements, not optional enhancements [23,
24, 51]. Fifth, governance, policy, and ethics must be taught by educators who are literate in the underlying
Al methods, to avoid the persistent disciplinary siloing documented in the literature [27, 67].

In concrete terms, this implies a curricular architecture that combines a foundational track on statistical
learning and security fundamentals (typically years one and two), a central track on applied Al security
(years two and three) covering intrusion detection, malware analysis, phishing, identity analytics, and
privacy-preserving machine learning, and an integrative capstone in which students deliver an end-to-end
system under realistic operational constraints, including documentation, bias audit, and deployment plan
[62, 63, 66]. Woven through all three tracks should be a recurring seminar series on governance, ethics, and
regulation — not as standalone modules but as a continuous conversation about the implications of the
technical choices students are making each semester [27, 51]. The cybersecurity workforce literature is
clear that graduates who enter industry with this combined fluency command a significant hiring premium
and retention advantage, and that the current pipeline produces far too few of them [77].

Pedagogical experimentation is essential in at least three areas. Assessment: traditional examination formats
inadequately probe Al-security reasoning and should be complemented by adversarial capture-the-flag
competitions, open-ended case analyses, and portfolio-based assessments that track students' reasoning over
time [65, 66]. Laboratory infrastructure: institutional testbeds that safely mirror realistic campus traffic
must become a shared resource, analogous to the scientific instrument centres that support laboratory
sciences, so that every student has access to the kind of realistic environment that the reviewed literature
consistently identifies as essential but rarely available [3, 37, 58]. Interdisciplinary collaboration: at least
one course in every Al-security track should be co-taught by faculty from law, ethics, or public policy, in
order to make the normative dimensions of the subject concrete rather than abstract [27, 51, 67].

6.3. Governance and Policy

At the institutional level, the governance of Al-driven security must satisfy four requirements that are not
simultaneously addressed by any single framework the corpus identified. Transparency: automated
decisions that restrict user access or escalate incidents must be explainable at a level appropriate to the
affected user, whether student, faculty member, or administrative staff [24, 25, 26]. Accountability: a clear
chain of institutional responsibility must be established for Al-driven security actions, distinguishing
between algorithmic output, human review, and final institutional decision [27, 51]. Compliance:
deployment must satisfy FERPA, GDPR, PDPA, and their equivalents across every jurisdiction in which
the institution operates; where these regimes conflict, the more restrictive control must prevail [28, 33].
Equity: behavioural models, biometric systems, and automated sanctions must be audited for systematic
disparities across population subgroups defined by disability, language, nationality, and socio-economic
status [23, 76].

These requirements translate into a practical governance package that, on the evidence of the in-depth
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sample, is currently implemented in its entirety at fewer than ten institutions worldwide. The package
includes: an Al security policy specifying scope, review cadence, and accountability; an institutional Al
ethics review board with authority over consequential deployments; a data protection impact assessment
process aligned with GDPR Article 35; a vendor governance framework for third-party Al security products;
and a continuous auditing function with authority to suspend deployments that fail integrity, fairness, or
sustainability tests [27, 51, 78].

Implementation of this package demands practical choices that the reviewed literature rarely addresses.
Who, for example, serves on an institutional Al ethics review board? Evidence from the handful of
institutions that have convened such bodies suggests a composition combining security operations staff, a
faculty computer scientist with Al expertise, a legal counsel or data protection officer, a student or alumni
representative, and at least one external member to counteract insider bias [27, 51]. What is the relationship
between that board and the traditional Institutional Review Board that governs human-subjects research?
In most cases the two boards have overlapping jurisdiction, and a written protocol is required to prevent
duplicated review or, worse, review gaps. How is vendor accountability enforced when a commercial Al
security product is found to be biased or opaque? The cleanest contractual mechanism is a continuous right-
to-audit clause combined with a clearly specified suspension protocol, both of which should be negotiated
at procurement rather than after a deployment problem emerges [78].

A recurring practical concern is sustainability. Training and retraining deep learning models on the scale
required for continuous security monitoring consumes substantial energy, and universities that have
publicly committed to carbon-neutrality targets by 2030 or 2035 have a direct institutional interest in
minimising that footprint [55, 56, 57]. Governance frameworks should therefore include explicit
sustainability metrics — energy per thousand predictions, total infrastructure COz-equivalent emissions,
and retraining cadence — alongside the more traditional security and fairness metrics. Practical techniques
to control this footprint include model distillation from large foundation models into lightweight
deployment models, preferential inference on renewable-energy regions of the cloud, and explicit
scheduling of training workloads to coincide with low-carbon periods on the campus power supply [41, 55,
57].

6.4. A Five-Stage Institutional Roadmap

Figure 6 presents a five-stage roadmap that integrates the curricular, governance, technical, and operational
dimensions into a single sequential plan. The roadmap is not prescriptive in technology choice; rather, it
sequences the institutional decisions that must be made in order, so that later stages inherit the foundation
established by earlier ones.
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Five-Stage Roadmap for Institutional AI Security Capability Development

Stage 1 Stage 2 Stage 3 Stage 4 Stage 5

Audit & Align Curricular Design Pilot Deployment Governance & Ops Scale & Sustain
Months 1-4 Months 5-10 Months 11-18 Months 19-30 Months 31+
* Risk & asset audit * Al-security modules * Department-level pilot * Policy framework * Cross-campus scaling
* Stakeholder mapping « Lab testbeds * Federated test-beds *+ SOC integration + Continuous retraining
« Curricular gap analysis « Interdisciplinary « Human-in-the-loop « Ethics review board + Green Al metrics
+ Baseline benchmark 1 »  course pathways L p - Bias audit | »| + FERPA/GDPR DPIA L p  + Community-of-practice

Figure 6. Five-stage institutional roadmap for Al security capability development in higher education.

Stage 1 (months 1-4) establishes a baseline through risk assessment, asset inventory, stakeholder mapping,
and curricular gap analysis. Stage 2 (months 5-10) designs and validates curricular modules, laboratory
testbeds, and interdisciplinary pathways that embed Al security into the degree structure. Stage 3 (months
11-18) executes a bounded pilot deployment, combining federated testbeds, human-in-the-loop workflows,
and bias auditing to generate the empirical evidence required for broader rollout. Stage 4 (months 19-30)
institutionalises the governance framework, integrates Al components into the security operations centre,
establishes the ethics review board, and completes the data protection impact assessment. Stage 5 (months
31+) scales the system across the institution, implements continuous retraining, tracks sustainability metrics,
and establishes a community of practice for cross-institutional learning. Table 4 maps each stage to the
primary technical, educational, and governance recommendations that emerge from the preceding analysis.

Table 4. Five-stage institutional roadmap mapped to technical, educational, and governance activities.

Stage Technical Educational Governance Key risk if skipped

1. Audit & Asset & r?sk Curricular gap Stakeholfler . Late-stage platform
. inventory; data-flow . mapping; policy
Align . analysis . reversal
mapping baseline

2. Curricular | Testbed Integmted Al- ) Ethics syllabus Skills-gap pipeline

. . . security modules; . .
Design specification . review failure

capstone design
3. Pilot Federated testbed; Student internship Bias audit; DPIA Unvahdgted
. . assumptions
Deployment | model selection rotation draft
propagated

4. SOC integration; . Ethics boar'd; vendor Regulatory remediation
Governance MLObs Staff cross-training framework; full / rollback
& Ops P DPIA
5. Scale & Continuous Community of Sustainability Deployment
Sustain retraining; drift practice metrics; external abandonment
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Stage Technical Educational Governance Key risk if skipped

monitoring audit

Three cross-cutting lessons from the in-depth sample warrant emphasis. First, institutions that skipped Stage
1 and moved directly to technology selection consistently reported painful reversals within eighteen months,
typically because the chosen platform proved incompatible with legacy authentication systems, compliance
requirements, or the institutional governance structure — issues that would have been surfaced by a
rigorous baseline audit [32, 39, 78]. Second, institutions that treated curricular integration (Stage 2) as a
sequential dependency of pilot deployment (Stage 3), rather than as a parallel work-stream, found
themselves with a production Al-security system but no internal pipeline of graduates competent to
maintain it — a staffing gap that ultimately threatened operational continuity [51, 77]. Third, institutions
that postponed governance work to Stage 4 frequently faced retrospective remediation demands from
regulators or faculty governance bodies, which in the worst cases required partial rollback of deployed
systems; early engagement of governance bodies, even in skeletal form, substantially reduces this risk [27,
28, 33].

6.5. Practical Implementation Considerations

Beyond the strategic roadmap, a set of tactical considerations recurs across the production deployments
identified in the in-depth sample. Data pipeline hygiene is a foundational requirement: AI models are only
as reliable as the telemetry they ingest, and the academic context imposes unusual pipeline complexity
because log sources include residential network flows, research computing clusters, administrative systems,
and IoT devices whose operators rarely coordinate [39, 54]. A shared schema, a rigorous provenance record,
and an explicit policy on log retention and redaction are prerequisites for trustworthy Al security, yet the
in-depth sample shows that these fundamentals are underspecified in 62% of reported deployments. Alert
triage policy is a second under-specified area: production deep learning models typically generate false
positive rates in the range of 1-5% of events, which at the scale of a large university translates into tens of
thousands of alerts per day — a volume that cannot be manually reviewed and that therefore requires a
principled triage tier using classical methods such as rule-based filters, reputation scoring, and risk-tiered
escalation [40, 41, 72].

Staff development is the third recurring theme. The in-depth sample shows that even when models are
successfully deployed, they are frequently abandoned within two years because the team responsible for
maintaining them lacks the combination of Al and security operations expertise that sustained operation
requires [51, 77]. Institutions that have sustained their deployments most successfully have invested in a
blended career path that rotates staff between security operations and Al engineering roles, and have
partnered with their own Al faculty to create internal training programmes that combine applied machine
learning with incident response practice [51, 66, 67]. Finally, the procurement and contracting frameworks
that govern third-party Al security tools require updates to reflect Al-specific risks including model drift,
bias, provenance of training data, and the absence of adversarial robustness guarantees — issues that are
not covered by standard information-security procurement contracts [27, 78].
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6.6. Industry—Academia Partnership Models

A cross-cutting theme in the in-depth sample is the central role of structured partnerships between
universities and the commercial vendors and open-source communities that produce Al security tooling.
Three partnership models recur. In the vendor-led integration model, a commercial product is deployed and
customised for the institutional context; speed of deployment is high but long-term flexibility is constrained,
and vendor lock-in is a documented risk [54, 78]. In the research-partnership model, a faculty team co-
develops tooling with an industry partner; intellectual property flows in both directions, and the resulting
system tends to be well-matched to operational realities but hard to sustain when the research project
concludes [39]. In the consortium model, a group of institutions pools expertise and infrastructure to build
shared tooling; sustainability is highest but coordination overhead is substantial, and governance of the
shared infrastructure requires careful institutional negotiation [6, 7, 74]. The choice among these models is
ultimately a strategic one that depends on institutional priorities, but the evidence suggests that the
consortium model is the most promising for mid-tier universities that individually lack the scale to sustain
bespoke development but collectively can underwrite shared infrastructure [51, 74].

6.7. Limitations of this Review

Three limitations should be noted. The review is restricted to English-language peer-reviewed publications
and therefore under-samples important work published in Chinese, Japanese, Spanish, Arabic, and other
languages. The temporal window, although deliberate, excludes pre-2019 foundational work that remains
influential. And the qualitative coding of "limitations" and "future work" sections depends on what authors
chose to report; silent gaps — issues that no study acknowledges — can be inferred only indirectly from
patterns of omission.

7. Conclusion and Future Outlook

This article has presented a systematic synthesis of 168 peer-reviewed studies on the application of artificial
intelligence to information security in higher education institutions. A four-dimensional taxonomy —
covering Al methodology, security application domain, deployment architecture, and evaluation rigour —
has been developed, applied to the corpus, and used to generate quantitative evidence about the state of the
field. Three principal findings emerge. First, the field is technically dynamic — with a 24.1% compound
annual growth rate in publication volume and a rapid displacement of traditional machine learning by deep
learning — but the technical sophistication is inversely correlated with operational practicality (r =—0.61,
p < 0.01), which explains why the accelerating research output is not translating into proportional
improvements in the academic security posture. Second, research emphasis is systematically misaligned
with the operational threat landscape: network-layer defence absorbs 41% of research effort, while human-
centric attacks absorb 8%, even though phishing remains the dominant initial access vector. Third, the
evaluation methods used across the corpus are overwhelmingly inadequate: 60% of studies never progress
beyond laboratory benchmark evaluation, fewer than 5% evaluate over a period longer than six months,
and the same outdated benchmarks continue to dominate despite their well-documented limitations.

These findings imply that the defining research agenda for the next phase of the field is not further

How to cite: Zainuddin et al. (2025). Teaching and Governing Al Security in Academic Environments: A Review of Models,
Gaps, and Educational Directions. TRTEE, 3(3), 1-27. https://doi.org/10.63646/trtee.2025.030301



Trends and Reviews of Technological Engineering in Education
Vol. 3, No. 3 (2025) | ISSN 3071-2211 | Open Access

algorithmic novelty. It is holistic, deployment-conscious, equity-aware integration of Al security into the
academic mission — through interdisciplinary curricula, institutional governance frameworks, sustainable
infrastructure, and real partnerships between researchers and the security operations teams that must
maintain the resulting systems. The five-stage roadmap presented in Section 6.4 offers a concrete path from
current fragmentation toward that integration.

Several directions remain open. Standardised, domain-specific benchmark datasets that capture the actual
traffic and attack patterns of contemporary universities are urgently needed; the continued dominance of a
decade-old dataset indicates a market failure that community infrastructure should address. Longitudinal
evaluation protocols must be developed that are feasible within academic research timelines but still
produce operationally relevant evidence. Sustainability metrics should be incorporated as first-class
outcomes of Al security evaluation, so that universities can reconcile their security commitments with their
climate commitments. And the governance of Al security in higher education deserves its own sub-field of
inquiry, drawing on law, education research, and ethics alongside computer science.

The higher-education mission — the generation and transmission of knowledge in conditions of openness,
equity, and intellectual freedom — is uniquely dependent on a security posture that protects those
conditions rather than erodes them. Al, carefully designed and responsibly governed, can support that
mission. The evidence synthesised here indicates that the technical foundations are in place; the remaining
work is institutional, pedagogical, and ethical.

Looking beyond the immediate horizon, three developments are likely to reshape the field over the coming
five years. First, the convergence of foundation models and security analytics will introduce a new
generation of tools that can reason over security telemetry using natural language — a capability that lowers
the expertise threshold for effective use but that simultaneously introduces novel adversarial risks including
prompt injection, training-data extraction, and model hallucination that can undermine the reliability of
security decisions [12, 13, 22]. Second, the increasing pressure for cross-institutional federation — driven
by regulation, by economic necessity, and by the genuine research advantages of collaborative defence —
will require governance frameworks that can accommodate heterogeneous institutional policies without
compromising either privacy or operational effectiveness [6, 7, 74]. Third, the sustainability imperative will
constrain the free-for-all growth of model size and compute consumption that has characterised the past
five years, forcing the field toward the kind of efficiency-conscious engineering that has long been standard
in other domains of systems research [41, 55, 57]. Universities that begin to prepare for these shifts now —
through curricular investment, governance maturity, and partnerships that extend beyond their immediate
institutional boundaries — will be better positioned to deliver on the higher-education mission in a security
environment that is simultaneously more sophisticated and more demanding than the one this review has
synthesised.
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