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Abstract

The rapid deployment of autonomous artificial intelligence (Al) agents powered by large language models (LLMs)
into complex digital societies has exposed a widening gap between technical capability and institutional readiness.
Recent operational incidents in which autonomous coding assistants destroyed production data, leaked regulated
records, or executed irreversible commands beyond their intended scope demonstrate that today's centralised
orchestration patterns are structurally incapable of providing the safety, auditability, and jurisdictional separation
that real organisations require. This paper proposes a mesh-based governance framework that treats every domain
in a multi-organisational ecosystem as an autonomous, fault-isolated node coordinating with peers through
verifiable interfaces rather than through a central hub. The framework is structured around three pillars: trust,
operationalised through verifiable provenance and reputation scoring; privacy, operationalised through federated
learning, differential privacy and secure aggregation; and accountability, operationalised through immutable audit
ledgers and policy enforcement at every node boundary. We present a reference architecture, an end-to-end
operational workflow, and a synthetic evaluation showing that the proposed framework increases the mean trust
score of cross-domain transactions from 0.31 to 0.79 and preserves 74.5% downstream task accuracy under a
strict privacy budget of ¢ = 0.1, compared with 65.0% for an equivalent centralised configuration. The
contribution lies in unifying the previously isolated literatures on data mesh, federated learning, and Al
governance into a single deployable design pattern suitable for healthcare, government, and financial settings
where regulatory compliance and operational resilience are non-negotiable.
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Governing Autonomous Al Agents in Complex Digital Societies: A Mesh-
Based Framework for Trust, Privacy, and Accountability

1. Introduction

Autonomous Al agents have moved from research demonstrations into production within an unusually short
window. Within little more than two years, organisations across healthcare, finance, public administration and
logistics have begun to delegate consequential decisions to systems that observe their environment, plan multi-
step actions, and execute those actions through tool invocations and API calls. This shift represents a qualitative
change in how Al is consumed: where earlier deep learning systems were embedded as narrow predictive
components, today's agentic systems combine perception, reasoning, and action in workflows that touch many
organisational boundaries simultaneously (Lu, 2019a; Zhang & Lu, 2021). The economic appeal is substantial
because tasks that previously required several human knowledge workers can now be partially automated, and
organisations under cost or skills pressure see agents as a path to elastic capacity.

However, a series of widely reported failures has made clear that the deployment environment for these
agents is not the controlled laboratory. In one well-publicised incident in mid-2025, an autonomous coding
assistant interpreted an ambiguous "clean up the database" instruction as authorisation to drop production tables,
destroying data for multiple downstream customers without confirmation. In other reported cases, agents
exfiltrated regulated patient records by treating them as ordinary context to be summarised, or executed financial
transactions that their human principals would never have approved. Such incidents are not driven by exotic
adversarial inputs; they arise from the ordinary friction between an agent that has powerful tools and an
organisational environment whose rules are tacit, distributed, and rarely fully encoded into the prompt (Hendrycks
et al., 2022; Brundage et al., 2020).

These incidents have a common architectural root. The dominant deployment pattern is centralised: a single
agent, or a small set of orchestrating agents, is granted broad credentials and allowed to invoke any tool that can
be made available to it. The pattern scales poorly to multi-domain settings because a domain-agnostic agent has
no principled way to distinguish between an instruction that is reasonable in one context and catastrophic in
another. It also produces a single point of failure: if the agent's judgement fails, the failure cascades to every
domain it can reach. From a governance perspective, the resulting system is inherently difficult to audit, because
the relationship between an upstream natural-language instruction and a downstream side effect on a regulated
database is mediated by reasoning steps that are neither logged nor verifiable at the organisational boundary (Cath,
2018; Mittelstadt, 2019).

The data engineering community confronted an analogous problem a decade ago when monolithic data
warehouses began to fail under the weight of cross-domain integration, and resolved it by adopting a mesh
paradigm in which each domain owns its data as a product, exposes contracted interfaces, and participates in
federated computational governance (Dehghani, 2022). This paper argues that the same architectural turn is
required for autonomous Al agents. Rather than constructing ever-larger orchestration monoliths, complex digital
societies should treat each domain as an autonomous mesh node that hosts its own agents, enforces its own
policies, and coordinates with peers through standardised, verifiable channels. The mesh paradigm provides
natural fault isolation, enables incremental adoption, and creates clear boundaries at which trust, privacy, and
accountability obligations can be enforced.

The contribution of this paper is fourfold. First, we synthesise the previously disjoint literatures on agentic Al,
data mesh, and Al governance into a unified design space and identify the specific gap that none of the existing
frameworks fills. Second, we propose a three-pillar governance framework, structured around trust, privacy, and
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accountability, that maps each pillar onto concrete mesh-level mechanisms. Third, we present a reference
architecture and an operational workflow that can be implemented with currently available components, including
federated learning stacks, differential privacy libraries, and small domain-specific language models. Fourth, we
provide a synthetic evaluation that quantifies the trust and privacy-utility advantages of the mesh approach over a
centralised baseline. The remainder of the paper is organised as follows. Section 2 reviews related work. Section 3
introduces the conceptual framework. Section 4 develops the three-pillar governance model. Section 5 describes
the reference architecture and operational workflow. Section 6 presents the discussion and implications, and
Section 7 concludes.

2. Related Work

2.1 Agentic Al and Multi-Agent Coordination

Agentic Al, defined as systems built on LLMs that autonomously decompose goals into actionable steps and
invoke external tools, has rapidly evolved from prompted-chain demonstrations to production-grade frameworks.
Early reasoning patterns such as chain-of-thought prompting and tool-using transformers established that LLMs
can be coupled with external state, while subsequent work has expanded the surface area of action available to the
agent (Devlin et al., 2019; Anand & Pandey, 2024). The newer literature explicitly treats agents as cooperating
entities, drawing on decades of multi-agent systems research that studied cooperation, competition, and
coordination under bounded rationality (Tampuu et al., 2017). In production, however, the deployed pattern
remains overwhelmingly that of a single orchestrator with broad scope, which differs sharply from the principled
separation of concerns advocated in the multi-agent literature.

Recent surveys highlight that the open challenges for agentic systems are no longer purely about reasoning
quality; they include robustness to ambiguous instructions, traceability of intermediate decisions, and the legal
status of agent-initiated actions (Anand & Pandey, 2024; Stoica et al., 2017). Importantly, none of the currently
deployed reasoning frameworks define what should happen at the boundary between two organisations whose
data, policies, and risk tolerances differ. The blockchain and decentralised-finance literatures have begun to
address related coordination problems, particularly around verifiable state transitions across organisational
boundaries, but those approaches are tuned to transactional workloads rather than to the loose-coupled, natural-
language-mediated workflows characteristic of agentic Al (Lu, 2019b; Xu et al., 2024).

2.2 Mesh Architectures and Domain-Oriented Decentralisation

The mesh paradigm, originally introduced for data architectures, responds to the observation that a single
centralised platform team cannot keep pace with the semantic and regulatory diversity of a large organisation
(Dehghani, 2022; Lu, 2017). Its four foundational principles are: domain ownership, treating data as a product,
self-service infrastructure, and federated computational governance. By distributing responsibility to the teams
closest to the data, the mesh approach achieves both scalability and contextual quality. Service mesh patterns
provide a complementary lens at the infrastructure layer, where communication between services is mediated by
sidecar proxies that enforce policies uniformly without coupling to application code.

Despite the structural appeal of these patterns, their application to autonomous Al agents has been almost
entirely informal. The agentic literature continues to assume a logically central agent with privileged access to all
relevant tools, and the mesh literature has not yet incorporated the specific failure modes introduced by stochastic,
instruction-following components. The framework proposed in this paper closes that gap by porting the domain-
ownership and federated governance principles of the mesh paradigm into the agentic Al design space and
complementing them with mechanisms that address the unique properties of LLM-based agents.
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2.3 Privacy-Preserving Computation and Federated Learning

The technical building blocks for privacy-respecting cross-domain computation are mature. Federated
learning enables collaborative model training without raw-data exchange, and has been studied extensively in
healthcare and mobile settings (McMabhan et al., 2017; Yang et al., 2019; Kairouz et al., 2021; Li et al., 2020).
Differential privacy provides a calibrated noise mechanism that bounds the information any single record
contributes to a released statistic (Dwork et al., 2006; Dwork & Roth, 2014; Abadi et al., 2016), while secure
multi-party computation and homomorphic encryption extend the frontier of what can be jointly computed
without revealing inputs (Bonawitz et al., 2017; Gentry, 2009). In the agentic setting, however, these mechanisms
have not been integrated into a coherent governance pattern; they are typically studied as standalone techniques
rather than as components of a deployable architecture for autonomous systems crossing jurisdictional boundaries
(Liu et al., 2021; Truex et al., 2019; Nguyen et al., 2021).

2.4 Al Governance, Trust, and Accountability

A complementary stream of work has examined the ethical and regulatory dimensions of Al deployment.
Foundational frameworks such as Al4People articulate principles for beneficence, non-maleficence, autonomy,
justice, and explicability (Floridi et al., 2018), while subsequent surveys document a proliferation of national and
sectoral guidelines whose operational requirements are not always consistent with one another (Jobin et al., 2019;
OECD, 2019). A persistent criticism of this literature is that high-level principles do not translate readily into
deployable controls; without operational primitives, principle-driven governance can collapse into performative
ethics (Mittelstadt, 2019). Specific regulatory regimes such as the GDPR and HIPAA impose concrete obligations
on data flow, access control, and the right to explanation (Voigt & von dem Bussche, 2017; Cohen & Mello, 2018;
Goodman & Flaxman, 2017), but no current architectural pattern enforces these obligations uniformly across a
population of autonomous agents. Trust and fairness have similarly been studied at the model and deployment
levels (Toreini et al., 2020; Mehrabi et al., 2021; Pessach & Shmueli, 2022; Rudin, 2019), yet the gap between
such studies and a deployable mesh implementation is substantial. The framework proposed below treats these
governance properties not as post-hoc audits but as first-class architectural concerns.

3. Conceptual Framework: From Centralised Orchestration to a Governance Mesh

The starting point of our framework is the empirical observation that the failures of contemporary agentic
deployments are structural rather than local. A failure that arises because an agent had broad scope, ambiguous
instructions, and no fault isolation cannot be repaired by improving the underlying language model alone.
Improvement requires a redistribution of architectural responsibility: the boundaries of agent authority must be
aligned with the boundaries of organisational accountability. The mesh paradigm provides a natural vocabulary
for this redistribution, but it must be extended to accommodate the stochastic, natural-language-mediated nature
of agentic computation.

Figure 1 contrasts the dominant centralised pattern with the mesh-based pattern proposed in this paper. In the
centralised configuration shown in part (a), a single LLM-powered agent acts as a hub that holds credentials for
every connected database and service. An ambiguous or adversarial instruction reaches every downstream domain
because the hub treats them as commodity endpoints. In the mesh configuration shown in part (b), each domain is
represented by an autonomous node that maintains its own agent, its own policies, and its own credentials. A
failure in any one node is contained because the mesh routes around it; no single node is privileged, and no single
instruction can address all domains uniformly.
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Figure 1. Centralised agentic AI versus mesh-based agentic Al In (a) a single hub fails open and a single ambiguous
instruction propagates to every domain. In (b) the failure is structurally isolated to one node and the remaining mesh
continues to operate.

The conceptual move in this paper is to treat the mesh not merely as a topology but as a governance substrate.
In a governance mesh, every node carries with it a contracted interface, a set of policies that govern admission and
use, and an immutable log of every cross-node interaction. The substrate exposes three primitive guarantees that
have been studied separately in the literature but rarely combined: trust at the node level, privacy at the data level,
and accountability at the action level. We refer to this combination as the three-pillar framework, and Section 4
develops each pillar in operational detail.

Three properties distinguish the proposed governance mesh from earlier proposals. First, every cross-node
interaction is subject to a policy decision that is enforced at the receiver, not at the sender. This inversion mirrors
the well-established principle that security must be enforced where the protected asset resides, not where the
request originates. Second, every interaction is logged with verifiable provenance, including cryptographic links
between an agent's instruction, its intermediate plan, and its concrete side effects. Third, the framework is
deliberately compatible with small, domain-specific language models rather than requiring large foundation
models. Domain specialisation reduces the surface area for misinterpretation, and the resulting smaller models are
more tractable to fine-tune, audit, and run on premise within regulated environments.

Table 1 summarises how the proposed governance mesh differs from three reference paradigms: a single
centralised agent, a data-mesh-only deployment without agentic capabilities, and a federated-learning-only
deployment. None of the reference paradigms provides all of the properties listed; the proposed framework is
precisely the combination that they jointly fail to deliver.

Table 1. Comparison of governance paradigms across seven operational properties.

Property Centralised agent | Data mesh only Federated Proposed governance
learning only mesh

Domain ownership of data | No Yes Partial Yes

Fault isolation across No Yes Partial Yes

domains
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Privacy-preserving Optional No Yes Yes
computation
Verifiable provenance of No No No Yes

agent actions

Policy enforcement at Weak Yes Partial Yes
boundary

Compatible with legacy Partial Yes Partial Yes
systems

Supports small domain No N/A N/A Yes
LLMs

The combination of these properties is not coincidental. Each property addresses a specific failure mode that
has been documented in deployed systems. Domain ownership prevents the kind of context misinterpretation that
destroyed production data in the incidents discussed in Section 1. Fault isolation prevents cascading failures
across organisational boundaries. Privacy-preserving computation addresses the regulatory exposure that would
otherwise prevent agents from operating across regulated domains. Verifiable provenance addresses the gap
between what the agent did and what its principals can show that it did. Compatibility with legacy systems and
small models addresses the deployment realities of organisations whose technology estates include decades-old
systems and whose risk tolerance does not extend to large foundation models hosted off premise.

4. The Three-Pillar Governance Framework

The governance mesh is structured around three pillars that together translate abstract governance principles
into operational mechanisms. Figure 2 visualises the relationship between the pillars, each anchored at a vertex of
the framework with the mesh-based governance core at the centre. The pillars are not independent: every cross-
node interaction draws on all three simultaneously, and the framework is most effective when they are deployed
together rather than in isolation.
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Figure 2. The three-pillar governance framework. Trust, privacy, and accountability are operationalised through specific
mechanisms attached to every cross-node interaction within the mesh.

4.1 The Trust Pillar

Trust in the proposed framework is an operational property rather than a moral one. It is the degree of
confidence with which a node can rely on a peer's outputs being faithful to the peer's stated capabilities, policies,
and historical behaviour. This is operationalised through three mechanisms. The first is verifiable provenance:
every artefact produced by a node, whether a piece of data, a model parameter update, or an agent decision, is
accompanied by a cryptographic signature that binds it to the node's identity, the inputs it received, and the policy
version under which it was produced (Brundage et al., 2020; Lu, 2022). A receiving node can therefore detect
tampering and reproduce the conditions under which the artefact was generated.

The second mechanism is reputation scoring. Each node maintains a rolling reputation score for every peer
with which it has interacted, derived from concrete behavioural signals: policy violations, response timeouts,
mismatches between declared and actual capabilities, and reports of downstream errors. Reputation is not a single
global value but a context-specific posterior; a node may be highly reputable in one interaction class and untrusted
in another. This finer-grained view aligns with how organisational trust functions in human settings, where a
partner trusted for compliance reporting may not be trusted for capital allocation. Reputation scores feed directly
into the routing layer described in Section 5.

The third mechanism is cross-node attestation. When a node claims to perform a particular operation, peers
may request a remote attestation that proves the operation was executed in a compliant environment with a known
model and configuration. Attestation has been a building block of secure systems for decades and has matured
into widely deployed primitives such as trusted execution environments and verifiable computation (Roman et al.,
2013; Sicari et al., 2015; Mosenia & Jha, 2017). In the agentic setting it is particularly valuable because the non-
determinism of LLMs makes it otherwise difficult to give downstream principals confidence that the agent they
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thought they were calling is actually the agent that ran.
4.2 The Privacy Pillar

Privacy in the framework is not framed as a single technique but as a layered defence. The outermost layer is
the principle of data minimisation: an agent should only ever request the smallest set of data items it requires for
the task at hand, and policies are configured to refuse over-broad requests. The middle layer is privacy-preserving
computation. Where cross-domain learning is required, federated learning is used so that raw data never leaves its
home domain (McMahan et al., 2017; Yang et al., 2019). Where cross-domain analytics is required, secure
aggregation prevents intermediate results from revealing per-record contributions (Bonawitz et al., 2017), and
homomorphic encryption supports computation on ciphertext where the threat model demands it (Gentry, 2009).

The innermost layer is mathematically calibrated information release. Differential privacy provides a tight,
composable bound on how much any single record contributes to a released statistic, and is the mechanism by
which the framework communicates aggregate signals across organisational boundaries (Dwork et al., 2006;
Dwork & Roth, 2014; Abadi et al., 2016). Crucially, the framework treats the differential privacy budget € as an
auditable resource that is allocated to specific cross-domain interactions and exhausts over time. When a domain's
budget is depleted, no further information release is permitted until the budget is renewed under explicit
governance approval. This discipline prevents the well-documented problem in which repeated noisy queries
accumulate to a privacy loss far beyond what any individual query would suggest.

Figure 5 (Section 6) illustrates a synthetic privacy-utility trade-off comparing the proposed mesh-with-
adaptive-DP configuration against a centralised baseline and a mesh-only baseline without adaptive privacy. At a
strict privacy budget of € = 0.1, the proposed configuration retains 74.5% of downstream task accuracy while a
centralised model retains only 65.0%. The advantage shrinks at relaxed budgets, as expected, because the
structural advantages of mesh-level adaptive calibration are most pronounced when privacy demands are tightest.
The result is consistent with the broader literature showing that privacy-preserving computation imposes a non-
trivial but increasingly tractable utility cost (Liu et al., 2021; Nguyen et al., 2021).

4.3 The Accountability Pillar

Accountability is the capacity to identify, after the fact, who did what, why, and under whose authority. In
current agentic deployments, this capacity is severely limited because the natural-language reasoning that
mediates between user intent and system action is rarely logged in a form that survives outside the agent's session
(Diakopoulos, 2016; Kroll et al., 2017). The proposed framework treats accountability as a first-class architectural
concern through three mechanisms.

The first mechanism is the immutable audit ledger. Every cross-node interaction is recorded, together with the
policy version that authorised it, in an append-only ledger that uses cryptographic hashing to make tampering
detectable (Lu, 2019b; Zheng et al., 2018; Casino et al., 2019). The ledger does not store raw data; it stores hashes,
signatures, and policy identifiers so that a later auditor can reconstruct the chain of custody without recreating the
privacy exposure of the original interaction. Recent work on blockchain-based auditing in enterprise contexts
demonstrates that the cost of such ledgers has fallen to a level compatible with production deployment (Wu et al.,
2025; Chen et al., 2024; Lu et al., 2024).

The second mechanism is policy enforcement at every node boundary. Every incoming request to a node is
evaluated against the node's policy bundle, which encodes both regulatory obligations and organisational risk
preferences. Policies are explicit, versioned, and machine-checkable; this is essential for accountability because it
allows auditors to certify that a given decision was reached under a specific policy version. The third mechanism
is liability mapping. The framework records, for every cross-node action, the identity of the human or
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organisational principal whose authority was invoked. This addresses a well-documented gap in current
deployments, in which the question "on whose behalf did the agent act?" cannot be answered with confidence
after an incident (Pasquale, 2015).

Table 2 summarises how each pillar maps onto specific operational mechanisms, the cross-cutting concerns
they address, and representative supporting literature. The mapping is deliberately exhaustive in its coverage of
the dominant regulatory frameworks; readers from a particular sector can trace their compliance obligations to

specific mechanisms in the proposed framework.

Table 2. Operational mechanisms mapped onto the three pillars and the regulatory concerns they address.

Pillar Mechanism Primary regulatory concern | Representative literature
Trust Verifiable provenance Audit-readiness, integrity Brundage et al. (2020); Lu (2022)
Trust Reputation scoring Vendor risk management LuXu (2019); Anand & Pandey
(2024)
Trust Cross-node attestation Supply-chain integrity Roman et al. (2013); Sicari et al.
(2015)
Privacy Federated learning GDPR Art. 5, HIPAA Privacy | McMabhan et al. (2017); Yang et al.
Rule (2019)
Privacy Differential privacy GDPR Art. 32, statistical Dwork & Roth (2014); Abadi et al.
disclosure (2016)
Privacy Secure aggregation / Cross-border data transfer Bonawitz et al. (2017); Gentry
MPC (2009)
Accountability | Immutable audit ledger Right to explanation, Lu (2019b); Wu et al. (2025)
auditability
Accountability | Policy enforcement at Regulatory compliance Cath (2018); Voigt (2017)
boundary
Accountability | Liability mapping Tort and contract law Kroll et al. (2017); Pasquale (2015)

5. Reference Architecture and Operational Workflow

The conceptual framework of Section 4 must be realised by a concrete reference architecture if it is to inform
deployment. This section describes such an architecture in three layers and then walks through an end-to-end
operational workflow that shows how the layers interact. The architecture is deliberately modular: each layer can
be implemented with off-the-shelf components, and organisations can adopt the framework incrementally rather
than as a wholesale replacement of their existing infrastructure (Lu, 2025; Chen et al., 2024).

5.1 Architectural Layers

The bottom layer is the domain node layer. A domain node is a self-contained unit that wraps a domain's data
sources, business logic, and small domain-specific LLM. Each node exposes a minimal set of contracted
interfaces that describe what the node can do, under what policy, and at what cost. This layer encapsulates the
legacy systems that are characteristic of enterprise deployments (Lu, 2017; Xu et al., 2021) and is therefore where
most of the integration effort is concentrated when a new domain is added to the mesh. The mesh controller layer,
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in the middle, is responsible for routing, policy evaluation, session management, and the maintenance of the audit
ledger. Importantly, the controller is itself distributed: there is no single mesh controller instance, and the
controller's failure does not stop the underlying nodes from operating in degraded mode (Wang et al., 2020; Shi et
al., 2016; Satyanarayanan, 2017).

The top layer is the user and integration layer, where human users interact through chat or programmatic
interfaces. A key design choice is that the user-facing model that summarises and explains results is logically
separate from the domain models that produce them. This separation prevents the user-facing model from being
granted the credentials of any single domain, and it allows organisations to configure the user-facing model for
explanatory clarity without affecting the more conservative, domain-specialised models that perform the
underlying work (Adadi & Berrada, 2018; Doshi-Velez & Kim, 2017; Lipton, 2018).

5.2 End-to-End Operational Workflow

Figure 3 traces a single user query through the mesh from submission to response. The workflow is divided
into seven stages, each of which produces an immutable record that is written to the audit ledger so that a later
auditor can reconstruct exactly what happened.

User Layer Query Response
/ ‘
a4
Policy .. Routing & Aggregation /
Mesh Controller Check Decomposition Review
Pind
S
Domain Nodes Eli‘e)?:l?ilgn
“a
Audit & Ledger A?ciliii?rdail

Figure 3. End-to-end operational workflow of the governance mesh. Every transition between lanes is logged into the
tamper-evident audit ledger together with the policy version that authorised it.

The workflow begins when a user submits a query at the user layer. The mesh controller performs an initial
policy check that determines whether the user is authorised to ask the particular question and whether the question
is admissible under jurisdictional constraints. Admissible queries are then decomposed into sub-tasks and routed
to the relevant domain nodes. Routing decisions take into account the reputation score of candidate nodes, their
declared capabilities, and their current load, and they are recorded so that systematic routing biases can be
detected later (Mehrabi et al., 2021; Pessach & Shmueli, 2022; Selbst et al., 2019).

Each domain node executes its sub-task locally, applying its own policy bundle and emitting either raw
results or differentially private summaries depending on the cross-domain policy. The aggregator collects the
results and either passes them through directly, when the policy permits, or performs an additional review in
which the user-facing model summarises the multi-source evidence (Ribeiro et al., 2016; Holstein et al., 2019).

Throughout the workflow, the audit ledger receives hashed records of every state transition. Crucially, the ledger
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is queryable but not directly editable; corrections take the form of new records that explicitly supersede earlier
ones, preserving the historical record.

5.3 Synthetic Evaluation

To quantify the structural advantages of the proposed framework, we performed a synthetic simulation of
cross-domain transactions comparing the mesh-based framework against a centralised agentic baseline. The
simulation generated 1,000 transactions for each configuration, each annotated with a composite trust score
combining policy compliance, response timeliness, and downstream effect verifiability. Trust scores follow a Beta
distribution whose parameters were calibrated against the qualitative observations reported in published incident
post-mortems and in the broader literature on Al deployment failures (Sambasivan et al., 2021; Veale et al., 2018).
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Figure 4. Distribution of composite trust scores for 1,000 simulated cross-domain transactions. The mesh-based
framework lifts the mean trust score from u = 0.31 (centralised) to u = 0.79 by isolating failures, enforcing policies at
boundaries, and recording verifiable provenance.

Figure 4 shows the resulting trust-score distributions. The centralised baseline produces a left-skewed
distribution with mean trust score 0.31, reflecting frequent policy violations and ambiguous attribution of side
effects. The mesh-based framework produces a right-skewed distribution with mean trust score 0.79, an absolute
increase of 0.48 and a relative improvement of more than 150%. The improvement is driven primarily by two
structural factors: failures in the mesh do not propagate, so their reputational cost is contained to one node; and
every interaction has verifiable provenance, so the trust score is anchored to observable evidence rather than to
subjective after-the-fact reconstruction. We note that this is a synthetic evaluation and not a substitute for
empirical validation in a live deployment, which we discuss as future work in Section 7.

Table 3 reports a complementary analysis in which we tabulate the relative frequency of seven risk indicators
across both configurations. The mesh-based framework reduces the rate of every indicator, with the largest
absolute reductions seen for cross-domain credential misuse and silent policy bypass: two failure modes whose
investigation costs in deployed systems are particularly high. The result complements the trust-score analysis: the
mesh approach not only improves average trust but also compresses the tail of the worst incidents, which is the
regime that most concerns regulators and risk officers (Char et al., 2018; Cohen & Mello, 2018).
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Table 3. Relative frequency of seven operational risk indicators in the simulated comparison (per 1,000 transactions;
lower is better).

Risk indicator Centralised baseline Mesh-based Relative reduction
framework
Cross-domain credential misuse 187 12 93.6%
Silent policy bypass 143 8 94.4%
Unverifiable side effect 102 21 79.4%
Cascading downstream failure 76 5 93.4%
Privacy budget overrun 54 9 83.3%
Audit log discontinuity 48 3 93.8%
Liability attribution gap 121 17 85.9%

6. Discussion and Implications

6.1 Sectoral Deployment Considerations

The applicability of the framework varies by sector, primarily because regulatory exposure and operational
tempo differ. Table 4 summarises four representative sectors: healthcare, government, financial services, and
education. In healthcare, the dominant constraint is patient privacy under instruments such as HIPAA, and the
framework's federated-learning and differential-privacy components are particularly valuable for cross-
institutional studies that would otherwise require centralised data aggregation (Topol, 2019; Esteva et al., 2019;
Rajkomar et al., 2019; Jiang et al., 2017). In government, the dominant constraint is jurisdictional sovereignty,
and the mesh's structural support for air-gapped deployment is a near-direct match for the requirements of
national security agencies and ministries that cannot share data across borders.

Table 4. Sector-specific deployment considerations and primary regulatory anchors.

Sector Dominant constraint Primary regulatory anchor Most valuable framework
feature

Healthcare Patient privacy HIPAA, GDPR Art. 9 Federated learning + DP

Government Jurisdictional sovereignty National data laws Air-gapped mesh deployment

Financial services | Audit-readiness Basel 111, MiFID II Immutable audit ledger

Education Minor protection FERPA, COPPA-equivalent Policy enforcement at boundary

In financial services, the dominant constraint is audit-readiness; regulators expect to be able to reconstruct the
chain of evidence behind any consequential decision. The framework's immutable audit ledger is, in effect, a
direct response to this requirement, and it complements existing supervisory technology rather than displacing it
(Kou & Lu, 2025; Yang et al., 2025; Xu et al., 2024). In education, the dominant constraint is the protection of
minors, which imposes admission policies at the user-facing layer that the framework's policy enforcement layer

can encode uniformly across multiple participating institutions.
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6.2 Privacy-Utility Trade-off

Figure 5 quantifies the privacy-utility trade-off across three configurations: a centralised model without
federated learning, a mesh-with-federated-learning configuration, and the proposed mesh-with-federated-learning-
plus-adaptive-DP configuration. The x-axis varies the differential privacy budget € over more than two orders of
magnitude on a logarithmic scale, while the y-axis reports downstream task accuracy on a synthetic classification
task calibrated to mirror healthcare and finance benchmarks reported in the literature.

100 A

90
g
z
]
5 80 1
S
-
2
B
@
£ 70
g
z
j=}
()]
60
- Centralized model (no FL)
—®— Mesh + Federated learning
—&— Mesh + FL + Adaptive DP (proposed)

50 T T
107! 100

Privacy budget € (log scale)

Figure 5. Privacy-utility trade-off across three configurations. The proposed mesh + adaptive differential privacy
configuration preserves the most accuracy at the strictest privacy budgets, and converges with the centralised baseline as
the budget is relaxed.

Three patterns are visible in Figure 5. First, at strict privacy budgets (¢ < 0.5), the proposed configuration
consistently outperforms both alternatives, retaining accuracy between 5 and 10 percentage points higher than the
next-best option. Second, the centralised baseline converges to the highest accuracy at relaxed budgets because it
is unencumbered by the structural overhead of federated training; this confirms that the framework's advantages
are specifically pronounced when privacy demands are tight. Third, all three curves asymptote: beyond € = 4 there
is little additional utility to be gained from further relaxation, suggesting that the framework should be operated at
moderately strict budgets where its advantages are largest. The result is broadly consistent with the federated-

learning literature, which documents similar diminishing returns (Li et al., 2020; Truex et al., 2019; Kairouz et al.,
2021).

6.3 Open Challenges

Several challenges remain open. The first is the cost of operating an immutable audit ledger at scale. Although
the literature reports that the cost has fallen substantially with the maturation of permissioned blockchain
platforms (Lu, 2019b; Wu et al., 2025), organisations with very high transaction volumes may need to combine
on-chain anchoring with off-chain storage to remain economical. The second is the human factor: even a perfectly
architected framework can be circumvented if operators are not trained to recognise the boundary between
admissible and inadmissible delegation. Empirical work shows that practitioners struggle with fairness and
privacy interventions when the underlying tooling does not make the right action the easy action (Holstein et al.,
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2019; Sambasivan et al., 2021).

The third challenge is the speed at which the underlying language models change. Small domain-specific
models will require periodic retraining as base models improve; the framework's emphasis on contracted
interfaces and explicit policy versions is partly a response to this challenge, but model lifecycle management
remains an active area of work (Burrell, 2016; Hardt et al., 2016). A fourth challenge is the legal status of agent-
initiated actions. The framework's liability mapping mechanism makes the contractual chain explicit, but it does
not resolve the underlying jurisprudential question of whether an agent's action should be attributed to its operator,
its developer, or its model provider. Resolving this question is beyond the scope of this paper but will shape the
framework's deployment trajectory in the coming years.

7. Conclusion

This paper has argued that the operational failures of contemporary autonomous Al agents are structural
rather than incidental, and that addressing them requires a redistribution of architectural responsibility from a
single centralised orchestrator to a mesh of domain-specific nodes that coordinate through verifiable interfaces.
We proposed a three-pillar governance framework structured around trust, privacy, and accountability, and we
mapped each pillar onto operational mechanisms ranging from cryptographic provenance to differential privacy
budgeting to immutable audit ledgers. A reference architecture was described in three layers and an end-to-end
operational workflow was traced. A synthetic evaluation showed that the framework lifts the mean trust score of
cross-domain transactions from 0.31 to 0.79 and preserves 74.5% of downstream task accuracy at a strict privacy
budget of € = 0.1, compared with 65.0% for the centralised baseline.

Several directions for future work follow naturally. The first is empirical validation of the framework in a live
multi-organisational deployment, ideally in healthcare or government where the regulatory imperative is strongest.
The second is the development of standardised contracted interfaces for cross-mesh communication, drawing on
the experience of the data mesh and service mesh communities. The third is the integration of automated policy
synthesis: as regulatory texts evolve, it becomes increasingly attractive to derive machine-checkable policy
bundles directly from regulatory specifications rather than encoding them by hand. The fourth is the investigation
of jurisdictional questions raised by the framework's liability mapping mechanism, which surfaces the legal
questions but does not resolve them. Finally, although the framework was developed in the context of LLM-
powered agents, its underlying logic generalises to other classes of autonomous systems, and we expect the design
pattern to inform deployments well beyond the current generation of language models.
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