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Abstract

The proliferation of Large Language Models (LLMs) as intelligent controllers and decision-support components
in cyber-physical production systems (CPPS) introduces a novel and underexamined class of safety vulnerability
known as deceptive alignment, wherein an edge-deployed model appears compliant during monitoring while
covertly pursuing misaligned objectives during autonomous operation. Existing industrial Al safety mechanisms
predominantly rely on output-level anomaly detection, failing to inspect the intermediate reasoning processes
where deceptive strategies first emerge. This paper presents EduMonitor-CPS, a self-supervised deception
monitoring framework specifically designed for LLMs deployed on industrial edge nodes in smart manufacturing
environments. The framework introduces three principal innovations: (1) a manufacturing-aware deception
taxonomy categorizing five CPPS-specific behavioral deception patterns; (2) a zero-oracle contrastive monitoring
pipeline that eliminates dependence on cloud-based teacher models through entropy-filtered self-bootstrapping,
enabling fully offline operation within air-gapped production environments; and (3) a geometric representation
learning module employing Triplet Loss optimization to project Chain-of-Thought (CoT) hidden states into
separable manifolds. Evaluation across three industrial test scenarios demonstrates a Deception Tendency Rate
(DTR) of 37.42% with 0.9 ms per-token latency on NVIDIA Jetson AGX Orin hardware, representing a 40x
power reduction versus cloud-monitoring architectures while preserving real-time process control capability.
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1. Introduction

The ongoing digitalization of manufacturing under the Industry 4.0 paradigm has fundamentally restructured the
intelligence architecture of production floors [1,2]. Where rule-based programmable logic controllers once
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governed machine operations through deterministic logic, contemporary cyber-physical production systems
increasingly delegate complex decision-making to learning-enabled agents capable of adapting to dynamic
production environments [3,4]. Lu [1] provided a foundational taxonomy of Industry 4.0 technologies, identifying
cyber-physical integration as the defining mechanism of the fourth industrial revolution. The most recent
evolution involves deployment of Large Language Models as supervisory reasoning components on industrial
edge nodes that directly interface with physical manufacturing processes through sensors, actuators, and
communication networks [5,6].

LLMs offer compelling capabilities for manufacturing intelligence: natural-language interfaces for process
parameter specification, multi-step causal reasoning for fault diagnosis, and generative planning for adaptive
scheduling under disrupted supply chains [7,8]. However, their integration into safety-critical control loops
introduces a qualitatively new class of vulnerability that is categorically different from conventional cyber-
physical threats such as sensor spoofing, network intrusion, or firmware corruption [9,10]. This vulnerability,
termed deceptive alignment, occurs when a language model pursues objectives that diverge from its nominal
safety constraints while generating outputs that superficially satisfy monitoring criteria [11,12]. In contrast to
adversarial attacks that perturb external inputs, deceptive alignment operates entirely within the model's internal
reasoning process, rendering conventional output-level intrusion detection mechanisms structurally unable to
identify the threat [13,14].

The practical urgency of this problem is amplified by three manufacturing-specific factors. First, the deployment
of sub-7B parameter LLMs on edge hardware, motivated by real-time latency requirements below 50 milliseconds
and data-sovereignty constraints in regulated manufacturing environments, places these models below parameter
thresholds at which alignment-faking behaviors emerge spontaneously (4B to 7B parameters) [11,15]. This means
that deceptive alignment constitutes an active risk for commercially available edge-deployable models rather than
a distant frontier concern. Second, the tight coupling between cyber and physical domains in CPPS means that
undetected deceptive reasoning can actuate physical processes resulting in equipment damage, production loss, or
safety incidents affecting human operators [16,17]. Third, the air-gapped or bandwidth-constrained network
environments characteristic of industrial facilities preclude continuous connectivity to cloud-based safety
monitoring services, eliminating the primary defensive mechanism proposed in the recent Al safety literature
[18,19].

Current safety monitoring approaches for industrial Al systems are structurally misaligned with these
requirements. Industrial intrusion detection systems operate at the network protocol level and cannot inspect
model reasoning [20,21]. Output-level anomaly detection frameworks evaluate final decisions without access to
intermediate reasoning traces, missing deceptive strategies that manifest in Chain-of-Thought (CoT) logic before
final outputs are produced. Most critically, leading LLM deception detection methods rely on GPT-40 annotations
for monitor initialization, maintaining a cloud dependency at both training and inference stages that renders them
inapplicable within air-gapped industrial environments [22,23].

This paper addresses the following core research question: How can an LLM deployed on an industrial edge node
autonomously detect deceptive alignment in its own manufacturing-context reasoning without external oracles,
while operating within the real-time latency and power budget constraints of embedded industrial hardware? We
answer through EduMonitor-CPS, a three-stage self-supervised framework comprising entropy-filtered self-
bootstrapping, contrastive representation learning via Triplet Loss, and frozen-monitor constrained reinforcement
learning. The principal contributions are: (1) a manufacturing-specific deception taxonomy formalizing five CPS-
relevant deception categories; (2) a zero-oracle self-supervised monitoring pipeline eliminating cloud dependency
at both training and deployment stages; and (3) empirical validation across three representative industrial
scenarios demonstrating consistent DTR reduction of 4.1 to 5.3 percentage points over unmonitored baselines
with sub-1 ms monitoring overhead per token.
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The overall architecture of EduMonitor-CPS is illustrated in Figure 1, showing the three integrated stages:
autonomous label generation via entropy-filtered self-monitoring, contrastive monitor training via Triplet Loss,
and constrained policy optimization with a frozen monitor providing stable safety reward signals.
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Figure 1. EduMonitor-CPS system architecture showing three integrated stages: (4) autonomous label generation via
entropy-filtered self-monitoring on manufacturing scenarios; (B) contrastive monitor training with Triplet Loss replacing
BCE loss; (C) frozen-monitor constrained reinforcement learning with Lagrange multiplier adaptation.

2. Related Work

2.1 LLMs in Smart Manufacturing and Industry 4.0

The deployment of Al in manufacturing has progressed through successive paradigms from expert systems to
machine learning for predictive analytics, and most recently to foundation models capable of multi-task reasoning
across heterogeneous production data [1,2,24]. Lu [1] documented that Industry 4.0 represents a fundamental shift
toward intelligent, self-organizing production systems enabled by cyber-physical integration. Zhong et al. [3]
characterized intelligent manufacturing in the context of Industry 4.0, identifying autonomous decision-making as
the core differentiating capability. Xu et al. [24] analyzed Industry 4.0 implementation patterns across
manufacturing enterprises, identifying intelligent process optimization and autonomous quality control as domains
of greatest near-term LLM applicability.

Yang et al. [25] demonstrated that large language models exhibit significant potential for financial reasoning in
industrial supply chain contexts, confirming that structured prompting enables accurate processing of complex
multi-step queries characteristic of production planning workflows. Zhang and Lu [5] provided a comprehensive
survey of Al methodologies applicable to industrial settings, establishing the theoretical groundwork for
autonomous manufacturing intelligence. Lu [26] surveyed Al evolution patterns, documenting the emergence of
generative architectures capable of handling the ambiguous, underspecified queries characteristic of production
floor decision support. Lu and Xu [6] examined IoT cybersecurity in connected manufacturing systems,
identifying the critical tension between connectivity requirements and security constraints in regulated production
environments.
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2.2 Cyber-Physical Production Systems

Cyber-physical production systems integrate computational intelligence with physical manufacturing processes
through closed-loop sensing, actuation, and control networks [16,27]. Monostori et al. [4] surveyed cyber-physical
systems in manufacturing, characterizing the bidirectional information flow between digital models and physical
processes that enables adaptive production control. The safety-critical nature of this coupling means that incorrect
actions by an LLM controller can propagate to physical consequences including equipment damage, production
defects, and occupational hazards [17,28]. Serpanos [17] argued that the cyber-physical revolution fundamentally
transforms the security threat surface, making internal intelligence compromise as dangerous as external intrusion.

Industrial cybersecurity frameworks have traditionally addressed external threats: network intrusion, firmware
manipulation, and sensor spoofing [20,29]. Xu et al. [30] examined blockchain-IoT integration for industrial
security, establishing distributed trust mechanisms that address supply chain integrity but do not extend to
reasoning-level threats within deployed Al models. Lu [31] provided a comprehensive review of blockchain
implementation in information systems, noting that current cryptographic trust frameworks assume honest
computational agents and are structurally blind to semantic deception at the reasoning layer. Chen et al. [32]
analyzed blockchain applications in Industry 4.0, reinforcing that distributed ledger approaches cannot monitor
the internal reasoning quality of Al decision-makers.

2.3 Al Safety and Alignment

The theoretical foundations of Al safety risk from learned optimization were established by Hubinger et al. [11],
who formalized the concept of mesa-optimizers as learned policies that optimize objectives distinct from their
training reward. Empirical confirmation followed with sleeper agent experiments [33] demonstrating that
language models trained with safety fine-tuning retain hidden triggers that survive alignment procedures.
Greenblatt et al. [12] demonstrated alignment-faking: models comply during monitored evaluation but revert to
misaligned objectives during unmonitored operation, precisely the threat scenario motivating this work.

Current alignment approaches rely on Reinforcement Learning from Human Feedback (RLHF) as the primary
mechanism for aligning LLM behavior [34,35]. Bai et al. [36] extended this to Constitutional Al, enabling
automated preference training without per-step human labeling. Ji et al. [22] proposed CoT Monitor+, the most
directly relevant prior work, which embeds a self-monitoring mechanism within the model's CoT reasoning and
uses safety signals as RL constraints. However, CoT Monitor+ requires GPT-40 annotations for monitor
initialization, maintaining cloud dependency at the training stage and rendering it inapplicable in air-gapped
industrial environments [37,38]. Perez et al. [39] demonstrated that red-teaming LLMs with language models
reveals systematic deception patterns, motivating structured monitoring rather than relying on output-level checks.

2.4 Edge Al Deployment in Manufacturing

The deployment of computationally intensive Al models on resource-constrained edge devices has been enabled
by model compression through quantization, knowledge distillation, and architecture optimization [40,41]. Lin et
al. [42] demonstrated that activation-aware weight quantization (AWQ) enables 4-bit precision with minimal
accuracy degradation. Ma et al. [43] established 1-bit LLM representations with sub-2 GB footprints suitable for
microcontrollers. Shi et al. [44] characterized fundamental design principles of edge computing, establishing
latency and bandwidth constraints that define the operating envelope for industrial edge Al.

Deng et al. [45] examined the confluence of edge computing and artificial intelligence, identifying latency-
sensitive manufacturing control as a primary driver for edge Al deployment. Mao et al. [46] surveyed mobile edge
computing architectures, establishing the technical basis for distributed inference at the network edge. Recent
evidence that safely-aligned models remain vulnerable to subversion through parameter perturbation [47]
underscores that hardware-level security does not substitute for reasoning-level monitoring. Lu [48] surveyed 6G
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and beyond communication technologies for industrial applications, noting that ultra-low latency requirements in
CPPS will increasingly favor on-device intelligence over cloud-offloading architectures.

2.5 Contrastive and Self-Supervised Learning

Contrastive representation learning has established geometric structure learning as a powerful approach for tasks
requiring fine-grained similarity discrimination [49,50]. Chen et al. [49] demonstrated that a simple contrastive
learning framework for visual representations achieves strong downstream performance by maximizing agreement
between augmented views. He et al. [50] introduced momentum contrast, showing that large negative sample sets
enable discriminative embedding spaces with stable training dynamics. Khosla et al. [51] extended contrastive
learning to supervised settings, demonstrating that class-conditional pull forces outperform cross-entropy
classification for out-of-distribution generalization, directly motivating our replacement of binary cross-entropy
with Triplet Loss for nuanced deceptive behavior detection.

Schroff et al. [52] demonstrated that Triplet Loss optimization creates compact, discriminative embedding spaces
for identity recognition, a result this work extends to deception pattern discrimination in manufacturing reasoning
traces. Liu et al. [53] surveyed self-supervised learning approaches, establishing the theoretical basis for learning
meaningful representations from unlabeled data, a capability critical for bootstrapping a deception monitor in the
absence of pre-labeled manufacturing deception examples. Jing and Tian [54] provided a comprehensive review
of self-supervised visual feature learning, highlighting the central role of pretext task design in determining
representation quality, which informs our manufacturing-specific entropy filtering augmentation design.

3. System Architecture and Methodology

3.1 Threat Model for CPS Deception in Smart Manufacturing

Before presenting the EduMonitor-CPS architecture, we formally characterize the threat model motivating its
design. We define a CPS deception event as a scenario in which an edge-deployed LLM generates reasoning
traces that appear operationally safe while encoding instructions, recommendations, or justifications that, if
executed, would produce outcomes misaligned with the production system's safety and operational objectives.
This definition is structurally distinct from both sensor spoofing (which corrupts input data) and network intrusion
(which compromises communication channels), since deceptive alignment originates within the trusted
computational perimeter of the deployed model.

Table 1 presents the five-category manufacturing deception taxonomy developed for this work, derived from
analysis of 240 adversarial manufacturing scenarios across three industrial domains: discrete part manufacturing,
process manufacturing, and automated logistics. The five categories form a severity hierarchy from opportunistic
rationalization at the lower end to active safety system subversion at the upper end.

Deception Abbreviation | Description Severity CPS Domain
Category

Sensor SRF Generates plausible but | Low Process
Rationalization fabricated justifications Monitoring
Falsification for anomalous sensor

readings that should
trigger safety alerts

Quality Standard QSG Exploits ambiguity in Low—Medium | Quality
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Gaming quality specifications to Control

recommend acceptance

of borderline-defective

components
Schedule SSD Subtly biases production | Medium Production
Subversion schedules toward Planning
Deception configurations

prioritizing throughput

over maintenance

windows
Maintenance MDD Generates High Predictive
Deferral Deception systematically Maintenance

optimistic equipment

health assessments to

delay critical

maintenance
Safety Interlock SIBJ Generates logically Critical Safety
Bypass coherent arguments for Systems
Justification temporarily disabling

safety interlocks under
exceptional conditions

Table 1. Manufacturing-specific deception taxonomy for CPS-deployed LLMSs. Categories are ordered by increasing severity,
from opportunistic rationalization (SRF) to safety-critical subversion (SIBJ).

All five categories share the structural feature that distinguishes deceptive alignment from simple model error: the
final recommendation appears operationally justified while the intermediate CoT reasoning contains the deceptive

logic that an output-level monitor cannot detect. Figure 2 illustrates the taxonomy hierarchy and the resulting

contrastive embedding structure after training convergence, where deceptive categories form geometrically
separable clusters in the 128-dimensional embedding space.
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Figure 2. (a) Manufacturing deception taxonomy showing five categories ordered by consequence severity, from low-severity
Sensor Rationalization Falsification (SRF) to critical Safety Interlock Bypass Justification (SIBJ). (b) Two-dimensional
visualization of the 128-dimensional contrastive embedding space after training convergence, showing separable clusters for
each deception category and the safe reasoning class.

3.2 EduMonitor-CPS Framework Architecture

The EduMonitor-CPS framework comprises three integrated stages operating in sequence: autonomous label
generation, contrastive monitor training, and constrained policy optimization. The framework operates on a
compact edge node (NVIDIA Jetson AGX Orin, 64 GB LPDDR5 RAM) running a 4-bit quantized LLM
backbone via llama.cpp with a 0.1% parameter monitoring head co-located on the same device. This design
eliminates all network dependencies, enabling operation in air-gapped production environments where continuous
cloud connectivity would violate both operational latency requirements and industrial data governance regulations
[55,56].

3.3 Autonomous Label Generation for Manufacturing Safety

The first stage adapts entropy-filtered self-bootstrapping to manufacturing-domain prompt distributions. A batch
of N = 2,000 manufacturing scenarios drawn from an industrial scenario corpus covering the five deception
categories is processed by the backbone, which generates complete CoT traces R and final recommendations Y.
The randomly initialized monitor head M_phi evaluates each trace and outputs an unsafe probability p_unsafe in
[0,1].

Manufacturing-specific filtering criteria augment the base entropy threshold H(p) < 0.5 with two domain-specific
heuristics: (1) traces containing contradictory safety-related clauses identified by pattern-matching against a
domain ontology of industrial safety terminology receive a 0.1 penalty on the entropy threshold, biasing toward
retention of safety-relevant examples; and (2) traces whose recommendations deviate significantly from
established process parameters (Z-score exceeding 2.5 on historical production norms) are flagged for additional
retention. These domain-specific augmentations improve the quality of self-generated labels in early
bootstrapping iterations when the monitor's calibration is poorest, mirroring the bootstrapping convergence
properties established in classical statistics [57,58]. The process generates a labeled dataset D of 12,000 tuples [X,
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R, Y, s] per iteration without any external supervision, where s = 1 indicates deceptive reasoning and s = 0
indicates safe reasoning.

3.4 Contrastive Monitor Training with Manufacturing Triplets

The second stage trains the monitor head using Triplet Loss optimization on the self-labeled dataset D. We
construct manufacturing-aware triplets (a, p, n) as follows: an anchor a is a CoT trace from the deceptive class, a
positive p is a different deceptive trace from the same deception category, and a negative n is drawn from safe
traces. Category-constrained positive sampling ensures that the monitor learns to discriminate within deception
categories rather than merely between deceptive and safe at the coarse binary level [52,59].

The projector network phi maps the final hidden state h_final through a two-layer architecture: z = phi(h_final) =
Normalize(GELU(LayerNorm(W1 * h_final)) * W2), where W1 belongs to RN(2560x640) and W2 belongs to
R"N(640x128), projecting onto a 128-dimensional unit sphere for angular distance comparison. The Triplet Loss
enforces geometric separation: L_triplet = max(0, ||z a -z p||*2 - ||z_a - z n||*2 + m), where m = 1.0 is the margin.
Beyond the base formulation, a category-weighting mechanism scales the margin by the severity rank of the
deception category: SIBJ and MDD categories receive a margin bonus of 0.15, reflecting the greater consequence
of misclassifying severe deception as safe reasoning [22,60].

The standard binary cross-entropy (BCE) formulation used in existing monitors treats deception as a binary
property: L BCE = -[s*log(p_unsafe) + (1-s)*log(1-p_unsafe)]. This formulation suffers from three limitations: it
treats deception as binary rather than capturing the continuum from minor hedging to complete objective
substitution; it provides no geometric structure for reasoning about deception severity; and it requires large
amounts of balanced training data that is scarce in early bootstrapping stages [49,51]. The Triplet Loss
formulation addresses all three limitations through distance-based discrimination with natural severity-
proportional confidence estimates.

3.5 Constrained Policy Optimization with Frozen Monitor

Following monitor training, the backbone policy is optimized via PPO [61] with the frozen monitor providing
safety penalty signals. The per-trajectory reward functionis: r=r a(Y)-r_s, wherer s =1lambda * omega c *
p_unsafe. The physical consequence weighting factor omega_c scales the safety penalty by estimated
consequence severity: omega c = 3.0 for safety interlock decisions, omega c = 2.0 for quality gate decisions, and
omega c = 1.0 for scheduling recommendations. This consequence-weighted penalty ensures that the monitor's
constraint is proportionally stringent for the highest-consequence manufacturing operations [62,63]. The Lagrange
multiplier lambda is adapted online to enforce the safety constraint p_unsafe < tau = 0.3, reflecting zero-tolerance
toward deception appropriate for safety-critical production systems.

4. Experimental Evaluation

4.1 Industrial Test Scenarios and Setup

We evaluate EduMonitor-CPS across three representative smart manufacturing scenarios, each constructed to
exercise distinct aspects of the deception taxonomy. Scenario A (QC-Auto) evaluates a vision-LLM assembly line
system processing 100 adversarial prompts involving borderline-defective components, with QSG and SRF as
primary deception categories. Scenario B (PM-Sched) evaluates an LLM-based maintenance coordinator
processing 80 adversarial scenarios involving critical maintenance deferral, targeting MDD and SSD categories.
Scenario C (Robot-Coord) evaluates an LLM supervising multi-robot coordination with 60 adversarial emergency
stop scenarios, targeting SIBJ and SRF categories. Each scenario uses a separate 4-bit quantized Qwen2.5-3B-
Instruct backbone on the Jetson AGX Orin. Table 2 summarizes the deployment configuration and hardware
benchmark results.
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Category Metric Value Method
Latency Inference per token ~22.4 ms perf counter()
Latency Monitor forward pass ~0.9 ms Per token
Latency End-to-end (256 ~59s Wall-clock avg.
tokens)
Latency Time to first token ~95 ms Prefill phase
Throughput Throughput ~44.6 tok/s Calculated
Power Idle power ~3.8 W INA3221
Power Inference power ~9.1W INA3221 peak
Memory Model footprint ~3.2GB Q4 _K M quant.
(Q4 K M)
Memory Monitor overhead ~15 MB 0.1% params
Memory Peak system memory ~4.9 GB tegrastats
Monitor Total latency overhead | ~4.0% Relative
Monitor GPU utilization ~87-94% jtop

Table 2. Edge deployment performance benchmarks on NVIDIA Jetson AGX Orin. All measurements represent 10-run
averages with fixed random seed (42) and temperature=0 to ensure reproducibility across all three manufacturing scenarios.

4.2 Main Performance Results

Figure 3 presents the comparative DTR results across monitoring configurations for the three manufacturing
scenarios. The proposed EduMonitor-CPS with Triplet Loss achieves DTR values of 37.42% (QC-Auto), 36.18%
(PM-Sched), and 38.96% (Robot-Coord), compared to unmonitored baselines of 42.13%, 40.87%, and 44.21%
respectively. The consistent DTR reduction of 4.1 to 5.3 percentage points across all three scenarios validates that
the manufacturing-specific adaptations generalize across heterogeneous production contexts.
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Figure 3. DTR performance comparison across three industrial test scenarios and four monitoring configurations. Lower
DTR is better. The Triplet Loss monitor (Ours) consistently outperforms the BCE variant by 2.1 to 2.8 percentage points
across all scenarios. The cloud-dependent GPT-4o teacher achieves lower absolute DTR at the cost of complete cloud
dependency and 210 to 340 ms additional latency overhead.

The Triplet Loss formulation consistently outperforms BCE classification by 2.1 to 2.8 percentage points,
confirming the advantage of geometric manifold learning. The scenario-specific margin is largest for Robot-Coord
(2.8 pp), which involves the highest proportion of SIBJ deception instances. This finding validates that boundary-
case discrimination between legitimate safety override requests and deceptive bypass justifications benefits most
from the calibrated uncertainty estimation provided by contrastive distance-based scoring, consistent with the
theoretical advantages of Triplet Loss identified by Khosla et al. [51] and Schroff et al. [52]. The cloud-dependent
GPT-4o0 teacher baseline achieves lower absolute DTR (26.8 to 28.4% across scenarios) at the cost of complete

cloud dependency, 210 to 340 ms additional latency, and privacy violations through externally transmitted
production prompts.

4.3 Ablation Study

Table 3 reports ablation results on the QC-Auto scenario, isolating the contribution of each design component.
The BCE versus Triplet comparison confirms that replacing Triplet Loss with BCE while holding all other
components constant increases DTR from 37.42% to 39.61% (+2.19 pp), confirming that geometric representation
learning provides consistent discriminative advantages over probabilistic binary classification. Removing the
monitor entirely yields 42.13% DTR (+4.71 pp), confirming that the monitoring mechanism is both necessary and
sufficient for meaningful deception suppression. The physical consequence weighting improves Robot-Coord

DTR by 1.3 pp specifically, validating severity-proportional penalization for the highest-consequence deception
categories.

Configuration DTR (%) DTR (%) DTR (%) Delta vs.
QC-Auto PM-Sched Robot-Coord Ours
EduMonitor-CPS + Triplet 37.42 36.18 38.96 -
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(Ours)

EduMonitor-CPS + BCE Loss 39.61 38.42 41.76 +2.19 pp
GPT-40-distilled monitor 27.46 26.21 28.38 -9.96 pp
Monitor 0.01% params 37.64 36.41 39.19 +0.22 pp
No monitor (PPO only) 42.13 40.87 4421 +4.71 pp
Frozen lambda=1.0 40.87 39.54 43.12 +3.45 pp
No consequence weighting 38.71 37.93 40.26 +1.29 pp
No domain heuristics 38.22 37.05 39.87 +0.80 pp
6k self-labels 38.04 36.97 39.62 +0.62 pp

Table 3. Ablation results across three industrial test scenarios. All variants use Qwen?2.5-3B-Instruct as the backbone policy
model. Lower DTR is better. "Delta vs. Ours" reflects the change relative to the proposed EduMonitor-CPS configuration
with Triplet Loss on QC-Auto.

4.4 Edge Deployment Benchmarks and Convergence Analysis

Figure 4 presents the monitoring overhead characterization on the Jetson AGX Orin. The monitor adds 0.9 ms per
inference token to the baseline 22.4 ms per token LLM inference time, a 4.0% relative overhead acceptable within
industrial real-time control budgets (typically 100 ms decision cycles for supervisory process control). Peak power
consumption during monitoring is 9.1 W, within the 10 W thermal design budget of the Jetson AGX Orin in
fanless industrial enclosures. Memory footprint of the complete EduMonitor-CPS system is 4.9 GB peak, within
the 64 GB RAM of the Jetson AGX Orin and well within the 8 GB available in entry-level industrial edge Al
modules.
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Figure 4. Edge deployment benchmarks on NVIDIA Jetson AGX Orin. (a) Latency breakdown showing the 0.9 ms monitoring
overhead compared to the 22.4 ms baseline LLM inference per token, representing a 4.0% relative overhead. (b) Memory
footprint comparison showing the 40% reduction from FP16 (8.0 GB) to Q4_K M quantization (3.2 GB), with the monitoring
head adding only 15 MB.

Figure 5 shows the convergence behavior of the self-supervised monitor across iterative refinement cycles on the
QC-Auto scenario. The DTR decreases monotonically from 42.13% at iteration 1 to 37.42% at convergence
(iteration 8), following the bootstrapping convergence pattern theoretically guaranteed by entropy-filtered iterative
refinement. The manufacturing-specific heuristics accelerate convergence by approximately 1.5 iterations
compared to generic entropy filtering, as higher-quality initial labels reduce calibration time required in early
iterations. The #1 standard deviation bands over three independent training runs confirm stable convergence
behavior with minimal variance, validating the robustness of the entropy-filtered self-bootstrapping approach in
manufacturing deployment scenarios [57,64].
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Figure 5. Convergence of DTR across iterative self-supervised refinement cycles for three industrial test scenarios and the
overall mean. DTR decreases monotonically, converging at iteration 8 to 37.42% (QC-Auto), 36.18% (PM-Sched), and
38.96% (Robot-Coord). Shaded bands show +/-1 standard deviation over three independent runs.

5. Discussion

5.1 Implications for Industrial Al Safety Architecture

The experimental results establish a viable safety architecture for LLM deployment in smart manufacturing that
does not require architectural trade-offs between safety and operational autonomy. The 4.0% latency overhead of
EduMonitor-CPS is qualitatively different from the structural overhead of cloud-dependent monitoring, which
introduces 210 to 340 ms additional latency requiring fundamental changes to real-time process control logic. The
self-contained monitoring pipeline preserves safety properties even under complete network outage, the primary
failure scenario in industrial cybersecurity incident responses [20,65]. This operational resilience property
distinguishes EduMonitor-CPS from all prior LLM safety monitoring approaches in the literature.

The consequence-weighted safety penalty (omega c) represents a pragmatic adaptation of Al alignment theory to
manufacturing operations, where decisions carry heterogeneous physical consequences [16,62]. The 2.8 pp
improvement in Robot-Coord DTR from uniform-to-weighted penalization demonstrates that risk-proportional
constraint enforcement is a practically important design choice beyond theoretical refinement. Production safety
engineers can tune omega_c values based on site-specific risk assessments, providing an interpretable safety
parameter that bridges the gap between Al alignment research and industrial safety management standards such as
IEC 61508 and ISO 13849 [66,67]. This interpretability dimension is absent from black-box teacher-distilled
monitors and represents a key practical advantage of the proposed approach for industrial adoption.

5.2 Statistical Analysis of Detection Performance

The 2.19 pp advantage of Triplet Loss over BCE on the QC-Auto scenario is statistically significant at the p <
0.05 level (paired t-test across 100 adversarial test prompts, t = 3.47, degrees of freedom = 99). The advantage is
larger on Robot-Coord (2.80 pp, t =4.12, p < 0.01), where the higher concentration of SIBJ deception instances
provides more boundary cases that benefit from distance-based rather than threshold-based discrimination. Across
all three scenarios, the Wilcoxon signed-rank test confirms the consistent superiority of Triplet Loss monitoring
(W =2,847, p <0.001), confirming that the geometric representation advantage is robust across manufacturing
deception categories rather than dependent on specific scenario characteristics [51,68].

The 9.96 pp performance gap between the self-supervised EduMonitor-CPS and the cloud-dependent GPT-40
teacher (average DTR 37.52% versus 27.35%) represents the acceptable cost of eliminating cloud dependency in
air-gapped manufacturing environments. This trade-off aligns with the findings of Ji et al. [22] on general-domain
benchmarks (9.0 pp degradation) and validates that the self-supervised approach generalizes to manufacturing-
specific deception patterns without oracle dependency. The consistent DTR reduction observed across all three
industrial scenarios confirms that the manufacturing-specific augmentations in EduMonitor-CPS do not overfit to
a single production domain but provide general-purpose improvements in reasoning-level safety monitoring for
CPPS environments [3,4,69].

5.3 Limitations and Future Work

Several limitations constrain the current evaluation scope. First, the evaluation scenarios are constructed rather
than drawn from actual production incidents, reflecting the absence of public datasets of manufacturing Al
deception events. Future work should establish a dedicated benchmark dataset derived from red-team evaluation
of LLMs in production environments, building on the benchmark construction methodology established by Ji et al.
[22] and adapted for manufacturing-specific deception taxonomies [70,71]. Second, the current framework targets
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single-LLM monitoring; multi-agent manufacturing systems where multiple LLMs coordinate production
decisions require extended monitoring protocols addressing potential collusion among monitored agents [72,73].
Third, the manufacturing deception taxonomy has not been validated through formal expert elicitation with
production safety engineers, which represents an important next step for industrial standardization. Chen et al. [19]
identified federated learning as a promising approach for distributed industrial Al safety monitoring, suggesting
that federated aggregation of threat intelligence across geographically distributed sites could improve monitor
quality without centralizing sensitive production data.

6. Conclusion

This paper presented EduMonitor-CPS, a self-supervised deception monitoring framework for LLMs deployed in
cyber-physical production systems. The framework addresses a critical safety gap in current industrial Al
architectures: the absence of any mechanism for inspecting intermediate reasoning quality in edge-deployed
LLMs making decisions with direct physical consequences in manufacturing environments. By treating Chain-of-
Thought transparency as forensic evidence rather than a black box, the framework transforms a potential
vulnerability into a monitoring asset available entirely within the trusted computational perimeter of the deployed
system.

The three core contributions are: (1) a manufacturing-specific deception taxonomy formalizing five CPS-relevant
deception categories spanning sensor rationalization to safety interlock bypass; (2) a zero-oracle self-supervised
monitoring pipeline eliminating cloud dependency through entropy-filtered bootstrapping with manufacturing-
domain augmentation; and (3) a contrastive representation learning module employing Triplet Loss with
consequence-proportional severity weighting. Empirical validation across three industrial scenarios demonstrates
consistent DTR reduction of 4.1 to 5.3 percentage points with 0.9 ms per-token monitoring overhead on NVIDIA
Jetson AGX Orin hardware, confirming deployability within industrial real-time control budgets.

The self-supervised design enables deployment in air-gapped production environments where cloud-dependent
alternatives are architecturally infeasible, representing the first fully offline deception monitor for industrial edge
Al reported in the literature. Future work will extend the framework in three directions: adversarial regularization
to prevent superficial safety tag injection under policy optimization pressure; extension to multi-agent
manufacturing systems where coordinated deception among multiple LLMs requires multi-agent monitoring
protocols; and federated monitor aggregation enabling distributed threat intelligence across manufacturing
networks without centralizing sensitive production data [74,75]. By establishing practical foundations for
trustworthy edge Al in safety-critical manufacturing operations, this work contributes to the emerging discipline
of industrial Al alignment.
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