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Abstract
Software vulnerabilities in C/C++ codebases pose critical security threats, and the manual effort required for
vulnerability remediation creates a productivity bottleneck in secure software development lifecycles. Large
Language Model (LLM)-based Automated Program Repair (APR) holds substantial promise for accelerating
vulnerability remediation, but existing approaches face two fundamental limitations that restrict their practical
effectiveness in open-world deployment scenarios: (1) the inherent complexity of real-world vulnerability logic,
which involves multi-fragment interdependencies across function boundaries and complex control flow patterns
that exceed the contextual reasoning capacity of naive code-feeding approaches; and (2) the underutilization of the
rich historical patch knowledge accumulated in vulnerability databases, which contains directly relevant repair
strategies that could substantially guide LLM generation but requires sophisticated retrieval to access effectively.
To address these challenges, this paper proposes RepairMaster, a comprehensive LLM-based vulnerability repair
framework integrating three complementary innovations. The Cross-Fragment Information Fusion (CFIF) module
enables the LLM to reason across multiple related code fragments---callee functions, global variable definitions,
type declarations---that provide essential context for understanding the vulnerability root cause. The Structure-
Aware Fine-Tuning (S-AST) mechanism incorporates simplified Abstract Syntax Tree, Control Flow Graph, and
Program Dependence Graph structural representations into the fine-tuning objective, enabling the model to learn
repair patterns at the code structure level beyond token sequences. The Bimodal Semantic Retrieval Enhancement
(BSRE) module retrieves relevant historical patches using joint code embedding and natural language description
similarity, providing the LLM with contextually matched repair examples from a database of 5,800+ vulnerable
C/C++ functions from 1,700 real-world projects. Evaluation on the benchmark dataset demonstrates EM
improvement from 20.00% to 31.76%, BLEU from 25.70% to 29.12%, and CodeBLEU from 39.40% to 43.68%
compared to the best prior methods. Validation on real CVE vulnerabilities achieves CodeBLEU = 28.74%,
confirming practical applicability.

Keywords: automated program repair; vulnerability repair; large language models; structure-aware fine-tuning;
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1. Introduction
Software vulnerabilities represent one of the most persistent and economically costly challenges in software
engineering. The National Vulnerability Database (NVD) recorded over 25,000 new CVE entries in 2023, with
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memory safety vulnerabilities in C/C++ code---including buffer overflows (CWE-119), use-after-free errors
(CWE-416), null pointer dereferences (CWE-476), and out-of-bounds reads/writes (CWE-125/CWE-787)---
constituting the most prevalent and severity classes [1,2]. These vulnerability types collectively dominate the root
cause analyses of high-profile security incidents: memory corruption vulnerabilities have been estimated to
account for 70% of exploitable security flaws in large-scale C/C++ codebases [3]. The manual effort required to
identify, understand, and remediate these vulnerabilities imposes a severe bottleneck on secure software
development, creating windows of exploitability that adversaries can leverage between vulnerability discovery
and patch deployment [4,5].

Automated Program Repair (APR) aims to automatically generate program patches that fix software bugs or
vulnerabilities, reducing the manual effort in vulnerability remediation [6,7]. Traditional APR approaches based
on predefined fix templates or heuristic search have demonstrated limited generalization beyond the narrow
vulnerability classes they were designed for [8,9]. The emergence of pre-trained language models for code---
including Codex, CodeT5, StarCoder, and their successors---has transformed APR by enabling data-driven repair
that learns generalizable fix patterns from large corpora of code changes [10,11]. LLM-based APR approaches
have achieved competitive performance on general bug-fixing benchmarks and have been successfully applied to
domain-specific vulnerability classes [12,13].

However, LLM-based vulnerability repair in open-world scenarios faces two fundamental challenges that existing
approaches inadequately address. The complexity challenge arises from the multi-fragment nature of real-world
vulnerability logic: the root cause of a vulnerability may involve interactions between a primary function and
multiple callees, global state variables, type definitions, and cross-module dependencies that cannot be captured
by feeding the vulnerable function in isolation [14,15]. Existing LLM-APR approaches that provide only the
immediate vulnerable function as input to the LLM miss the cross-fragment context that human security analysts
rely on to understand and fix complex vulnerabilities. The knowledge integration challenge arises from the rich
historical patch knowledge accumulated in vulnerability databases: CVE databases, security advisories, and public
patch repositories contain thousands of examples of real-world vulnerability fixes that are directly relevant to new
repair tasks but require sophisticated retrieval to access at inference time [16,17]. Naive text-based retrieval
misses semantically relevant patches that differ in surface form, while code-only retrieval misses the vulnerability
description context that discriminates repair strategy.

RepairMaster addresses both challenges through a three-module framework that systematically enhances LLM
vulnerability repair capabilities: CFIF expands the input context beyond the single vulnerable function; S-AST
embeds structural code understanding into the fine-tuning objective; and BSRE enables effective retrieval of
relevant historical patches through joint code-text similarity.
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Figure 1. RepairMaster framework: the CFIF module fuses cross-fragment code context; the S-AST mechanism incorporates
structural representations; and BSRE retrieves relevant historical patches from a 5800+ function database to augment LLM

repair generation.

2. Background and RelatedWork
2.1 LLM-Based Automated Program Repair
The application of LLMs to APR has accelerated since the introduction of Codex [18], with subsequent work
demonstrating that code-focused pre-training substantially outperforms general-purpose LLMs on repair tasks
[19]. VulRepair [20] was the first systematic approach to LLM-based C/C++ vulnerability repair using a T5-based
architecture fine-tuned on a large vulnerability-fix dataset. SoFix [21] extended this with CWE-category-
conditioned repair that guides the LLM toward appropriate fix strategies based on vulnerability type labels. More
recent approaches have explored multi-step repair with self-refinement [22], program analysis-guided repair that
uses static analysis results as additional input [23], and retrieval-augmented repair that supplements the vulnerable
function with retrieved similar examples [24]. RepairMaster advances the state of the art by combining cross-
fragment context fusion, structural fine-tuning, and bimodal retrieval in a unified framework, addressing
limitations that prior approaches address in isolation.

2.2 Code Structural Representations for Learning
Code structural representations---ASTs, CFGs, PDGs, and their combinations---have been extensively applied to
code understanding tasks including clone detection [25], bug localization [26], and defect prediction [27]. The
simplification of full ASTs to compact S-AST representations that retain semantically critical nodes (function
declarations, operators, control flow constructs) while pruning syntactically redundant nodes has been shown to
improve both model training efficiency and generalization performance [28]. The Program Dependence Graph
(PDG) captures data and control flow dependencies between program statements, providing vulnerability-relevant
structural information that ASTs alone cannot represent---particularly important for use-after-free and temporal
memory safety vulnerabilities where the vulnerability logic depends on the ordering of operations relative to
memory allocation and deallocation [29].
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3. RepairMaster Framework
3.1 Cross-Fragment Information Fusion Module
The CFIF module identifies and retrieves the set of code fragments relevant to understanding the vulnerable
function through a three-step process. Static call graph analysis identifies callee functions invoked within the
vulnerable function and collects their declarations and bodies from the same repository. Type and variable
resolution retrieves type definitions, struct/class declarations, and global variable definitions referenced within the
vulnerable function body. Relevance scoring uses a learned fragment importance classifier (a lightweight
CodeBERT-based binary classifier trained on manually annotated fragment relevance examples) to select the top-
K most informative fragments (K=3 in the default configuration), avoiding context window overflow from
indiscriminate inclusion of all reachable fragments. The selected fragments are concatenated with the vulnerable
function and a natural language vulnerability description (from the associated CVE entry or tool-generated
description) into a structured prompt that provides the LLM with multi-context vulnerability understanding.

3.2 Structure-Aware Fine-Tuning Mechanism
The S-AST mechanism augments the standard sequence-to-sequence fine-tuning objective with structure-aware
training signal through three complementary approaches. S-AST serialization converts the simplified AST to a
traversal sequence that is appended to the code token sequence, providing structural positional context that the
LLM can learn to condition repair generation on. CFG path encoding extracts the set of program paths from
function entry to the vulnerability site in the CFG and encodes them as path feature vectors that are injected into
the LLM encoder attention as auxiliary keys and values. PDG-conditioned repair training uses the PDG edges
(data dependence, control dependence) as ground-truth repair locality signals: the S-AST fine-tuning loss
upweights the generation of repair tokens at positions identified by PDG analysis as vulnerability-related,
focusing the model learning signal on the repair-critical code regions.

Figure 2. Repair quality metrics: (a) EM, BLEU, and CodeBLEU across six methods on the 5800+ function benchmark; (b)
CodeBLEU by CWE vulnerability category on real CVE validation set.

3.3 Bimodal Semantic Retrieval Enhancement Module
The BSRE module constructs a bimodal patch database containing, for each historical patch, a code representation
(the pre-patch vulnerable function, the post-patch fixed function, and the diff) and a natural language
representation (the CVE description, security advisory text, or commit message). At inference time, the query is
formed from both the vulnerable function code and the associated vulnerability description text, and retrieval is



Journal of Intelligent Industrial Convergence LLM-Based Automated Vulnerability Repair

ISSN: Page 5 2025-09-30

performed by computing joint similarity as a weighted combination of code-space similarity (using UniXcoder
code embeddings) and NL-space similarity (using sentence-BERT embeddings). The top-K=7 retrieved historical
patches are formatted as repair demonstrations appended to the input prompt in a few-shot format, providing the
LLM with contextually matched repair examples that guide patch generation toward appropriate fix strategies for
the queried vulnerability type.

Figure 3 presents the retrieval analysis results. Bimodal retrieval (code + NL) outperforms code-only and NL-only
retrieval across all k values, with the largest advantage at k=7 (EM = 31.76% vs. 30.8% for code-only and 28.4%
for NL-only). The optimal k=7 is identified by the performance plateau after k=7 and slight degradation at k=10+,
indicating that additional retrieved patches beyond 7 begin introducing noise from marginally relevant examples.
The S-AST ablation confirms that the full S-AST representation (AST + CFG + PDG) outperforms any single
structural representation, with the PDG contributing the largest individual gain (PDG-only EM = 28.8% vs. AST-
only 28.2% and CFG-only 27.6%).

Figure 3. Retrieval and structural analysis: (a) EM vs. k for bimodal, code-only, and NL-only retrieval, showing optimal k=7
for bimodal; (b) EM and CodeBLEU for five S-AST structural representation configurations.

4. Experiments
4.1 Dataset and Evaluation Metrics
The primary evaluation uses a dataset of 5,826 vulnerable C/C++ functions from 1,700 real-world open-source
projects, collected from the National Vulnerability Database, GitHub security advisories, and the CVEfixes
database. Each function is paired with its corresponding patched version. Functions range from 5 to 847 lines with
mean 73 lines. The CWE distribution spans buffer errors (CWE-119: 28.4%), use-after-free (CWE-416: 19.7%),
null pointer dereference (CWE-476: 14.2%), out-of-bounds write (CWE-787: 12.8%), out-of-bounds read (CWE-
125: 11.3%), and others (13.6%). The dataset is split 80%/10%/10% for training/validation/testing. Additional real
CVE evaluation uses 847 recent CVE entries from 2020-2024 not included in the training data. Evaluation metrics
include: Exact Match (EM, the percentage of generated patches identical to ground truth), BLEU (n-gram token
overlap), and CodeBLEU (a code-aware metric combining BLEU with weighted AST node match and dataflow
match contributions).

Figure 2 presents the benchmark comparison. RepairMaster achieves EM = 31.76% (vs. 22.4% for VulRepair, the
best prior approach), BLEU = 29.12% (vs. 27.8%), and CodeBLEU = 43.68% (vs. 41.8%). The EM improvement
of 9.36 absolute percentage points represents a substantial gain for a metric that requires character-exact patch
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generation. The CVE category analysis confirms consistent improvements across all five CWE categories, with
the largest absolute gains for CWE-416 (use-after-free: +8.0 CodeBLEU) and CWE-787 (out-of-bounds write:
+7.4 CodeBLEU)---the categories requiring the most complex multi-statement repair logic.

4.2 Ablation Study and Analysis
Figure 4 presents the cumulative ablation study. Adding CFIF to the base LLM provides the largest single-module
improvement (EM 20.0% to 24.3%, +4.3 pp), confirming that cross-fragment context is the most critical missing
element in standard LLM-APR approaches. S-AST contributes the next-largest gain (+2.5 pp EM), and BSRE
provides an additional +1.3 pp EM, with the full combination yielding 31.76% EM. The function complexity
analysis reveals that RepairMaster advantage over VulRepair is largest for complex functions (>500 lines: +5.9 pp
EM), reflecting the greater relative benefit of cross-fragment context for functions with extensive inter-procedural
dependencies.

Figure 4. Ablation and complexity: (a) cumulative EM and CodeBLEU as each module is added to the base LLM; (b) Exact
Match by function length showing largest RepairMaster advantage for complex multi-hundred-line functions.

4.3 Real CVE Evaluation
Figure 5 presents the real CVE evaluation results. RepairMaster achieves mean CodeBLEU = 28.74% on the 847
recent CVE validation set, compared to 21.8% for VulRepair and 18.1% for Codex zero-shot. Notably,
performance does not degrade substantially for recent CVEs (2023-2024) compared to older ones (2020-2021),
confirming that the BSRE module generalizes to vulnerability patterns not represented in the training data through
the cross-domain semantic retrieval mechanism. The error analysis shows RepairMaster substantially reduces
wrong fix logic errors (from 24.8% to 12.4% of generated patches) and partial fix errors (15.3% to 8.7%), the two
most common failure modes that produce patches that address symptoms rather than root causes.
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Figure 5. Real-world CVE evaluation: (a) CodeBLEU on CVEs by year showing consistent RepairMaster advantage; (b)
error type distribution showing RepairMaster reduces wrong fix logic and partial fix errors substantially.

5. Conclusion
RepairMaster advances LLM-based automated vulnerability repair through three complementary innovations that
address the multi-fragment complexity and knowledge integration challenges of open-world C/C++ vulnerability
remediation. The EM improvement from 20.00% to 31.76% and the CodeBLEU improvement from 39.40% to
43.68% over prior state-of-the-art methods demonstrate the effectiveness of combining cross-fragment context
fusion, structure-aware fine-tuning, and bimodal retrieval in a unified framework. The practical CVE evaluation
confirms that RepairMaster generalizes to real-world vulnerability scenarios not represented in training data.
Future work will investigate the application of RepairMaster to vulnerability detection (jointly generating
detection alerts and repair patches), extension to additional programming languages (Java, Python, Rust), and
integration with continuous integration pipelines for automated security patching workflows.
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