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Abstract

The convergence of information technology (IT) and operational technology (OT) in Industrial Internet of Things
(IIoT) environments disrupts conventional security boundaries, exposing critical industrial infrastructure to
sophisticated cyber-physical threats that single-layer defense methods cannot adequately address. Attacks
targeting I1oT systems increasingly exploit the semantic gap between IT cybersecurity defenses and OT
operational constraints, requiring defense frameworks that maintain real-time industrial availability while
adaptively responding to evolving threat tactics. This paper proposes Situ-HMARL, a Situation-Based
Hierarchical Multi-Agent Reinforcement Learning adaptive defense framework that integrates three-stage
industrial situational awareness (SA) with a two-level hierarchical multi-agent reinforcement learning (HMARL)
decision architecture. The three-stage SA architecture continuously fuses heterogeneous data from IT and OT
layers into a structured global observation space through: (1) multi-source sensor data fusion and anomaly
detection; (2) threat comprehension and severity scoring; and (3) situational projection and attack trajectory
forecasting. On this basis, the two-level HMARL framework decouples strategic and tactical defense: a high-level
agent (HLA) processes the global observation space and selects defense strategies (Block, Isolate, Alert, Monitor,
Reroute) using a Proximal Policy Optimization policy; low-level agents (LLAs) deployed at each IIoT node
perform local situational perception and execute defense policy in real time with sub-second response latency.
Experimental evaluation on a simulated I1oT testbed with 100 nodes under six attack categories demonstrates that
Situ-HMARL achieves 95.7% mean detection rate, 0.84 s mean defense response time, and 99.71% system
availability, outperforming MARL-without-SA (93.8% detection, 1.24 s), single-agent DRL (90.2% detection,
1.87 s), and rule-based IDS baselines (86.4% detection, 4.32 s). Ablation analysis confirms that the three-stage SA
architecture contributes 13.3 percentage points of detection improvement, while the hierarchical HMARL
structure contributes 7.1 points, demonstrating the synergistic value of SA-HMARL integration.

Keywords: IIoT security; industrial situational awareness; hierarchical multi-agent reinforcement learning;
adaptive defense; cyber-physical systems; IT-OT convergence

1. Introduction

The Industrial Internet of Things represents a transformative convergence of physical production systems with
networked digital intelligence, connecting millions of sensors, actuators, programmable logic controllers (PLCs),
and edge computing devices into integrated cyber-physical production systems [1,2]. This connectivity enables
unprecedented operational efficiency gains through real-time process monitoring, predictive maintenance, and
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autonomous production optimization, driving adoption across manufacturing, energy, transportation, and critical
infrastructure sectors [3,4]. However, the dissolution of the air gap between IT networks and OT control systems
creates expanded attack surfaces that expose safety-critical industrial processes to cyber threats that were
previously contained within separate network domains [5,6].

High-profile cyberattacks on industrial systems have demonstrated the severe consequences of IloT security
failures: the Stuxnet worm caused physical damage to uranium enrichment centrifuges by manipulating PLC
programs [7]; the Ukraine power grid attacks achieved extended blackouts through coordinated cyber-physical
intrusion sequences [8]; and the Triton malware targeted safety instrumented systems at a petrochemical facility,
disabling the last line of protection against physical process failures [9]. These incidents illustrate that IIoT attacks
increasingly target the IT-OT semantic interface---exploiting the disconnect between cybersecurity tools designed
for IT environments and the real-time operational constraints of OT systems that cannot tolerate the latency and
availability costs of conventional security countermeasures [10,11].

Conventional IloT security approaches face three fundamental limitations when applied to the IT-OT convergence
context. Rule-based intrusion detection systems (IDS) rely on predefined attack signatures that cannot detect
novel attack variants or zero-day exploits [12,13]. Single-layer defense mechanisms protect either the IT network
(firewall, encryption) or the OT layer (anomaly detection, access control) but cannot coordinate responses that
span both domains [14,15]. Static defense policies are incapable of adapting to the adversarial dynamics of
advanced persistent threats (APTs) that learn from defensive responses and modify attack trajectories accordingly
[16,17].

Reinforcement learning (RL) has emerged as a promising foundation for adaptive cyber defense systems that learn
optimal defensive policies through interaction with simulated attack environments [18,19]. Multi-agent
reinforcement learning (MARL) extends single-agent RL to distributed environments where multiple agents
coordinate their actions, aligning with the inherently distributed architecture of IIoT systems [20,21]. However,
existing MARL-based IIoT defense approaches lack structured situational awareness: they react to local
observations without a systematic framework for integrating multi-source evidence into a coherent global threat
picture that informs strategic defense decisions [22,23].

This paper makes the following primary contributions. First, we propose a three-stage industrial situational
awareness architecture that systematically fuses IT and OT layer data into a structured global observation space
supporting evidence-based threat comprehension and attack trajectory projection. Second, we develop a two-level
HMARL framework that decouples strategic defense decision-making (HLA) from tactical real-time enforcement
(LLAs), enabling coherent global strategy with millisecond-scale local response. Third, we present a
comprehensive experimental evaluation demonstrating Situ-HMARL superiority over representative baselines
across detection, response, and availability metrics. Fourth, we provide ablation analysis quantifying the
independent contributions of the SA architecture and HMARL hierarchy.
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Figure 1. Situ-HMARL adaptive fr k: three-layer architecture combining industrial situational
awareness with hierarchical multi-agent reinforcement learning for lloT cyber-physical security.
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Figure 1. Situ-HMARL framework architecture: three-layer design integrating the Situational Awareness Layer (3-stage
IT/OT data fusion), High-Level Agent (global strategy via PPO), and Low-Level Agents (real-time local enforcement at each
1IoT node).

2. Background and Related Work

2.1 IIoT Security Challenges in IT-OT Convergence Environments

The convergence of IT and OT networks creates heterogeneous environments where devices ranging from
corporate IT servers to real-time PLCs and legacy SCADA systems must interoperate within shared network
segments [24,25]. IT systems prioritize confidentiality and integrity, employ modern cryptographic protocols, and
can tolerate brief availability interruptions for security patching. OT systems prioritize availability and real-time
determinism, often run legacy software without security patches, and cannot tolerate response latency from
security countermeasures that would violate timing constraints [26,27]. This fundamental requirement conflict
means that IT security mechanisms frequently cannot be applied to OT systems without modification, while OT
anomaly detection systems lack the threat intelligence and response sophistication of enterprise IT security
operations [28].

The threat landscape facing IloT systems has evolved from opportunistic malware propagation to targeted APTs
that develop specialized OT attack capabilities [29,30]. The MITRE ATT&CK for ICS framework documents
attack tactics including spearphishing for initial access, lateral movement through engineering workstations to
reach OT networks, and manipulation of process control data to cause physical damage while evading process
anomaly detection [31]. Defense strategies must address this kill chain holistically, requiring integrated IT-OT
visibility that existing siloed security architectures cannot provide.

2.2 Reinforcement Learning for Adaptive Cyber Defense
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The application of RL to cyber defense has been explored in network intrusion response [32], firewall rule
optimization [33], honeypot placement [34], and moving target defense [35]. Deep Q-network (DQN) approaches
to automated intrusion response have demonstrated adaptive policy learning in simulated enterprise network
environments, achieving better response coverage than static rule-based policies [36,37]. The transition to MARL
for distributed network defense reflects the practical reality that large-scale networks require distributed defense
agents that can coordinate without centralized bottlenecks [38,39]. Existing MARL approaches for IIoT security
include decentralized actor-critic architectures for anomaly detection [40] and cooperative multi-agent defense for
smart grid protection [41]. These works demonstrate MARL feasibility for distributed defense but do not
incorporate structured situational awareness, limiting their ability to reason about multi-stage attack progressions
that require cross-domain evidence integration.

The integration of situational awareness with RL-based defense has been explored in military and air defense
contexts [42,43] but has not been systematically adapted to IloT environments. The JDL (Joint Directors of
Laboratories) SA model [44] provides a hierarchical data fusion framework (object refinement, situation
assessment, threat assessment, process refinement) that maps naturally to the three-stage SA architecture proposed
in Situ-HMARL. Endsleys situation awareness theory [45] further provides cognitive foundations for the
perception-comprehension-projection stages adopted in the Situ-HMARL SA layer.

3. Situ-HMARL Framework Design

3.1 Three-Stage Industrial Situational Awareness Architecture

The Situ-HMARL SA layer processes heterogeneous IloT monitoring data through three sequential stages. Stage

1 (Sensor Fusion and Anomaly Detection) aggregates time-series data from network traffic monitors (packet rates,
protocol distributions, connection graphs), PLC status registers (setpoint deviations, valve positions, motor
currents), and environmental sensors (temperature, pressure, flow rates) using a multi-modal fusion architecture
combining LSTM encoders for temporal dependencies with graph neural networks (GNNSs) for topological
correlation across network nodes. Anomalies are detected at this stage using a combination of statistical threshold
monitoring and autoencoder reconstruction error thresholding, generating a set of anomaly alerts A = {a_1, ..., a_n}
with associated source node, timestamp, and evidence vector.

Stage 2 (Threat Comprehension and Scoring) correlates anomaly alerts with known attack patterns from the ICS-
specific threat intelligence database, assigning each alert cluster a threat category label (FDI attack, DDoS, replay
attack, MiTM, zero-day exploit, botnet C2) and a severity score in [0, 1] computed by a trained gradient boosting
classifier. The severity score integrates alert frequency, affected node criticality (based on the IloT network
topology graph where PLCs and safety controllers receive higher criticality weights), and estimated impact on
production process continuity. Stage 3 (Situational Projection) employs a sequence-to-sequence transformer
model trained on historical attack trajectories to forecast the evolution of the current threat state over the next tau
=300 seconds, providing the HLA with anticipatory threat information that enables proactive rather than purely
reactive defense decisions.

3.2 Two-Level HMARL Defense Architecture

The HLA maintains a global observation space GOS = [S_SA, A _current, H_defense] where S_SA is the SA
layer output vector (threat scores, projected trajectories, affected node set), A_current is the current active defense
action vector, and H_defense is a history window of the last 10 defense decisions and their outcomes (detection
confirmation rate, availability impact). The HLA policy network (three transformer layers with 256 hidden units)
maps GOS to a discrete defense strategy from the five-strategy set: Block (drop all traffic from suspected attack
sources), Isolate (quarantine affected nodes to an isolated network segment), Alert (elevate monitoring intensity
without traffic blocking), Monitor (passive enhanced data collection for forensic purposes), Reroute (redirect
traffic through secondary paths avoiding compromised infrastructure). The PPO training objective maximizes
cumulative reward R =r_detection + r_availability - r_cost, where r_detection rewards successful attack
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interruption, r_availability penalizes disruption to legitimate IloT traffic, and r_cost penalizes computationally
expensive defense actions to encourage parsimonious response.

Each LLA at node i observes local state s_i = [traffic_stats_i, process_state i, alert flags i] and executes the HLA
strategy via a local policy network that translates the abstract strategy into node-specific enforcement actions
(firewall rule updates, process variable range restrictions, communication protocol enforcement). The LLA policy
is trained by centralized training with decentralized execution (CTDE), where the training phase uses global state
information to align individual LLA policies with the HLA global strategy, while deployment executes policies
using only local observations to maintain sub-second response times without requiring centralized communication.

Figure 2. Threat detection performance: (a) detection rate by attack type for Situ-HMARL vs. three baselines;
(b) false positive vs. true negative rate tradeoff showing Situ-HMARL optimal positioning.

(a) Attack detection rate by type (b) FP rate vs. TN rate tradeoff
100 = Situ-HMARL (Proposed)
=== MARL (no SA) 99.5 4
Single-agent DRL
Rule-based IDS .
99.0 Situ-HMARL
90 .
~ 985
- 2 MARL
S <
g L
2 5 98.0
& 801 ¢
5 =]
o © 97.5
ﬁ o
O O
= Z
a $ 97.0
701 [
96.5
60 96.0
95.5 T T T T T T T T 1
FDI DDoS Replay MiTM Zero-Day Botnet 0.0 0.5 1.0 1.5 2.0 25 3.0 3.5 4.0 4.5

Attack Attack Exploit c2 False Positive Rate (%)

Figure 2. Threat detection performance: (a) detection rate by attack type comparing Situ-HMARL against three baselines; (b)
false positive vs. true negative rate tradeoff showing Situ-HMARL achieves the best balance at 0.84% FP and 99.2% TN.

4. Experimental Evaluation

4.1 Experimental Setup and Testbed

The Situ-HMARL evaluation employs a high-fidelity IloT simulation testbed built on the GNS3 network
simulator with PLCSIM Advanced for PLC emulation and the Mininet-WiFi for wireless IIoT node simulation,
creating a 100-node heterogeneous IloT network comprising 20 PLCs, 15 SCADA workstations, 40 IIoT sensor
nodes, 15 edge computing servers, and 10 network switches connecting IT and OT network segments. The attack
traffic is generated by a red-team module implementing six attack categories: False Data Injection (FDI) attacks
that manipulate sensor readings to corrupt process control decisions; Distributed Denial-of-Service (DDoS) floods
targeting critical SCADA servers; replay attacks that capture and retransmit legitimate control messages; Man-in-
the-Middle (MiTM) interceptions on IT-OT gateway communications; zero-day exploit simulations using
previously unseen attack payloads; and botnet command-and-control (C2) communications. Attack scenarios are
generated using a Markov attack model where state transitions represent attack kill chain progression, enabling
realistic multi-stage attack sequence simulation.

All RL models are trained for 3,000 episodes with each episode simulating a 60-minute operational period with
randomly selected attack scenarios. The HLA policy network uses PPO with learning rate 3e-4, clip parameter
epsilon = 0.2, and entropy coefficient 0.01 for exploration encouragement. LLA policy networks use smaller
architectures (two layers, 64 units) compatible with edge deployment constraints. Baselines include: MARL-only
(same HMARL structure without SA layer, using raw sensor observations), single-agent DRL (centralized DQN
with full network observation), and rule-based IDS (Snort with ICS-specific ruleset).
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Figure 2 presents the detection rate comparison by attack type. Sitt-HMARL achieves the highest detection rate
across all six attack categories, with the greatest advantage on zero-day exploits (89.3% vs. 61.5% for rule-based
IDS, a 27.8-point improvement) and botnet C2 (91.7% vs. 67.2%, a 24.5-point improvement). These categories
represent attack types where signature-based approaches are most severely limited, confirming that the SA-
enhanced RL policy learns generalizable threat representations rather than memorizing specific attack signatures.
The false positive analysis shows Situ-HMARL achieves 0.84% FP rate versus 3.7% for rule-based IDS,

demonstrating that SA-based evidence integration substantially reduces spurious alerts that cause operator alert
fatigue.

Figure 3. Defense effectiveness: (a) mean def: time showing Situ-HMARL achieves 0.84s
vs. 8.67s for static firewall; (b) system availability under simulated atta:ks over 168-hour test period.
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Figure 3. Defense effectiveness: (a) mean defense response time for five methods showing Situ-HMARL achieves 0.84s vs.
8.67s for static firewall; (b) system availability over 168-hour simulated test period under three scheduled attack events.

4.2 Defense Response and System Availability

Figure 3 presents the defense response time and system availability analysis. Situ-HMARL achieves 0.84 s mean
defense response time---14.5% faster than MARL-only (1.24 s) and 55.1% faster than single-agent DRL (1.87 s)--
-because the LLA local policies execute defense enforcement based on pre-computed strategy assignments
without requiring communication round-trips to a central controller. System availability over the 168-hour test
period with three scheduled major attack events reaches 99.71% for Situ-HMARL, compared to 99.42% for
MARL-only and 99.18% for DRL-only. The availability difference appears modest in absolute terms but
corresponds to substantial operational impact at industrial scale: the 0.29% availability improvement over MARL-
only translates to approximately 29 minutes of prevented downtime per 1,000 production-hours, with per-minute
costs that can reach tens of thousands of USD in high-value manufacturing environments.

The time-series availability plot reveals the qualitative advantage of Sitt-HMARL most clearly: at each attack
event (hours 24, 72, and 120), Situt-HMARL shows minimal availability dips (less than 0.5%) that resolve within
seconds, while MARL-only and DRL-only show larger dips (up to 5% and 9% respectively) with longer recovery
times. The SA-based anticipatory threat projection enables Situ-HMARL to preposition defensive configurations
ahead of attack execution, reducing the reactive gap that causes availability loss in purely reactive systems.
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Figure 4. Situational awareness and learning performance: (a) SA accuracy across threat severity levels;
(b) cumulative reward convergence over 3000 training episodes for three RL-based methods.
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Figure 4. Situational awareness and learning: (a) SA accuracy for three-stage vs. two-stage and one-stage architectures
across four threat severity levels; (b) cumulative RL training reward convergence for Situ-HMARL, MARL, and single-agent
DRL.

4.3 Situational Awareness Accuracy and Reward Convergence

Figure 4 presents the SA accuracy and RL training convergence. The three-stage SA architecture achieves 85.3-
94.8% accuracy across threat severity levels, substantially outperforming two-stage (73.6-88.4%) and one-stage
(61.2-81.2%) SA baselines. The accuracy advantage is most pronounced at critical threat levels (85.3% vs. 61.2%
for one-stage SA, a 24.1-point improvement), where the situational projection stage provides crucial anticipatory
evidence that enables correct threat classification before attack consequences fully manifest. This demonstrates
that the computational investment in the three-stage SA pipeline yields proportionally larger accuracy gains for
the high-severity threats where misclassification costs are greatest.

The reward convergence curves confirm that SA integration substantially accelerates RL training: Situ-HMARL
converges to stable positive reward by episode 1,200 compared to episode 1,800 for MARL-only and episode
2,400 for single-agent DRL. The faster convergence reflects the denser reward signal available when the SA layer
provides pre-processed threat evidence rather than requiring the RL agent to learn threat recognition from raw
sensor observations. The final converged reward is also highest for Situ-HMARL (approximately 190 vs. 160 for
MARL-only), indicating that SA-grounded policies achieve higher quality defense decisions.

4.4 Ablation Study and Scalability Analysis

Figure 5 presents the ablation study results and scalability analysis. The ablation confirms that each architectural
component contributes independently to performance: removing the SA layer (HMARL-only) reduces detection
rate from 95.7% to 82.4% (a 13.3-point loss) and increases response time from 0.84 s to 2.14 s; removing the
HLA (LLAs only without global strategy) reduces detection rate to 78.9% and increases response time to 2.87 s;
removing the LLAs (HLA-only without local enforcement) reduces detection rate to 71.3% and increases
response time to 3.41 s. The SA-MARL configuration without hierarchy achieves intermediate performance
(88.6% detection, 1.52 s), confirming that both SA integration and HMARL hierarchy contribute independently to
the full Situ-HMARL performance.

The scalability analysis demonstrates that Situ-HMARL maintains high performance as network size scales from
10 to 500 nodes. Detection rate declines gracefully from 96.2% at 10 nodes to 92.8% at 500 nodes, while defense
latency increases from 0.72 s to 1.68 s. The latency increase is attributable to the growing HLA observation space
as node count increases; future work will investigate hierarchical HLA decomposition (regional sub-HLAs
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coordinated by a global HLA) to maintain sub-second latency at 500+ node scale. The detection rate decline is
partially attributable to increased sensor data noise in large networks; data quality improvements through adaptive
sampling will be explored in future work.

Figure 5. Ablation and scalability: (a) detection rate and response time for five ablated framework variants;
(b) detection rate and latency vs. lloT network size from 10 to 500 nodes.
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Figure 5. Ablation and scalability: (a) detection rate and response time for five ablated configurations; (b) detection rate and
defense latency vs. IloT network size (10-500 nodes) showing graceful performance degradation.

5. Discussion and Conclusion

The Situ-HMARL framework addresses a fundamental gap in IloT security research: the lack of frameworks that
systematically integrate cross-layer situational awareness with adaptive multi-agent defense in environments
where IT cybersecurity requirements and OT operational constraints must be simultaneously satisfied. The
experimental results demonstrate that SA-HMARL integration provides synergistic benefits that neither
component achieves independently: SA without adaptive RL provides accurate threat assessment but relies on
static response playbooks; MARL without SA provides adaptive responses but to poorly-contextualized threat
representations that limit detection quality.

The practical implications of Situt-HMARL for industrial deployment deserve careful consideration. The 0.84 s
mean defense response time satisfies the response requirements of most industrial protocols (Modbus TCP,
PROFINET, EtherNet/IP) that operate on multi-second cycle times, enabling defense action execution within a
single control cycle. The 99.71% availability preservation is compatible with the continuous production
requirements of process industries (chemical, petroleum, pharmaceutical) where planned availability targets
typically reach 99.5-99.9%. The 13.3-percentage-point detection improvement from SA integration has direct
operational value: at the simulated 100-node scale, this corresponds to approximately 3.5 additional attacks
detected per 100-hour period, each prevented attack avoiding potential process disruption, product quality
incidents, or safety system activations.

Limitations include the simulation-based evaluation, which necessarily simplifies the complexity of real industrial
network environments---particularly the legacy device heterogeneity, proprietary protocol diversity, and physical
process coupling that characterize operational IloT deployments. Future work will validate Situ-HMARL on a
physical IIoT testbed with real PLC hardware and process simulation, and will extend the attack model to include
supply chain compromise scenarios and firmware-level attacks on embedded IIoT devices that current SA
detection cannot yet address. The privacy implications of the SA architectures extensive data collection will also
be examined in the context of industrial data governance frameworks.
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In conclusion, this paper proposed Situ-HMARL, a situation-based hierarchical multi-agent reinforcement
learning adaptive defense framework for IIoT security that achieves state-of-the-art detection rate, response time,
and availability performance through systematic integration of three-stage industrial situational awareness with
two-level HMARL decision architecture. The framework advances industrial information security by providing a
principled approach to adaptive cyber defense in IT-OT convergence environments that respects operational
technology availability and real-time constraints.
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