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Abstract

Mobility platforms depend on continuous analytics of location traces, travel time, pickup density,
delivery reliability, and user behavior. These data create operational value, but they also expose
platforms to privacy, regulatory, communication, and trust risks when raw trajectories are
centralized. This article develops a federated risk-utility framework for evaluating the business
value of privacy-preserving mobility analytics in platform operations. The framework compares
five analytics architectures: centralized raw-data analytics, local-only analytics, basic federated
learning, differentially private federated learning, and a governed federated design that combines
privacy controls, secure aggregation, compression, and managerial value gates. A numerical
scenario analysis is used to examine prediction utility, privacy exposure, communication cost,
expected regulatory loss, customer trust, and risk-adjusted operating value across ride-hailing,
delivery, courier, and shared-mobility settings. Results show that the highest predictive utility does
not necessarily create the highest business value. The governed federated risk-utility architecture
produces the strongest risk-adjusted operating value because it preserves most of the operational
benefit of mobility analytics while substantially reducing privacy exposure and compliance loss.
The study contributes a business analytics perspective on federated mobility intelligence and
provides actionable governance thresholds for platform managers.
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Business Value of Privacy-Preserving Mobility Analytics in Platform Operations: A
Federated Risk-Utility Framework

1. Introduction

Mobility platforms have become central coordinators of urban transportation, local commerce,
last-mile logistics, and service work. Their operating models depend on the continuous
interpretation of location traces, travel times, driver availability, merchant demand, pickup failures,
and delivery delays. A platform that can accurately anticipate where demand will emerge, how long
a route will take, and which worker or vehicle should be matched to a request can reduce waiting
time, improve asset utilization, and protect service-level agreements. Yet the same data that
generate operating value also reveal highly sensitive behavioral patterns. A sequence of GPS points
can disclose a customer’s home, workplace, medical visits, religious activities, social relationships,
or working schedule. This tension makes mobility analytics a business-value problem rather than
merely a technical prediction problem. This perspective is consistent with research showing that
privacy has measurable economic consequences for digital service design (Acquisti et al., 2016).
This article therefore treats privacy controls as part of the operating architecture, not as a peripheral
compliance add-on (Lu and Xu, 2019). The need for a balanced privacy-utility view is reinforced
by federated learning studies that treat heterogeneity and deployment constraints as core design
issues (Yuan et al., 2011).

Traditional platform analytics usually begins with a centralized data lake. Raw trip logs,
delivery traces, routing histories, and app interactions are aggregated on platform servers, where
data scientists train demand forecasting, dispatch, pricing, fraud detection, and customer retention
models. Centralization simplifies experimentation and often produces strong short-run model
performance, but it also concentrates on privacy and security exposure. When raw mobility data
are pooled, the platform increases its obligations under privacy law, raises the cost of breach
prevention, and increases the reputational damage that follows any misuse of data. For platform
operations, the relevant question is therefore not whether mobility data have value; the relevant
question is how much value remains after privacy risk, communication cost, compliance cost, and
stakeholder trust are included in the operating calculus. The technical premise also follows the
broader movement toward distributed and privacy-aware learning architectures (Yang et al., 2019).
Evidence from intelligent systems research also suggests that algorithmic capability must be
interpreted together with institutional and technological context (Malhotra et al., 2004). Platform
governance research similarly indicates that value is created through ecosystem-level coordination
rather than isolated technical optimization (Yang et al., 2025).

Federated learning offers a promising architecture for this problem because it trains models
across distributed devices or organizational nodes without requiring raw data to be transferred to a
central platform. The uploaded PDF manuscript that motivates this study develops a privacy-
preserving federated learning framework for mobility data mining and emphasizes differential
privacy, secure aggregation, communication compression, and personalization under non-
independent mobility distributions. This article shifts the analytical focus from algorithmic
performance alone to business value in platform operations. The central argument is that mobility
analytics should be evaluated through a federated risk-utility lens: prediction accuracy must be
balanced against privacy exposure, communication cost, trust effects, and operational risk
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reduction. For platform operators, analytics value depends on whether data-driven decisions
improve operational performance rather than only model accuracy (Choi et al., 2018). This
perspective is consistent with research showing that privacy has measurable economic
consequences for digital service design (Tiwana et al., 2010). This article therefore treats privacy
controls as part of the operating architecture, not as a peripheral compliance add-on (Zuboff, 2015).

The proposed framework is called FedRU, a federated risk-utility framework for platform
operations. It is not intended to replace technical federated learning algorithms. Rather, it provides
a business analytics layer that helps managers decide when privacy-preserving mobility analytics
creates value, when strict privacy controls reduce utility too much, and when a centralized data
strategy becomes financially or ethically fragile. The framework uses scenario analysis, operational
metrics, and risk-adjusted value indicators to compare centralized analytics, local-only analytics,
basic federated learning, differentially private federated learning, and a governed federated design
that combines privacy safeguards with value gates. Related work on information systems and
digital finance further shows that data infrastructures reshape market coordination and risk
assessment (Kou and Lu, 2025). The technical premise also follows the broader movement toward
distributed and privacy-aware learning architectures (Xu et al., 2024). Evidence from intelligent
systems research also suggests that algorithmic capability must be interpreted together with
institutional and technological context (Luca et al., 2021).

This study contributes to literature and practice in four ways. First, it translates privacy-
preserving mobility learning into platform operations language by linking model design choices to
dispatch quality, customer trust, compliance loss, communication cost, and risk-adjusted operating
value. Second, it provides a structured scenario design that allows platform managers to compare
analytics architectures under common metrics rather than relying on accuracy alone. Third, it offers
a data-analysis illustration showing that the strongest business value does not necessarily come
from the highest predictive accuracy; it comes from the best balance between model utility and
privacy risk. Fourth, it proposes governance thresholds that can be embedded into dashboards for
platform operations teams, privacy officers, and data science managers. The remainder of the article
reviews the relevant literature, develops the framework, presents the numerical analysis, and
discusses managerial implications for privacy-sensitive mobility platforms. The need for a balanced
privacy-utility view is reinforced by federated learning studies that treat heterogeneity and
deployment constraints as core design issues (Kairouz et al., 2021). For platform operators,
analytics value depends on whether data-driven decisions improve operational performance rather
than only model accuracy (Smith et al., 2011).

2. Literature Review

2.1 Mobility Analytics and Platform Operations

Mobility analytics has evolved from descriptive mapping into a core mechanism of platform
coordination. Early research on human mobility documented the strong regularities in individual
movement patterns, showing that location traces can support prediction but also create obvious
privacy concerns because regularity makes individuals identifiable (Gonzalez et al., 2008).
Subsequent work in trajectory data mining clarified how spatiotemporal data can be segmented,
clustered, matched to road networks, and transformed into features for prediction, recommendation,

ISSN: © 2025 INATGI (Institute of Advanced Technology and Green Innovation). Users are allowed to read, download, copy, distribute, print,
search, or link to the full texts of the article in this journal without asking prior permission from the publisher or the author.
See: https://inatgi.in/index.php/jbda/index for more information. https://doi.org/10.63646/jbda.2025.030204



70 Journal of Business and Data Analytics, VOL. 3, NO. 2, June 30, 2025

and anomaly detection (Zheng, 2015). For platform operations, these methods support real-time
demand sensing, dispatch matching, route recommendation, delivery scheduling, and service
reliability monitoring. Platform governance research similarly indicates that value is created
through ecosystem-level coordination rather than isolated technical optimization (Gawer, 2014).
Related work on information systems and digital finance further shows that data infrastructures
reshape market coordination and risk assessment (Gunasekaran et al., 2017).

The value of mobility analytics differs across platform service lines. Ride-hailing platforms use
mobility data to reduce pickup delay, balance driver supply, and maintain reliability under demand
surges. On-demand delivery platforms use courier traces, merchant waiting time, and drop-off
density to allocate drivers and estimate delivery windows. Urban courier platforms use route
density, depot congestion, and enterprise service commitments to manage operational capacity.
Shared-mobility platforms use vehicle availability, parking station flows, and trip completion
patterns to rebalance assets. Across these settings, mobility analytics has business value because it
reduces variance: it narrows the gap between expected and realized demand, between promised and
actual delivery time, and between planned and available capacity. This article therefore treats
privacy controls as part of the operating architecture, not as a peripheral compliance add-on (Li et
al., 2020). The need for a balanced privacy-utility view is reinforced by federated learning studies
that treat heterogeneity and deployment constraints as core design issues (Lu, 2018).

However, platform operations are not only optimization systems. They are institutional systems
that depend on trust. Customers, workers, merchants, and partner organizations must believe that
mobility data are used within acceptable boundaries. If a platform maximizes dispatch accuracy by
collecting excessively granular movement histories, the immediate operating gain may be offset by
opt-outs, regulatory penalties, public criticism, or increased cybersecurity exposure. In economic
terms, raw mobility data generates both decision value and liability value. A sustainable platform
analytics design must capture the former while controlling the latter. Evidence from intelligent
systems research also suggests that algorithmic capability must be interpreted together with
institutional and technological context (Lu, 2025). Platform governance research similarly indicates
that value is created through ecosystem-level coordination rather than isolated technical
optimization (Dinev and Hart, 2006).

2.2 Federated Learning and Privacy-Preserving Analytics

Federated learning was developed to support distributed model training when raw data remains
on local clients. Instead of pooling training records, a central coordinator sends a model to
participating nodes, local nodes train on their own data, and only model updates are aggregated.
The original federated averaging method demonstrated that communication-efficient model
training was feasible across decentralized data sources (McMahan et al., 2017). Later surveys
emphasized that federated learning is attractive in mobile and edge environments because data are
naturally distributed, devices are intermittently available, and privacy constraints are strong
(Kairouz et al., 2021; Lim et al., 2020). These features are especially relevant to urban mobility
platforms, where drivers, couriers, customer devices, depots, and merchant terminals generate data
under heterogeneous conditions. This perspective is consistent with research showing that privacy
has measurable economic consequences for digital service design (Bonawitz et al., 2017). This
article therefore treats privacy controls as part of the operating architecture, not as a peripheral
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compliance add-on (Queiroz et al., 2020).

Federated learning alone does not eliminate privacy risk. Model updates can leak information
about local data, especially when adversaries observe gradients, combine updates over time, or
exploit rare features (Melis et al., 2019; Nasr et al., 2019). Differential privacy reduces this risk by
adding calibrated noise and limiting the influence of any single record (Dwork, 2006; Abadi et al.,
2016). Secure aggregation adds another layer by allowing the server to aggregate local updates
without seeing any individual update in plaintext (Bonawitz et al., 2017). Communication
compression, such as sparsification or quantization, lowers bandwidth cost and makes federated
learning more practical for mobile or edge deployment. Personalization addresses non-independent
and heterogeneous data by allowing local models or local adjustments to represent different
mobility contexts, such as dense downtown demand, suburban commuting, or airport-related flows.
The technical premise also follows the broader movement toward distributed and privacy-aware
learning architectures (Akter et al., 2016). Evidence from intelligent systems research also suggests
that algorithmic capability must be interpreted together with institutional and technological context
(Xuetal., 2011).

The uploaded PDF manuscript is aligned with this technical tradition. Its mobility mining
framework integrates differential privacy, secure aggregation, gradient compression, and
personalized aggregation to keep raw location traces on devices while maintaining predictive utility.
The present article uses that research direction as a foundation but reframes the problem for
business and data analytics. Instead of asking only whether a federated mobility model improves
accuracy or reduces communication overhead, it asks how those technical effects translate into
platform value, risk reduction, and governance decisions. For platform operators, analytics value
depends on whether data-driven decisions improve operational performance rather than only model
accuracy (Dwork and Roth, 2014). This perspective is consistent with research showing that
privacy has measurable economic consequences for digital service design (Lu, 2017a).

2.3 Business Value, Data Risk, and Risk-Utility Trade-Offs

The economics of privacy suggests that data-driven firms must evaluate privacy not only as a
legal requirement but also as a factor in market performance (Acquisti et al., 2016; Goldfarb &
Tucker, 2019). Stronger privacy safeguards may reduce data access, experimentation speed, or
model detail, but they may also reduce breach exposure, increase willingness to share data, and
protect long-run brand value. In platform markets, this trade-off is complicated by network effects.
If customers and workers trust the platform, they may participate more fully, which increases data
coverage and improves model quality. If they distrust the platform, they may opt out, provide less
accurate information, or switch to competitors, which reduces both operational efficiency and data
value. Related work on information systems and digital finance further shows that data
infrastructures reshape market coordination and risk assessment (Xu et al., 2021). The technical
premise also follows the broader movement toward distributed and privacy-aware learning
architectures (Chen et al., 2012).

Business analytics research has often measured value through forecast accuracy, cost reduction,
revenue lift, or customer retention. For privacy-preserving mobility analytics, those measures are
necessary but incomplete. A model with the highest ETA accuracy may not create the highest
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business value if it depends on centralized raw trace storage, excessive retention, or weak partner
controls. Conversely, an extremely strict privacy design may protect data but leave operations
fragmented and unreliable. Risk-adjusted utility is therefore a better lens. It treats analytics value
as a composite outcome that includes prediction utility, privacy risk, communication cost,
compliance cost, and trust capital. The need for a balanced privacy-utility view is reinforced by
federated learning studies that treat heterogeneity and deployment constraints as core design issues
(Wamba et al., 2017). For platform operators, analytics value depends on whether data-driven
decisions improve operational performance rather than only model accuracy (Lu, 2017b).

This study adopts a practical interpretation of risk-utility rather than a purely formal
mathematical one. Managers do not always have reliable estimates of every privacy loss parameter,
breach probability, or customer response. They do, however, have operational indicators: model
error, average pickup delay, route deviation rate, data opt-out rate, network latency, complaint rate,
and audit findings. The proposed FedRU framework organizes these indicators into a decision
structure that helps platform managers choose an analytics architecture suited to their risk profile
and operating constraints. Platform governance research similarly indicates that value is created
through ecosystem-level coordination rather than isolated technical optimization (Mothukuri et al.,
2021). Related work on information systems and digital finance further shows that data
infrastructures reshape market coordination and risk assessment (Constantiou and Kallinikos,
2015).

3. Methodology and Framework Design

This study develops a conceptual and numerical business analytics framework rather than a
new low-level federated learning algorithm. The research design follows a scenario-comparison
approach. Five analytics architectures are evaluated under a common operating setting for an urban
mobility platform. Each architecture is assessed using a set of business and risk indicators:
prediction utility, privacy exposure, communication cost, expected regulatory loss, customer trust,
and risk-adjusted operating value. The numerical values are simulated for analytical illustration and
calibrated to typical patterns discussed in mobility analytics and federated learning research,
including heterogeneous clients, privacy-utility trade-offs, and communication constraints. This
article therefore treats privacy controls as part of the operating architecture, not as a peripheral
compliance add-on (Grover et al., 2018). The need for a balanced privacy-utility view is reinforced
by federated learning studies that treat heterogeneity and deployment constraints as core design
issues (Yuan et al., 2010).

The platform environment is defined broadly. It includes ride-hailing, on-demand delivery,
urban courier services, and shared-mobility operations. Each service line uses location data, but
each line has different value mechanisms and different privacy risks. The framework assumes that
the platform must continuously update operational models for ETA prediction, demand forecasting,
route planning, and service-level risk detection. It also assumes that raw mobility traces are
sensitive, and that centralized storage increases exposure to data misuse, breach costs, and
regulatory scrutiny. These assumptions reflect the practical environment faced by many data-
intensive platform businesses. Evidence from intelligent systems research also suggests that
algorithmic capability must be interpreted together with institutional and technological context (Wu
et al.,, 2025). Platform governance research similarly indicates that value is created through
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ecosystem-level coordination rather than isolated technical optimization (Lu and Zheng, 2020).

Table 1. Risk-Utility Constructs for Platform Mobility Analytics
Platform decision

Construct Operational meaning Expected business value
supported
Accuracy and stability of Fleet balancing, surge . . A
Prediction utility ETA, demand, and dispatch moderation, courier Higher service reh_ablhty and
. lower idle time
models allocation
Probability and cost of . ..
Privacy exposure inferring individual location Privacy budget, local training  Lower regulatory and

. ta retention poli reputational 1
traces from analytics outputs scope, data retention policy cputationat foss

Bandwidth and round-time ~ Compression level, update

L . . . ..~ Lower infrastructure cost and
Communication efficiency  required to train or update frequency, edge participation

faster model refresh

distributed models rules
. . Loss from poor n?at.chlng, Alert thresholds, manual Fewer SLA breaches and
Operational risk wrong route prediction, or

. review, escalation paths better customer retention
stale demand signals

Stakeholder willingness to
Trust capital share data under credible without raw-data
safeguards centralization

Table 1 summarizes the constructions used in the framework. The table is intentionally
managerial rather than purely technical. It connects data science design choices with operational
decisions, such as whether to refresh a model more frequently, adjust privacy budgets, compress

. Greater data coverage
Consent design, partner &

transparency, audit reporting

updates, or invest in auditability. This structure is important because platform managers rarely
evaluate analytics architectures using one metric. A realistic decision requires trade-offs among
service quality, privacy, cost, and trust.

The canvas emphasizes that governance does not sit outside analytics. Privacy budgets, secure
aggregation, audit logs, and stakeholder communication shape the data coverage available to the
platform. Better governance can increase willingness to participate, which may improve model
quality even when direct access to raw traces is reduced. This is the central business logic behind
federated mobility analytics: the platform may sacrifice a small amount of short-term modeling
convenience while gaining lower exposure, higher trust, and more sustainable data access.

3.1 Scenario Construction and Numerical Design

The empirical component of this article uses numerical scenario analysis. The purpose is not
to report a proprietary field experiment but to demonstrate how platform managers can compare
analytics architectures under a consistent risk-utility lens. The analysis begins with a centralized
raw-data baseline, adds a local-only alternative, and then evaluates three federated designs with
increasing governance strength. The metric values are presented as standardized indices from 0 to
100. Higher values indicate better prediction utility, stronger trust, or higher risk-adjusted operating
value, but higher values of privacy exposure and communication cost indicate worse outcomes.
This perspective is consistent with research showing that privacy has measurable economic
consequences for digital service design (Abadi et al., 2016). This article therefore treats privacy
controls as part of the operating architecture, not as a peripheral compliance add-on (Giinther et al.,
2017).

Table 2. Scenario Design for Analytics Architecture Comparison

Analytics utility
assumption
SO Centralized raw- Raw traces pooled ina Access control only  High short-run utility High breach, consent,

Scenario Learning design Privacy control Main business risk
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data analytics platform data lake and compliance
exposure
S1 Local-only Each node estimates Data remains fully Low cross-region Fragme_nted d_ecmons
. local demand o and inconsistent
analytics . local generalization . .
independently service quality
S2 Basic federated Client updates . High utility under ~ Gradient leakage and
. Raw data remains local . . .
learning aggregated centrally moderate heterogeneity uneven client quality
S3 Differentially  Federated updates with  Privacy budget and ~ Moderate utility with Utility loss when noise
private FL calibrated noise clipping rules stronger privacy is over-calibrated
Federated learning
with privacy, secure DI.)’ seeure S . Residual cost of
S4 Governed FedRU ; aggregation, audit logs, High risk-adjusted
aggregation, - governance and model
framework . and governance utility o
compression, and value monitoring
sates dashboard

Table 2 shows that the scenarios differ not only in technical privacy controls but also in
managerial accountability. Basic federated learning prevents raw trace pooling, but it does not
necessarily provide strong protection against gradient leakage or weak partner governance.
Differentially private federated learning reduces exposure, but excessive noise may reduce
operational utility. The governed FedRU scenario combines technical safeguards with value gates
that prevent the platform from treating accuracy as the only success criterion.

4. Results and Data Analysis

4.1 Comparative Analytics Architecture Outcomes

The scenario analysis indicates that centralized raw-data analytics has strong prediction utility
but weak risk-adjusted performance. Centralized analytics reaches a prediction utility index of 91.5,
which is the highest value among all scenarios. Yet its privacy exposure index is 92.0, and its
expected regulatory loss index is 44.0. This means that centralized analytics creates a large amount
of operating knowledge at the cost of concentrating sensitive traces. For a platform facing strict
privacy regulation, competitive scrutiny, or reputational vulnerability, this concentration of raw
mobility data becomes a major business liability. The technical premise also follows the broader
movement toward distributed and privacy-aware learning architectures (Goldfarb and Tucker,
2019). Evidence from intelligent systems research also suggests that algorithmic capability must
be interpreted together with institutional and technological context (Lu and Ning, 2020).

The local-only scenario minimizes privacy exposure, but it produces weak cross-region
learning. Its prediction utility index is 78.2, and its risk-adjusted operating value is only 66.5. This
outcome is intuitive: when each node learns independently, the platform loses the benefit of cross-
district, cross-merchant, and cross-fleet patterns. A courier depot may understand its own local
delivery rhythms, but it cannot learn from similar demand shocks in other districts. A ride-hailing
submarket may estimate pickup delay in its own zone, but it cannot borrow statistical strength from
comparable zones. Local-only learning therefore protects privacy but limits the network-level
intelligence that platforms need. For platform operators, analytics value depends on whether data-
driven decisions improve operational performance rather than only model accuracy (Zheng, 2015).
This perspective is consistent with research showing that privacy has measurable economic
consequences for digital service design (Huang and Rust, 2021).

Basic federated learning improves the balance. It reaches a prediction utility index of 89.7 and
a risk-adjusted operating value of 83.8. This shows that distributed learning can preserve much of
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the value of centralized analytics while avoiding raw trace pooling. However, the privacy exposure
index remains 36.0, which is lower than centralization but not negligible. The exposure comes from
model updates, gradient patterns, rare-feature leakage, and uneven client participation. For a
mobility platform with sensitive trajectories, basic federated learning should be considered a useful
starting point but not a complete governance solution. Related work on information systems and
digital finance further shows that data infrastructures reshape market coordination and risk
assessment (Chen et al., 2024). The technical premise also follows the broader movement toward
distributed and privacy-aware learning architectures (Zheng and Lu, 2022).

Table 3. Scenario Results for Risk-Adjusted Platform Analytics

Metric S0 Centralized S1 Local only S2 Basic FL S3 DP-FL S4 l?e (g/lggled
Prediction utility 91.5 78.2 89.7 87.8 89.1
index
Privacy exposure 92.0 18.0 36.0 24.0 15.0
index
Communication 68.0 22.0 54.0 56.0 39.0
cost index
Expected
regulatory loss 44.0 9.0 19.0 12.0 7.0
index
Customer trust 52.0 74.0 68.0 79.0 86.0
index
Risk-adjusted 79.2 66.5 83.8 81.4 88.7

operating value
Table 3 shows the central finding of the analysis. The governed FedRU architecture produces

the highest risk-adjusted operating value, even though it does not produce the highest prediction
utility. Its prediction utility index is 89.1, below the centralized score of 91.5, but its privacy
exposure index is only 15.0, and its customer trust index is 86.0. The platform therefore gains a
more sustainable form of value. It keeps enough predictive power to support dispatch, routing, and
demand sensing while reducing the downside risks associated with raw trace centralization.

Figure 1 visualizes this result by comparing prediction utility, privacy exposure, and risk-

adjusted value. The figure makes the trade-off visible. Centralized analytics is strong on utility but
weak on exposure. Local-only analytics is strong on exposure but weak on utility. The governed
FedRU design is not extreme on any single dimension; instead, it is the best joint design. This
matters for business analytics because platform value depends on multiple stakeholders. Customers
care about convenience and privacy. Workers care about fair allocation and surveillance boundaries.
Partners care about data leakage and commercial confidentiality. Regulators care about necessity,
proportionality, and accountability.
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Figure 1. Scenario comparison of prediction utility, privacy exposure, and risk-adjusted
operating value.

The scenario comparison also reveals that communication cost cannot be ignored. Basic
federated learning has a communication cost index of 54.0, reflecting the cost of repeated model-
update exchange. Differentially private federated learning raises this cost slightly to 56.0 because
privacy control may require additional coordination, clipping, accounting, and monitoring. The
governed FedRU design reduces the cost index to 39.0 by incorporating compression and
asynchronous participation. In business terms, communication efficiency is not just an engineering
metric; it affects model refresh frequency, infrastructure budget, and the speed with which
operational teams can respond to changing urban conditions. The need for a balanced privacy-
utility view is reinforced by federated learning studies that treat heterogeneity and deployment
constraints as core design issues (Ivanov and Dolgui, 2021). For platform operators, analytics value
depends on whether data-driven decisions improve operational performance rather than only model
accuracy (Rieke et al., 2020).

4.2 Privacy-Utility Balance

A second analysis examines privacy-budget settings and their implications for business value.
In federated learning with differential privacy, a stricter privacy budget usually reduces exposure
but can also reduce utility when noise obscures useful signals. A looser privacy budget can improve
prediction performance but may increase privacy risk. The platform must therefore identify a
governance threshold where the marginal gain in utility no longer justifies the marginal increase in
privacy exposure. This is a business governance problem because the threshold depends on
regulatory context, stakeholder expectations, and the financial value of improved prediction.
Platform governance research similarly indicates that value is created through ecosystem-level
coordination rather than isolated technical optimization (Lim et al., 2020). Related work on
information systems and digital finance further shows that data infrastructures reshape market
coordination and risk assessment (Lu et al., 2020).
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Figure 2 shows that model utility rises as the privacy budget becomes looser, but the increase

flattens after a moderate level. Privacy-risk exposure, by contrast, rises steadily. Net business value
peaks near the governance threshold used in the analysis. This result supports a pragmatic privacy
strategy. The platform should not adopt the strictest possible setting automatically, because overly
strict privacy controls may damage service reliability. It also should not adopt the loosest possible
setting simply to maximize accuracy, because the incremental operating gain may be outweighed
by privacy risk and trust loss. The right setting is the one that produces the strongest net value under
governance constraints.
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Figure 2. Privacy-utility sensitivity analysis for federated mobility analytics.

The implication for platform operations is direct. Privacy settings should be monitored
alongside dispatch performance, delivery delay, customer complaints, and data participation rates.
When model utility falls below a governance threshold, the platform should first inspect whether
excessive noise, overly narrow client participation, or poor segmentation is responsible. When
privacy exposure rises above a threshold, the platform should reduce the privacy budget, increase
clipping, remove sensitive features, or apply stricter aggregation. A privacy-preserving analytics
system is therefore not a one-time deployment. It is an adaptive operating capability. This article
therefore treats privacy controls as part of the operating architecture, not as a peripheral compliance
add-on (Rysman, 2009). The need for a balanced privacy-utility view is reinforced by federated
learning studies that treat heterogeneity and deployment constraints as core design issues (Melis et
al., 2019).

4.3 Service-Line Analysis

The business value of privacy-preserving mobility analytics also varies across service lines.
Ride-hailing platforms benefit most from improved ETA prediction, real-time supply balancing,
and pickup matching. On-demand delivery platforms benefit from merchant waiting-time
prediction, drop-off reliability, and courier allocation. Urban courier platforms benefit from depot-
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level route density and enterprise service reliability. Shared-mobility platforms benefit from vehicle
rebalancing and station-level demand forecasts. Each service line has a different privacy-sensitive
element, which means that the same federated architecture may require different data governance
rules across operations. Evidence from intelligent systems research also suggests that algorithmic
capability must be interpreted together with institutional and technological context (Zhang and Lu,
2021). Platform governance research similarly indicates that value is created through ecosystem-
level coordination rather than isolated technical optimization (Ye and Lu, 2022).

Table 4. Service-Line Value Mechanisms for Privacy-Preserving Mobility Analytics

ey T Dominant mobility  Primary operating Privacy-sensitive FedRU value
Service line "
data value element mechanism
Driver location, Lower pickup delay Neighborhood-level
. . . . Home-work pattern . )
Ride-hailing passenger pickup, ETA  and better driver . . matching without raw
. P and night mobility .
history utilization trace pooling
Courier movement, Shorter delivery Customer residence, Federated demand
On-demand delivery  merchant wait time, =~ windows and fewer workplace, and learning across
drop-off density failed drops purchase thythm  merchants and districts
Higher route densit Enterprise client Secure aggregation
. Parcel route, depot & u Y P! ure aggreg
Urban courier platform and lower re-routing locations and among depots and
status, traffic encounter :
cost contractual volumes carrier partners

Vehicle availability, . . . Risk-aware rebalancing
. . . Improved rebalancing  Station habits and .
Shared mobility parking station flow, without user-level trace
. . and fewer stockouts commuter cycles
trip completion exposure

Table 4 highlights the importance of aligning analytics governance with operating context. For
ride-hailing, home-work movement regularity is a sensitive feature, so model inputs should be
aggregated, clipped, or locally transformed before update sharing. For delivery, customer residence
and purchase rhythm create privacy sensitivity, especially when food, medicine, or late-night orders
are involved. For urban courier platforms, enterprise client locations and delivery volumes may
reveal commercial information. For shared mobility, commuter cycles and station habits may
expose individual routines. A platform-wide federated architecture should therefore include
service-specific feature policies rather than a single generic privacy policy.

5. Discussion

5.1 Why Risk-Adjusted Value Exceeds Accuracy as a Business Metric

The most important managerial lesson is that accuracy is not a sufficient measure of platform
analytics value. Centralized raw-data analytics produces the strongest prediction utility in the
scenario analysis, but it does not produce the strongest business value. This result is not paradoxical.
Accuracy is a local property of a model, while business value is a system property of an operating
organization. The system includes customers, workers, merchants, regulators, cloud infrastructure,
security teams, and public trust. A model that performs well in isolation can become less valuable
once the cost of privacy exposure, breach prevention, litigation, regulatory response, and
stakeholder resistance is included. This perspective is consistent with research showing that privacy
has measurable economic consequences for digital service design (Nguyen et al., 2021). This article
therefore treats privacy controls as part of the operating architecture, not as a peripheral compliance
add-on (Martin, 2015).

The FedRU framework reframes privacy-preserving analytics as a value engineering problem.
Privacy controls are not simply constraints that reduce model utility. In some contexts, they protect
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the conditions under which data-driven operations remain legitimate and scalable. If strong privacy
safeguards reduce opt-outs and increase partner willingness to participate, the platform may
eventually have broader and more representative data coverage than a platform that uses aggressive
centralized data collection. This possibility is especially relevant in urban mobility, where local
governments, unions, enterprise clients, and privacy advocates may influence data access
arrangements. The technical premise also follows the broader movement toward distributed and
privacy-aware learning architectures (Gonzalez et al., 2008). Evidence from intelligent systems
research also suggests that algorithmic capability must be interpreted together with institutional
and technological context (Lu et al., 2023).

5.2 Business Value Decomposition

The business value of the governed federated design comes from several sources. The first is
direct operational value: better demand forecasts, more accurate ETA predictions, fewer failed
deliveries, and improved asset utilization. The second is risk reduction: lower probability that
sensitive traces are misused, breached, or inferred from analytics outputs. The third is
communication efficiency: compression and asynchronous updates lower infrastructure cost and
make model refreshes more feasible. The fourth is trust capital: a platform that can explain how it
learns from mobility data without centralizing raw traces may reduce customer resistance and
partner data withholding. The fifth is compliance readiness: audit logs, privacy budgets, and access
controls support regulatory communication and internal accountability. For platform operators,
analytics value depends on whether data-driven decisions improve operational performance rather
than only model accuracy (Dubey et al., 2019). This perspective is consistent with research showing
that privacy has measurable economic consequences for digital service design (Kaissis et al., 2020).

Figure 3 presents this logic as a waterfall analysis. The baseline analytics value begins at 100.

Privacy controls impose an initial cost because the platform loses some convenience and must
manage additional governance overhead. However, lower data risk, communication compression,
trust and retention effects, and audit benefits jointly produce a higher net value. The specific
numbers are illustrative, but the mechanism is general. Platforms should not assume that privacy
safeguards only reduce value. Well-designed safeguards may increase net value by reducing risk
and increasing participation.
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Figure 3. Business value waterfall for governed federated mobility analytics.

The waterfall also clarifies why governance should be evaluated with data. If privacy controls
are too strict, the initial utility loss may exceed the risk reduction. If controls are too loose, the
privacy exposure may erase the value generated by better predictions. If communication
compression is too aggressive, model quality may deteriorate. If audit reporting is superficial, it
may not increase trust. The goal is therefore to create a feedback loop in which platform managers
observe both operating performance and governance performance, then adjust technical settings
accordingly. Related work on information systems and digital finance further shows that data
infrastructures reshape market coordination and risk assessment (Lu, 2019a). The technical premise
also follows the broader movement toward distributed and privacy-aware learning architectures
(Lu et al., 2024a).

5.3 Governance Thresholds for Platform Managers

A practical implementation of the FedRU framework requires thresholds. Thresholds translate
abstract risk-utility reasoning into operational rules. Table 5 proposes a dashboard structure that
platform managers can adapt to their own data environment. The threshold categories include
privacy exposure, prediction utility, communication cost, stakeholder trust, and risk-adjusted value.
The purpose is not to replace statistical validation. The purpose is to ensure that model deployment
decisions are not made solely by the data science team or solely by the legal team. They should be
made through a joint operating governance process. The need for a balanced privacy-utility view
is reinforced by federated learning studies that treat heterogeneity and deployment constraints as
core design issues (Hagiu and Wright, 2015). For platform operators, analytics value depends on
whether data-driven decisions improve operational performance rather than only model accuracy
(Truong et al., 2021).

Table 5. Governance Dashboard Thresholds for Federated Platform Operations
Governance threshold Observed signal Recommended platform Business interpretation
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action
. Membership ! nferc;n({e or . Lower privacy budget., The platform is buying utility
Privacy exposure above 25 abnormal gradient similarity  increase clipping, restrict . . y .
. i . with excessive privacy risk
rises high-risk features
ETA and demand forecast Relax excessive noise, Privacy controls are
Prediction utility below 84  error increases across two  increase client participation,  undermining operational
rounds recalibrate segments performance

Infrastructure cost is
reducing the value of
frequent model refresh
Publish audit metrics and Stakeholders do not
simplify consent understand or believe the
explanations privacy design
Review governance balance  Accuracy is not sufficient
rather than model accuracy =~ when compliance and trust
alone costs dominate

Table 5 can be read as a decision guide. When privacy exposure is too high, the response should
focus on privacy mechanisms, feature limits, and aggregation rules. When prediction utility is too
low, the response should examine whether privacy noise is excessive or whether the client
population is not representative. When communication cost is too high, the response should focus
on compression and update scheduling. When trust is too low, the response should focus on consent
design, audit reporting, and stakeholder communication. When risk-adjusted value is low despite

Communication cost above Bandwidth and round latency Apply top-k compression and
50 exceed budget asynchronous participation

Opt-out rate or partner data

Trust index below 75 withholding increases

Combined value score falls

Risk-adjusted value below 80 despite high model accuracy

high accuracy, the platform should recognize that accuracy is not solving the real business problem.

6. Managerial and Theoretical Implications

6.1 Implications for Platform Operations

For platform managers, the first implication is that privacy-preserving mobility analytics
should be treated as an operating capability rather than a compliance add-on. If privacy controls
are added only after a model is built, they are likely to appear as obstacles. If they are designed into
analytics architecture from the beginning, they become part of the value proposition. A platform
can then state that it learns from aggregate mobility patterns while avoiding unnecessary
centralization of raw personal trajectories. This statement has operational relevance because it can
support partner onboarding, public-sector collaboration, and customer trust. Platform governance
research similarly indicates that value is created through ecosystem-level coordination rather than
isolated technical optimization (Aledhari et al., 2020). Related work on information systems and
digital finance further shows that data infrastructures reshape market coordination and risk
assessment (Lu et al., 2024b).

The second implication is that platform analytics teams should use risk-adjusted performance
dashboards. A model deployment review should include prediction performance, communication
burden, privacy exposure, inference-risk tests, client participation, opt-out trends, and customer
complaint signals. The review should be repeated over time because urban conditions change.
Demand shocks, holidays, weather events, road closures, public events, and competitor promotions
may all alter the value-risk balance. A privacy setting that is acceptable in a stable month may
become problematic during a high-demand festival if it degrades dispatch reliability, while a setting
that is acceptable in a pilot may become risky at citywide scale. This article therefore treats privacy
controls as part of the operating architecture, not as a peripheral compliance add-on (Ben-Daya et
al., 2019). The need for a balanced privacy-utility view is reinforced by federated learning studies
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that treat heterogeneity and deployment constraints as core design issues (Huang and Swaminathan,
2009).

The third implication is that service-line heterogeneity requires governance differentiation. A
single privacy budget or update frequency may not fit ride-hailing, food delivery, enterprise courier,
and shared mobility operations simultaneously. B2B courier data may reveal commercial
relationships and contract volumes. Food delivery data may reveal sensitive consumption and
household patterns. Ride-hailing data may expose work schedules and social routines. Shared-
mobility data may reveal commuting habits. A mature platform should create service-line privacy
profiles and connect them to model settings. Evidence from intelligent systems research also
suggests that algorithmic capability must be interpreted together with institutional and
technological context (Lu and Yang, 2024). Platform governance research similarly indicates that
value is created through ecosystem-level coordination rather than isolated technical optimization
(Lu et al., 2024c¢).

6.2 Implications for Business and Data Analytics Research

For business analytics research, this article shows the value of connecting privacy-preserving
machine learning with managerial performance measurement. Federated learning research often
reports accuracy, convergence, communication rounds, and privacy parameters. These metrics are
necessary, but they do not fully explain why a platform should invest in a privacy-preserving
architecture. Business and data analytics research can extend this work by estimating the
relationship between privacy governance and customer participation, between trust and data
coverage, and between privacy incidents and operating cost. These relationships would allow future
studies to calculate risk-adjusted data value more precisely. This perspective is consistent with
research showing that privacy has measurable economic consequences for digital service design
(Culnan and Armstrong, 1999). This article therefore treats privacy controls as part of the operating
architecture, not as a peripheral compliance add-on (Belanger and Crossler, 2011).

The framework also contributes to the literature on digital platforms. Platforms are often
described as data-intensive intermediaries that create value by coordinating multiple sides of a
market. The mobility platform context shows that data intensity has a boundary: too much
centralized raw data can produce liability, not just value. The optimal analytics architecture may
therefore be less centralized than traditional platform economics might imply. Federated learning,
secure aggregation, and privacy-aware governance can be interpreted as institutional mechanisms
that allow platforms to continue coordinating activity without demanding unlimited data
centralization. The technical premise also follows the broader movement toward distributed and
privacy-aware learning architectures (Toorajipour et al., 2021). Evidence from intelligent systems
research also suggests that algorithmic capability must be interpreted together with institutional
and technological context (Kshetri, 2018).

6.3 Robustness Considerations

The numerical analysis is illustrative and should not be interpreted as universal. Different
platforms will face different legal environments, model tasks, customer expectations, and
infrastructure costs. However, the qualitative result is robust across plausible conditions: a privacy-
preserving federated architecture is most valuable when raw-data centralization has high exposure,
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when local-only learning loses too much cross-market signal, and when communication cost can
be managed through compression and asynchronous updates. If a platform operates in a low-risk
environment with minimal privacy sensitivity, centralization may still be economically attractive.
If a platform operates in an environment with extreme privacy constraints and low need for cross-
location learning, local-only analytics may be sufficient. The FedRU framework helps identify
where each condition applies. For platform operators, analytics value depends on whether data-
driven decisions improve operational performance rather than only model accuracy (Shokri and
Shmatikov, 2015). This perspective is consistent with research showing that privacy has
measurable economic consequences for digital service design (Lu, 2021).

Another robustness issue concerns client heterogeneity. Mobility data are highly non-
independent. Downtown drivers, suburban commuters, airport fleets, and bicycle couriers generate
different patterns. A federated model that does not address heterogeneity may underperform even
if it protects privacy. Managers should therefore monitor segment-level utility rather than rely on
aggregate accuracy. A system that improves average ETA prediction but worsens prediction for
low-income neighborhoods, peripheral districts, or small merchants may create fairness and service
quality problems. Personalized federated learning and segment-aware aggregation are important
tools for addressing this risk. Related work on information systems and digital finance further
shows that data infrastructures reshape market coordination and risk assessment (Lu, 2019b). The
technical premise also follows the broader movement toward distributed and privacy-aware
learning architectures (Ivanov, 2020).

7. Limitations and Future Research

This study has several limitations. First, the numerical values are simulated and standardized
to illustrate managerial trade-offs. Future research should apply the framework to real platform data
or public mobility benchmarks with operational labels such as pickup delay, delivery failure, or
route deviation. Second, the framework does not estimate legal penalties or breach costs from
observed incidents. Future work could integrate cyber-risk models and privacy loss accounting with
financial loss distributions. Third, the framework treats stakeholder trust as an index, but trust is
multidimensional. Customers, drivers, merchants, enterprise clients, and regulators may respond
differently to the same privacy-preserving architecture. The need for a balanced privacy-utility
view is reinforced by federated learning studies that treat heterogeneity and deployment constraints
as core design issues (Martin and Murphy, 2017). For platform operators, analytics value depends
on whether data-driven decisions improve operational performance rather than only model
accuracy (Zhang and Lu, 2025).

Future research can extend the framework in several directions. One direction is dynamic
optimization, where privacy budgets and update frequencies adapt to operating conditions. A
second direction is causal evaluation of privacy governance on platform participation, such as
whether clearer privacy assurances increase data-sharing consent or reduce driver opt-outs. A third
direction is cross-platform comparison, where federated learning enables analytics collaboration
among competing mobility platforms or public agencies without direct data pooling. A fourth
direction is the integration of fairness metrics, because privacy-preserving analytics can still
produce unequal service outcomes if the underlying data are biased or unevenly distributed.
Platform governance research similarly indicates that value is created through ecosystem-level
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coordination rather than isolated technical optimization (Rochet and Tirole, 2003). Related work
on information systems and digital finance further shows that data infrastructures reshape market
coordination and risk assessment (McIntyre and Srinivasan, 2017).

8. Conclusion

This article developed a federated risk-utility framework for evaluating the business value of
privacy-preserving mobility analytics in platform operations. The framework responds to a central
tension in platform management: mobility data are valuable because they improve prediction,
dispatch, routing, and service reliability, but they are risky because raw trajectories reveal sensitive
behavioral patterns. The proposed FedRU framework compares centralized analytics, local-only
analytics, basic federated learning, differentially private federated learning, and a governed
federated architecture using a common set of business and risk indicators.

The analysis shows that the highest prediction utility is not necessarily the strongest business
outcome. Centralized raw-data analytics can produce excellent short-run model performance, but
it concentrates privacy exposure and compliance risk. Local-only analytics protects data but
fragments decision-making. Basic federated learning improves the balance but leaves residual
leakage and governance concerns. The governed federated design produces the strongest risk-
adjusted operating value because it combines predictive utility, privacy protection, communication
efficiency, auditability, and stakeholder trust. The conclusion is straightforward: platform
managers should evaluate mobility analytics through risk-adjusted value rather than accuracy alone.

The article also offers practical guidance. Privacy budgets, secure aggregation, communication
compression, client participation, and audit reporting should be monitored as operating variables.
Different service lines require different privacy profiles. Governance thresholds should trigger
technical and managerial responses before privacy risk or utility loss becomes material. In this
sense, privacy-preserving analytics is not a constraint on platform intelligence. It is a strategic
approach to sustaining platform intelligence under conditions of trust, regulation, and urban data
sensitivity.
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