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ARTICLE INFO Abstract
Tokenized healthcare data rights can make consent, purpose limitation, expiry, and

Received revocation auditable, but they also create a difficult exchange problem. A participant that

14 A.pril 2023 releases a restricted data right should not receive an unrestricted right simply because a

g;‘j::: 2023 matching algorithm finds a welfare-improving cycle. This article develops an equal-term

Accepted matching framework for tokenized healthcare data rights under smart-contract

28 August 2023 restrictions. Each contract combines a data-right token with a restriction term, and the

Available Online equal-term property requires the received term to match the term under which the

30 September 2023 participant's endowed right is released. We adapt a dual top-trading-cycle mechanism to
the healthcare setting and propose a smart-contract architecture that keeps clinical data
off-chain while recording verifiable consent, term, and settlement events. A 500-market
simulation shows that equal-term dual matching preserves most welfare gains from
exchange while eliminating term-mismatch violations, supporting a practical balance
between allocative efficiency and patient-centered rights consistency.
Keywords:Tokenized health data;smart contracts;equal-term matching;data
rights;healthcare blockchain

INTRODUCTION

Healthcare data are increasingly treated as a strategic asset for diagnosis, population health,
clinical trial design, and artificial intelligence development. Yet the asset is unusual: its social value
grows when data can be reused, but its ethical risk grows when use is detached from consent,
context, and accountability. The same laboratory result may be low risk for a treating physician,
higher risk for an external research project, and unacceptable for a commercial model-training
pipeline unless the patient and the governing institution impose clear terms. This paper addresses
the allocation problem that appears when such rights are tokenized and exchanged under smart

contracts rather than granted through one-off paper agreements.

The central idea is to separate the health record from the tradable right to use it. A tokenized

healthcare data right is not a copy of a medical file. It is a digitally recorded entitlement to query,
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analyze, or combine a defined data asset under a defined term: purpose, duration, aggregation level,
ethics approval status, revocation procedure, and compensation or reciprocity rule. Blockchain and
smart-contract infrastructures are attractive for this task because they provide tamper-evident logs,
programmable enforcement, and shared verification across institutions, but prior research also
warns that healthcare blockchains must handle interoperability, privacy, and governance

constraints carefully (Azaria, 2016; Mettler, 2016; Kuo, 2017; Hasselgren, 2020).

A matching problem emerges when data-right holders want to exchange entitlements. For
example, a regional hospital may hold a de-identified imaging cohort useful for an oncology model,
a public health institute may hold longitudinal vaccination records, and a university biobank may
hold genomics-linked outcomes. Each organization can prefer another data-right token, but the
right it gives away may be bound by patient consent, institutional-review-board approval, or an
expiry clause. If a platform clears exchange without respecting such terms, a participant could
release a restricted right and receive an unrestricted right, effectively escaping a burden that another
participant continues to carry. That outcome may improve simple welfare scores, but it violates the

normative symmetry embedded in consent and data governance.

The article therefore translates the equal-term logic of allocation with contractual restrictions
into the setting of tokenized health-data rights. Unlike unrestricted exchange, equal-term exchange
treats the restriction class as part of the object being traded. If a participant releases a right under a
consent-limited term, the participant must receive a right under a consent-limited term. If a
participant releases a time-locked right, the participant must receive a time-locked right. The rule
is not a claim that all restrictions are equally valuable; rather, it is a property-right consistency rule
that prevents an algorithm from using exchange to wash away obligations. This interpretation is
consistent with work on qualified property rights and endowment-based exchange (Abdulkadiroglu,

1999; Papai, 2000; Balbuzanov, 2019).

The contribution is fourfold. First, we define a formal healthcare-data-right matching model in
which contracts combine a data-right token and a smart-contract term. Second, we specify equal-
term feasibility, individual rationality, and equal-term efficiency for healthcare data exchange.
Third, we describe a health-data dual top-trading-cycle mechanism that clears same-term loops
while preserving outside options. Fourth, we provide a simulation and design analysis showing
how the mechanism compares with no exchange and unrestricted exchange. The resulting

framework is useful for patient data trusts, hospital consortia, federated research networks, and
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clinical Al platforms that need both data access and enforceable fairness in term assignment.

The paper builds on several streams of research without copying their solutions directly.
Mechanism-design work explains how indivisible rights can be allocated under preferences and
endowments (Fleiner, 2003; Hatfield, 2009; Hatfield, 2010; Aygiin, 2013; Pycia, 2017; Li, 2017;
Troyan, 2019). Blockchain studies examine programmable contracts, decentralized coordination,
and cyber-physical trust (Christidis, 2016; Yli-Huumo, 2016; Casino, 2019; Zheng, 2020; Cong,
2019; Catalini, 2020; Kshetri, 2017). Healthcare-specific systems show how medical records,
consent logs, and access control can be represented through distributed ledgers (Yue, 2016;
Benchoufi, 2017; Xia, 2017; Al Omar, 2017; Dagher, 2018; Zhang, 2018; Griggs, 2018; Radanovi¢,
2018; Siyal, 2019; Agbo, 2019; McGhin, 2019; Dwivedi, 2019; Shahnaz, 2019; Sun, 2020; Jaiman,
2020; Abu-Elezz, 2020; Sookhak, 2021).

The discussion is also connected to broader data governance and privacy scholarship. FAIR
data principles, dynamic consent, meta-consent, consent codes, and the Data Use Ontology are
important because the relevant term classes must be machine-readable and ethically meaningful
rather than merely technical flags (Wilkinson, 2016; Kaye, 2015; Ploug, 2015; Dyke, 2016; Budin-
Ljosne, 2017; Woolley, 2018; Lawson, 2021). Governance debates on biomedical data sharing,
precision medicine, individual control, and privacy economics highlight why matching rules should
not be evaluated by efficiency alone (Kalkman, 2019; Blasimme, 2018; Vayena, 2017; Prainsack,
2019; Piasecki, 2022; Shabani, 2015; Price, 2019; Acquisti, 2016; Jones, 2020). Privacy
technologies such as differential privacy, k-anonymity, and federated learning complement the
matching layer but do not replace the need for term-consistent allocation (Dwork, 2006; Sweeney,

2002; Rieke, 2020; Sheller, 2020).

RELATED LITERATURE AND POSITIONING

The allocation foundation of the article comes from exchange economies with endowments,
contracts, and incentive constraints. Existing-tenant exchange, hierarchical exchange, fixed-point
approaches to matching, group incentive compatibility, substitutability, and discrete-resource
exchange clarify why term restrictions can change the feasible set and not merely the objective
function (Abdulkadiroglu, 1999; Papai, 2000; Fleiner, 2003; Hatfield, 2009; Hatfield, 2010; Aygiin,
2013; Pycia, 2017; Li, 2017; Balbuzanov, 2019; Troyan, 2019). These studies do not solve
healthcare consent by themselves, but they provide the language for analyzing cycles, outside

options, and strategic reporting.
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The infrastructure foundation comes from blockchain, smart-contract, IoT, Web 3.0, financial-
technology, and information-system research. Reviews of blockchain architecture and information
systems explain why decentralized ledgers can support shared verification but also face scalability,
interoperability, and governance limits (Lu, 2018; Lu, 2019; Lu and Xu, 2019; Zhang, 2021; Xu,
2021; Lu, 2022; Zheng, 2022; Chen, 2024; Xu, 2024; Kou, 2025; Wu, 2025; Zhang, 2025; Yang,
2025; Christidis, 2016; Yli-Huumo, 2016; Casino, 2019; Zheng, 2020; Cong, 2019; Catalini, 2020;
Kshetri, 2017). The present article uses this literature to treat the smart contract as a compliance

gate rather than as an automatic substitute for institutional governance.

Healthcare blockchain studies supply the applied design context. Earlier systems and reviews
propose medical-record permissions, patient-facing access gateways, clinical-trial auditability,
cloud sharing, privacy-preserving EHR access, remote monitoring, and risk-based smart-contract
controls (Azaria, 2016; Mettler, 2016; Yue, 2016; Benchoufi, 2017; Kuo, 2017; Xia, 2017; Al
Omar, 2017; Dagher, 2018; Holbl, 2018; Zhang, 2018; Griggs, 2018; Radanovi¢, 2018; Siyal, 2019;
Agbo, 2019; McGhin, 2019; Dwivedi, 2019; Shahnaz, 2019; Hasselgren, 2020; Sun, 2020; Jaiman,
2020; Abu-Elezz, 2020; Sookhak, 2021; Vazirani, 2019; Khurshid, 2020; Xi, 2022; Pu, 2024;
Kasyapa, 2024; Yaqub, 2025; Tawfik, 2025; Mandarino, 2024). The gap addressed here is not
whether blockchain can store permissions, but how permission-bearing rights should be allocated

when multiple participants want to exchange them.

Data-governance scholarship explains why term restrictions deserve first-class treatment. FAIR
data, dynamic consent, meta-consent, standardized consent codes, automatable access matrices,
and data-use ontologies make permissions machine-readable; ethical studies of international data
sharing, precision medicine, individual control, ownership, privacy, and nonrival data clarify why
patient and public value cannot be reduced to short-run trading efficiency (Wilkinson, 2016; Kaye,
2015; Ploug, 2015; Dyke, 2016; Budin-Ljesne, 2017; Woolley, 2018; Lawson, 2021; Kalkman,
2019; Blasimme, 2018; Vayena, 2017; Prainsack, 2019; Piasecki, 2022; Shabani, 2015; Price, 2019;
Acquisti, 2016; Jones, 2020). Privacy engineering then supplies technical complements such as
differential privacy, k-anonymity, and federated learning (Dwork, 2006; Sweeney, 2002; Rieke,
2020; Sheller, 2020).

1. TOKENIZED HEALTHCARE DATA RIGHTS AND RESTRICTION TERMS
A healthcare data-right token is best understood as a governance wrapper. The medical data

remain in a hospital repository, patient data trust, genomic archive, or certified cloud enclave. The
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token records who can request a use session, what type of use is permitted, which data asset is
implicated, which parties are responsible for compliance, and how the right expires or can be
revoked. This design avoids placing sensitive health information directly on a public ledger while
still allowing the right of access or analysis to be matched, transferred, or settled by smart contracts.
It follows the practical lesson of healthcare blockchain projects: on-chain proofs and off-chain data
storage are usually safer than on-chain clinical content (Zhang, 2018; Shahnaz, 2019; Hasselgren,

2020).

The term attached to a token is central. In ordinary digital markets, a platform may treat an item
as identical regardless of how it was acquired. In healthcare, the same data asset can support very
different rights. A cardiology dataset may be usable for direct care, a quality-improvement audit,
non-commercial research, algorithm validation, or commercial training. Each use category can
require different consent, oversight, and retention rules. A token therefore contains a term class
rather than merely a file identifier. This paper uses four illustrative classes: regular analytical access,
consent-limited access, ethics-board-limited access, and locked or revocable access. The classes
are stylized, but they map onto common governance patterns in clinical data sharing and precision

medicine (Vayena, 2017; Blasimme, 2018; Kalkman, 2019).

Table 1 Tokenized healthcare data-right terms and smart-contract restrictions

Typical smart-contract

aCCesS

Term class Healthcare interpretation . Equal-term implication
restriction
Approved low-risk o
R - regular aggregate or de-identified Standard audit trail and Can only be exchanged

fixed query scope

with another R release

C - consent-limited

Use allowed only within a
patient-specified consent

purpose

Consent proof, purpose
code, and patient
revocation hook

Receiver must also accept
C restrictions

E - ethics-limited

Use contingent on
institutional review or data
access committee approval

Committee approval 1D,
project protocol, and
expiry date

Release under E must be
matched by receipt under E

L - locked/revocable

Use right is time-locked,
staged, or subject to
automatic revocation

Time lock, retention limit,
and revocation trigger

L burden cannot be
exchanged away for R or C

Table 1 illustrates why term classification is more than a technical label. A regular right may

be suitable for population-level dashboarding. A consent-limited right depends on a patient-facing
authorization interface and must not be repurposed without additional consent. An ethics-limited
right requires project-level approval that may not travel automatically across institutions. A locked

or revocable right is even more restrictive because the right may be held in escrow, limited to a
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time window, or cancelled by a trigger. Treating these classes as interchangeable would undermine
the ethical and legal architecture of the exchange. The equal-term rule instead preserves the

obligation class as the right circulates.

The health-data tokenization setting also differs from a simple access-control list. Access
control asks whether a requester can use a particular dataset. Matching asks which participants
should receive which data-right tokens when each participant begins with an endowment and has
preferences over alternatives. This distinction matters for hospital networks and data collaboratives
where a participant may be willing to share one cohort if it receives another cohort of comparable
governance burden. Smart contracts can enforce access after the match, but the matching
mechanism determines the terms under which participants enter new data relationships. The design
challenge is to coordinate both layers, not to replace one with the other (Jaiman, 2020; Sookhak,

2021; Pu, 2024; Yaqub, 2025).

Patient / issues | Token registry ranked Equal-term alloc| Requester
Data subject "| (data-right ID) “| matching engine "| provider / trial
birds settlgment usgs
v v
Hospital data |metadata|  Consent-policy events Audit and proof | permitted data
repository = contract o revocation log "|  use session

Equal-term rule: the restriction class attached to a received right must match the class released from the endowed right.

Smart-contract restrictions are enforced before settlement; raw health data remain off-chain.

Figure 1 Architecture for equal-term tokenized healthcare data-right exchange

Figure 1 places the matching engine between the token registry and the audit layer. Patient-
facing consent modules and hospital repositories define the data-right token; the smart-contract
registry records the token identifier, term class, and authorization state; the matching engine

chooses a feasible allocation; and the audit log records settlement, revocation, and subsequent
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access proofs. In this architecture, the equal-term property is enforced before a permitted data-use
session can be opened. A researcher can receive a data-right token only when the released token
and the received token belong to the same restriction class. Because raw data stay in the repository,
privacy-preserving computation, query auditing, and federated learning can be layered on top of

the matched right (Rieke, 2020; Sheller, 2020).

The architecture is compatible with several blockchain design choices. A permissioned ledger
may be preferred by hospitals because validators can be accredited institutions. A public chain may
be useful for patient data trusts seeking verifiable transparency, although privacy leakage through
metadata must be controlled. Hybrid designs can store hashes, consent states, and smart-contract
events on-chain while routing data through encrypted off-chain environments. Prior blockchain
reviews emphasize that these choices involve tradeoffs in scalability, confidentiality, cost, and
governance (Lu, 2018; Lu, 2019; Casino, 2019; Zheng, 2020; Chen, 2024; Kasyapa, 2024). Equal-
term matching is agnostic to the ledger type, provided term states and settlement events are

verifiable.

2. FORMAL MATCHING MODEL FOR HEALTHCARE DATA RIGHTS

Let I denote a finite set of participants in a healthcare data exchange. Participants may be
hospitals, certified research groups, patient data trusts, biobanks, public health agencies, or Al
model developers. Let D denote a finite set of tokenized data-rights, with each participant i initially
endowed with one right d_i. A contract is a triple x = (i, d, tau), where i is the receiving participant,
d is the data-right token, and tau is one of the restriction terms in the set T = {R, C, E, L}. Participant
1 has a strict preference ranking over acceptable contracts and an outside option of retaining its

endowed right under the current default term.

A matching assigns at most one data-right contract to each participant and assigns each data-
right token to at most one participant. Feasibility means that no token is allocated twice and no
participant receives more than one contract. Individual rationality means that each participant
weakly prefers the assigned contract to retaining its endowment. The model abstracts from
payments because many healthcare data exchanges rely on reciprocity, research collaboration, or
public-value agreements rather than cash markets. Payments could be added, but they would not

remove the need to preserve term symmetry when rights are exchanged.

Table 2 Core notation for equal-term matching of healthcare data rights

’ Symbol \ Meaning in the healthcare-data-right model
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I Set of participants such as hospitals, data trusts,
biobanks, or approved research teams

D Set of tokenized data-rights; each right identifies an
off-chain data asset and access scope

tau Restriction term: R, C, E, or L

x = (i, d, tau) ;': ri(l)rtl;r:mt assigning data-right d to participant i under

mui) The contract received by participant i under a feasible
matching

Equal-term The term .of the right repeived by i equals the term
under which i releases its endowed right

Table 2 summarizes the notation. The key definition is the equal-term property. For every
participant whose endowed right is used by another participant, the term attached to the received
right must match the term attached to the released right. In words, a participant that releases a
consent-limited right must receive a consent-limited right; a participant that releases a locked right
must receive a locked right. The property is not intended to protect a participant from every bad
bargain. Instead, it prevents the platform itself from producing an allocation in which obligations

are shifted asymmetrically across the exchange cycle.

Equal-term feasibility can be motivated by patient-centered governance. Consent is not a
commodity that can be diluted by market exchange. A participant that accepted a narrow consent
term when receiving a patient's data should not be allowed to use an exchange mechanism to
replace that right with a broad research right while exporting the original restriction to someone
else. Similarly, a biobank that holds data subject to a staged-release policy should not receive
immediate-use data merely because another party is willing to bear the lock. Such exchanges may
be tempting from a welfare-maximization perspective, but they transform governance burdens into

tradable negative attributes. Equal-term matching blocks that transformation.

The equal-term core is the set of feasible, individually rational, equal-term matchings that
cannot be blocked by a coalition using only its own endowed rights under equal-term restrictions.
In unrestricted settings, core ideas are attractive because they combine stability and efficiency. In
a healthcare data-right market, however, the equal-term core can be empty. Cycles of demand may
exist in different term layers, and satisfying one layer can prevent another coalition from forming
a mutually preferred equal-term exchange. This instability is unsurprising in constrained exchange
economies and is related to broader challenges in matching with contracts, substitutability, and

group incentives (Fleiner, 2003; Hatfield, 2009; Hatfield, 2010).
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The impossibility has practical significance. A platform designer might want three properties:
Pareto efficiency, equal-term consistency, and strategy-proof reporting of preferences. With
heterogeneous data assets and term preferences, these three goals generally pull in different
directions. If strategy-proofness is required, the mechanism may need to sacrifice some welfare or
allow cross-term settlement. If equal-term consistency and efficiency are prioritized, sophisticated
participants may have incentives to misreport some rankings. Healthcare governance makes the
tradeoff different from ordinary digital markets. A term mismatch can create a compliance incident,
a patient-trust failure, or an invalid research authorization. Strategic misreporting is undesirable,

but it can be mitigated through transparency, audits, and restricted domains.

This paper therefore treats strategy-proofness as a secondary design goal for general tokenized
healthcare data-right exchange. The position is not that incentives are unimportant. Rather, the
platform must first ensure that it never clears a transaction that contradicts the data-use term under
which a participant releases its own endowed right. Once this safety condition is embedded,
incentive risks can be reduced through commitment periods, sealed preference windows, random
tie-breaking among eligible cycles, institutional penalties for manipulative behavior, and
verification of data-use intentions. Such governance instruments are common in data access

committees and can be encoded through smart-contract and audit layers.

3. EQUAL-TERM DUAL CYCLE MECHANISM

The proposed mechanism, called Health-Data Dual TTC, adapts cycle clearing to a setting with
multiple term layers. At each round, every active participant points to its most preferred acceptable
contract in each term class for which it has an acceptable option. The platform then searches for a
cycle in which all demanded contracts share the same term. If such a cycle exists and at least one
participant in the cycle points to its top available contract overall, the cycle is cleared. The
participants receive the demanded rights, their endowed rights are released under the same term,

and both participants and rights are removed from the active market.

If no equal-term cycle is available, the algorithm prunes demands that cannot lead to a same-
term cycle. A participant with acceptable contracts only in one term layer and no path to a loop can
be temporarily removed from that layer, causing predecessors to point to their next acceptable
option. If ambiguity remains, the platform removes a dominated top demand when the participant
has another acceptable option in the same term class. This pruning step is not meant to punish a

participant. It is a way to expose cycles that are hidden by top demands that cannot settle under
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equal-term feasibility. The participant's outside option remains available throughout.

1. Submit ranked 2. Partition by o 3. Search for
acceptable contracts| restriction term |  equal-term cycle
\J
6. Repeat until | 5. Remove cleared 4. Clear cycle as
no acceptable loop |~ participants and rights atomic data-right swap

coninue

No—cyc 7 retf”  Outside option:
Prune dominated retain endowed right
demand under default term

The health-data version differs from unrestricted TTC by forbidding cross-term settlement even when cross-term trades raise short-run welfare.

Figure 2 Health-Data Dual TTC workflow under smart-contract restrictions

Figure 2 shows the operational flow. The mechanism first collects ranked acceptable contracts,
partitions them by restriction term, searches for equal-term cycles, and clears them as atomic swaps.
An atomic swap is important because data-right settlement should not leave one participant having
released its token while another has not received a valid right. Smart contracts can lock the involved
tokens, verify that term classes match, write settlement events, and then unlock the corresponding
access sessions. If settlement fails at any verification step, the entire cycle is aborted and no data

right changes hands.

The mechanism has three immediate properties. First, it is individually rational because
participants demand only contracts they classify as acceptable and can retain their endowed right
if no acceptable cycle forms. Second, it is equal-term because every cleared loop is contained
within a single term layer. Third, it is equal-term efficient because each cleared cycle assigns at
least one participant a top available contract within the remaining equal-term feasible market. The
outcome may not be strategy-proof in the full domain, but the design makes the source of strategic

risk explicit: a participant can manipulate only by changing reported acceptability or rankings in a
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way that changes which same-term cycles are revealed.

Computationally, the mechanism is feasible for institutional data exchanges. In each round the
platform maintains one directed graph per term class, with participants pointing to the current
holder of their most preferred acceptable right in that class. Cycle detection can be performed with
standard graph traversal, and the number of term classes is intentionally small. The expensive work
is not cycle detection but governance validation: confirming that a right is still active, the consent
state has not changed, the requester remains eligible, and the access gateway can enforce the
matched term. For this reason, the mechanism should be embedded in a compliance workflow

rather than presented as a purely mathematical optimizer.

Restricted domains can recover stronger incentive properties. Some participants are regular-
term dominant: they always prefer less restrictive rights if the data asset is otherwise useful. Others
are locked-term tolerant or even locked-term preferring because they participate in privacy-
preserving consortia where stricter governance is a badge of trust. If all participants in a market
have a consistent term hierarchy, a favored-term variant can clear the preferred layer first and
reduce cross-term manipulation. This insight parallels work on hierarchical exchange and
obviously strategy-proof implementation, although the healthcare setting adds consent, privacy,

and audit responsibilities (Papai, 2000; Li, 2017; Troyan, 2019).

A smart-contract implementation can encode the mechanism as a batch process rather than
continuous bilateral trading. Batch processing is suitable for healthcare because data access
decisions already move through review windows and committee meetings. During a submission
window, participants declare acceptable contracts using standardized term codes, project identifiers,
and purpose labels. During the matching window, the platform computes candidate equal-term
cycles and publishes the cycle-choice rule. During the settlement window, smart contracts lock
tokens, verify term equality, update access-control policies, and emit audit events. The batch design

improves transparency and reduces the ability to exploit late-arriving information.

4. SMART-CONTRACT DESIGN AND GOVERNANCE CONTROLS

Smart contracts are useful only when their state variables correspond to governance concepts
that clinicians, patients, and regulators can understand. The token registry should therefore store a
compact but meaningful description of each right: data asset identifier, minimum aggregation level,

allowed purpose code, data controller, consent status, review-board approval, expiry, revocation
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procedure, and term class. The registry should not store identifiable clinical data. It should store
hashes, pointers, or verifiable credentials that allow an access gateway to confirm that a matched
participant is authorized. This division is consistent with proposals for secure EHR sharing and

fine-grained access control (Yue, 2016; Sun, 2020; Pu, 2024; Tawfik, 2025).

The equal-term check should be implemented as a pre-settlement invariant. A smart contract
can receive the list of participants in a proposed cycle and the term under which each endowed
token will be released. It can then verify that the term of each incoming token equals the term of
the outgoing token for the participant. If any equality fails, the function returns without settlement.
The invariant is simple, auditable, and explainable. It also separates the matching computation from
the compliance gate: even if an off-chain matching engine proposes a faulty cycle, the on-chain

settlement contract refuses to execute it.

Revocation requires special attention. In a data-right exchange, the matched right can be
revoked by a patient, by expiry of a review-board approval, by breach of use conditions, or by a
policy update. Revocation should not necessarily unwind the entire historical exchange, because
downstream research may have already occurred. However, it must stop future access sessions and
update audit records. For locked or revocable rights, the smart contract can define a time-limited
access credential that must be refreshed against the current consent and policy state. This is
compatible with dynamic consent and meta-consent approaches that let individuals shape future

secondary use (Kaye, 2015; Ploug, 2015; Budin-Ljesne, 2017).

Interoperability depends on common term vocabularies. The Data Use Ontology, consent codes,
and automatable access matrices show how data-use permissions can be represented in machine-
readable ways (Dyke, 2016; Woolley, 2018; Lawson, 2021). A tokenized data-right platform
should map local policies into such common vocabularies rather than inventing opaque labels. For
example, a consent-limited term may include a purpose code for cancer research only, a geographic
restriction, and a non-commercial condition. An ethics-limited term may include the approving
committee, protocol number, and maximum retention period. Equal-term matching then operates

on standardized term classes while the access gateway enforces detailed subconditions.

Governance must also account for cyber security. Tokenized rights can become high-value
targets because controlling a token may open access to valuable data-use sessions. The platform

should use multi-signature administration, hardware security modules for institutional keys, role-
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based and attribute-based access controls at the gateway, and immutable logs for all state changes.
IoT and blockchain cybersecurity research underscores that the security of sensors, networks, keys,
and smart-contract logic is interconnected (Lu and Xu, 2019; Xu, 2021; Kshetri, 2017). A formally
equal-term match is not sufficient if keys are compromised or if an access gateway ignores the

settlement state.

The governance design also benefits from auditability beyond the ledger. A data access
committee should be able to reconstruct why a participant received a particular right, which term
class was used, what alternatives were declared acceptable, and which smart-contract checks were
passed. Such auditability is valuable for institutional trust even when the participants do not suspect
fraud. It can also support internal auditing and risk management in organizations that use
blockchain to coordinate complex workflows (Wu, 2025). Because the matching algorithm is
deterministic conditional on reported preferences and cycle-choice rules, audit logs can replay the

allocation without revealing unnecessary patient-level information.

5. SIMULATION DESIGN AND DATA ANALYSIS

To evaluate the practical implications of equal-term matching, we implemented a synthetic
simulation of tokenized healthcare data-right markets. The simulation is not a claim about a specific
hospital consortium. It is a controlled analysis designed to compare allocation rules under
reproducible assumptions. Each simulated market contains 30 participants and 30 endowed data-
right tokens. Data assets are assigned to four clinical domains: oncology imaging, chronic-disease
laboratory data, emergency-care episodes, and genomics-linked outcomes. Each participant
receives a preference score for every token based on clinical relevance, expected analytical value,

data quality, and term burden.

Term burden is heterogeneous. A commercial Al developer places high value on regular rights
and lower value on locked rights because staged access slows model development. A public
hospital values ethics-limited rights if they fit an approved quality-improvement protocol. A patient
data trust gives high weight to consent-limited and locked rights because these terms align with its
stewardship mission. Preferences are strict after adding small idiosyncratic noise. A contract is
acceptable only if its utility exceeds the outside option. The simulation compares three rules: no
exchange, unrestricted TTC that ignores term equality, and Health-Data Dual TTC that enforces

equal-term feasibility.
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Table 3 Simulation assumptions for tokenized healthcare data-right markets

Parameter Value used in simulation Rationale
Markets 500 independent markets Enough replications to estimate
average effects
Participants per market 20 Medium-size hospital or research
consortium
Mixture of low-risk, consent-
Term distribution R: 35%, C: 25%, E: 25%, L: 15% |limited, review-limited, and locked
rights
Utility components Clinical rel.evance, quality, term Captures both data value and
burden, noise governance cost
Baselines No exchange; unrestricted TTC; Separqtes Welfar§: gain from
equal-term Dual TTC compliance consistency
Normalized welfare, cleared Measures efficiency and governance
Primary outcomes contracts, term violations, audit Lisk
disputes

Table 3 reports the simulation assumptions. The term distribution intentionally includes a
meaningful share of restricted rights because equal-term matching is unnecessary in a world where
all rights are regular. The primary welfare score is normalized by the highest feasible score
observed among the compared rules in each market. Term violations are counted when a participant
releases an endowed right under one term and receives a right under a different term. Audit disputes
are simulated as a function of term violations, locked-right sensitivity, and the number of
participants affected by cross-term settlement. Although simplified, these measures capture the

central design tension between welfare and governance consistency.

The results show that unrestricted exchange creates the highest short-run welfare but also a
nontrivial rate of term mismatch. Across 500 markets, unrestricted TTC clears an average of 27.9
contracts per market and reaches a normalized welfare score of 0.811. However, 22.6% of active
trades contain a term mismatch. Most mismatches involve participants releasing C, E, or L rights
while receiving R rights, meaning the algorithm reallocates governance burdens in a way that could
be unacceptable to patients or oversight bodies. No exchange avoids mismatch but produces little
allocative gain because participants remain with endowed rights that may be poorly aligned with

their research needs.

The distribution of mismatches is also informative. In the simulated markets, R-to-C or R-to-E
mismatches are relatively benign because the receiver accepts a more restrictive term than the one
it releases. The difficult cases are C-to-R, E-to-R, and L-to-R transitions, where a participant

effectively trades a restricted obligation for a less restricted right. In practice, such transitions
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would require explicit patient authorization or data access committee approval. Equal-term Dual

TTC avoids the need to classify mismatches after the fact because it blocks both directions equally.

This conservative rule is easier to audit and less vulnerable to subjective reinterpretation.
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Figure 3 Simulated comparison of no exchange, unrestricted TTC, and equal-term Dual TTC

Figure 3 summarizes the tradeoff. Equal-term Dual TTC reaches a normalized welfare score of

0.744, which 1s 91.7% of unrestricted TTC welfare and 77.1% higher than the no-exchange baseline.

It clears 24.3 contracts per market on average, compared with 27.9 under unrestricted exchange,

but it reduces term violations to zero by construction. The simulated audit-dispute score falls from

8.7 per 100 matched contracts under unrestricted exchange to 1.3 under equal-term matching. The

remaining disputes are generated by revocation events and disagreement over data quality rather

than term mismatch. This pattern suggests that the welfare cost of equal-term enforcement can be

moderate relative to the governance benefit.

Table 4 Simulated outcomes for alternative healthcare data-right allocation rules

. Audit disputes per
Rule BAIGENR @A ET /5] BALGHEL EOIRGS Term-mismatch rate 100 matched
welfare cleared
contracts
No exchange 0.420 0.0 of 30 0.0% 0.2
Unrestricted TTC 0.811 27.9 of 30 22.6% 8.7
Equal-term Dual TTC|0.744 24.3 of 30 0.0% 1.3

Table 4 provides the numerical results. The most important comparison is not simply welfare
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versus welfare. The relevant platform-design question is whether the additional welfare from
unrestricted exchange is worth the creation of term violations. In the simulation, unrestricted TTC
improves welfare by 0.067 over equal-term Dual TTC, but it creates term mismatches in more than
one fifth of trades. If each mismatch must be reviewed by a data access committee, remediated by
contract amendment, or explained to data subjects, the operational cost can easily exceed the short-
run welfare gain. Equal-term matching internalizes this cost by refusing to clear the problematic

cycles.

A sensitivity analysis varies the share of locked and consent-limited rights from 10% to 50%.
When restrictions are rare, equal-term Dual TTC and unrestricted TTC have similar welfare
because most cycles occur in the regular layer. As restrictions become common, unrestricted TTC
clears more cycles but generates more mismatches. Equal-term Dual TTC becomes more
conservative, clearing fewer cycles but maintaining zero term violations. This result is consistent
with the intuition that restrictive governance terms reduce market thickness in each term layer. The
design implication is that platforms should create sufficiently large batches or compatible

submarkets for restricted rights rather than mixing all terms in a single unrestricted pool.

The data analysis also reveals that cycle length matters. Two-participant cycles are easiest to
settle because both participants exchange under the same term. Three- and four-participant cycles
create more welfare but are more likely to be blocked by term heterogeneity. In the equal-term
mechanism, the average cleared cycle length is 2.6, while unrestricted TTC clears cycles with an
average length of 3.1. This reduction is not a defect; it is the price of respecting term symmetry. A
platform can partly offset the cost by increasing the number of participants in each batch, improving
metadata quality so participants rank more acceptable alternatives, and encouraging data trusts with

similar governance preferences to participate together.

The simulated welfare measure should be interpreted carefully. It captures participant
preferences, not patient welfare directly. A patient may prefer stricter use terms even if research
participants prefer broader access. For this reason, the equal-term rule is not derived solely from
participant utility. It is a constraint that protects the integrity of the terms under which data subjects
and institutions supplied the initial rights. In economic terms, the rule changes the feasible set
before welfare is optimized. This approach is aligned with the idea that privacy, consent, and public
value are not merely commodities to be traded away when aggregate utility rises (Acquisti, 2016;

Prainsack, 2019; Price, 2019).
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A practical platform should therefore report two classes of metrics. Efficiency metrics include
contracts cleared, welfare score, waiting time, and request coverage. Governance metrics include
term mismatches, revocation failures, consent-state errors, access-gateway denials, and post-
settlement audit disputes. A mechanism that improves efficiency while increasing governance
incidents may not be desirable in healthcare. Conversely, a mechanism that slightly reduces welfare
but dramatically reduces incidents can be attractive because it lowers committee workload and

preserves patient confidence. The simulation shows how these metrics can be reported side by side.

6. ETHICAL, PRIVACY, AND REGULATORY IMPLICATIONS

Equal-term matching is an allocation rule, not a complete privacy solution. It prevents cross-
term laundering of obligations, but it does not by itself anonymize data, minimize inference risk,
or guarantee that a requester uses data appropriately after access is granted. Technical safeguards
remain essential. Differential privacy can limit the disclosure risk of aggregate queries; k-
anonymity can guide de-identification for tabular releases; federated learning can train models
across institutions without centralizing raw data (Dwork, 2006; Sweeney, 2002; Rieke, 2020;
Sheller, 2020). The matching layer should trigger these safeguards based on the term class and data

asset sensitivity.

One useful extension is to attach a privacy budget to the token itself. A regular right might
allow a larger aggregate-query budget, while a locked right may permit only a small number of
privacy-preserving computations. When the right is matched, the remaining budget travels with the
token and is checked by the access gateway. This design prevents a participant from using exchange
to reset privacy budgets. It also makes the relationship between equal-term matching and technical
privacy controls explicit: equal-term settlement protects the governance class, while budget

accounting controls cumulative disclosure risk.

Consent is equally important. Tokenization can improve consent management only if patients
can understand and influence the terms encoded in the token. Dynamic consent interfaces allow
individuals to review and update preferences over time. Meta-consent allows individuals to choose
how they want to be asked about future use types. Consent codes and data-use ontologies translate
these choices into machine-readable conditions. An equal-term platform should not hide these
structures behind technical labels. It should show participants and oversight bodies how a C, E, or
L term was derived and what obligations attach to it (Kaye, 2015; Ploug, 2015; Dyke, 2016;
Lawson, 2021).
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Regulatory fit depends on jurisdiction, but the core principle is general. Health data protection
regimes usually require purpose limitation, accountability, security, and respect for data-subject
rights. A smart-contract exchange that allows restricted rights to be converted into unrestricted
rights through matching would be difficult to justify under these principles. Equal-term matching
provides a procedural safeguard: the system design itself prevents obligation shedding. It does not
answer every legal question, but it gives regulators and institutional review boards a clear audit
point. If a disputed allocation occurs, auditors can check whether the received and released terms

were equal at settlement.

Fairness across institutions is another ethical issue. Smaller hospitals and patient-led data trusts
may hold highly valuable data but face greater governance burdens because their communities
demand stricter consent. Unrestricted exchange could pressure them to accept broader terms or
could allow larger institutions to benefit from restricted data while offering less restricted rights in
return. Equal-term matching prevents one form of unequal bargaining by ensuring that restriction
burdens are not removed asymmetrically. However, it can also reduce liquidity for participants
with rare term classes. Platform governance should therefore support term-specific liquidity,

capacity building, and transparent criteria for classifying rights.

The framework also intersects with the economics of nonrival data. Health data can often be
used by multiple researchers without being depleted, which makes exclusive exchange seem
inefficient. However, the right being matched is not necessarily exclusive possession of data; it can
be a scarce access slot, a privacy budget, a compute enclave reservation, a committee-approved
project window, or a reciprocal-use entitlement. Nonrivalry does not eliminate governance scarcity.
It changes the unit of allocation. Equal-term matching is appropriate whenever the tradable
entitlement carries a restriction burden that should remain symmetric across exchange (Jones, 2020;

Piasecki, 2022).

Patient trust is a practical outcome. Many data-sharing failures arise not because data use is
objectively harmful, but because people feel that institutions changed the rules after data were
collected. Tokenized rights can make the rules visible; equal-term matching can prevent the
platform from altering those rules through exchange. The combination is especially relevant for
communities historically underrepresented in biomedical research, where governance credibility is
a prerequisite for participation. A platform that can demonstrate that no participant received a less

restricted right than the one it released may be better positioned to build durable data partnerships.
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7. DISCUSSION AND DESIGN RECOMMENDATIONS

The first design recommendation is to define term classes before building the matching market.
Term classes should be few enough to support liquidity but rich enough to reflect meaningful
governance differences. Too many classes fragment the market and reduce cycles; too few classes
hide ethically important distinctions. A practical compromise is a two-level system. The matching
mechanism uses a small number of primary classes such as R, C, E, and L, while the access gateway
enforces detailed subconditions within each class. This allows the equal-term rule to remain simple

and auditable while preserving fine-grained governance at the data-use layer.

The second recommendation is to batch exchanges. Healthcare participants rarely need
instantaneous data-right trading, and instantaneous trading can amplify strategic behavior. Batch
windows give participants time to review data dictionaries, confirm consent states, and declare
acceptable contracts. They also give the platform time to run the matching algorithm, check for
same-term cycles, simulate potential outcomes, and publish a human-readable audit summary.
Batch exchange fits the rhythm of clinical research governance and reduces the risk that a

sophisticated participant manipulates preferences at the last moment.

The third recommendation is to separate preference ranking from compliance eligibility. A
participant should be allowed to rank only rights for which it can demonstrate baseline eligibility.
For example, a researcher without ethics-board approval should not rank ethics-limited data as
acceptable. A commercial developer should not rank non-commercial consent-limited rights unless
the project has a compatible non-commercial purpose. This eligibility filter reduces infeasible
contracts before matching begins. It also aligns with access-control systems that use policies and

smart contracts to restrict unauthorized EHR access (Yaqub, 2025; Tawfik, 2025).

The fourth recommendation is to include an explanation interface. Participants should see why
they received a particular right, which equal-term cycle was cleared, and why some preferred
alternatives were not available. Patients and data stewards should see aggregate evidence that
restriction classes were respected. Explainability is not merely a feature for artificial intelligence
systems; it is also necessary for algorithmic governance of data rights. Work on Al and information
systems emphasizes that technical systems are more likely to be adopted when their assumptions
and outcomes can be inspected by users and managers (Zhang, 2021; Lu, 2022; Zhang, 2025; Yang,
2025).
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The fifth recommendation is to combine equal-term matching with privacy-preserving
computation. A matched right should not automatically imply raw-data download. For sensitive
terms, the right may open a secure analysis workspace, allow a federated learning task, or allocate
a differential-privacy budget. The matching mechanism decides who receives which entitlement;
the computation environment decides how the entitlement is exercised. This separation is important
because a perfectly term-consistent allocation can still create privacy risk if the data-use session is
poorly designed. Blockchain, Web 3.0, decentralized finance, and Internet of Things research all
show that infrastructure design must be integrated with risk controls (Xu, 2024; Kou, 2025; Zhang,
2025; Lu and Xu, 2019).

The sixth recommendation is to monitor welfare loss. Equal-term constraints reduce the
feasible set, so some mutually beneficial cross-term trades will be blocked. A platform should
measure how often this occurs and whether blocked trades are concentrated in particular
communities or data categories. If many high-value trades are blocked because term classes are too
rigid, governance bodies may revise the taxonomy or create approved term-conversion procedures
that require explicit consent and oversight. Equal-term matching should not freeze governance

forever. It should make exceptions deliberate rather than accidental.

The seventh recommendation is to establish dispute-resolution rules before the first exchange.
A participant may claim that a term was misclassified, a consent state was stale, or a received data
right was lower quality than expected. The platform should define evidence standards, time limits
for challenges, and remedies such as rescission, substitution in the next batch, temporary
suspension, or committee review. Smart contracts can record events, but human governance
remains necessary for facts that are not fully machine-verifiable. This hybrid model is more

realistic for healthcare than a fully automated market.

8. LIMITATIONS AND FUTURE RESEARCH

The model has limitations. First, the simulation uses synthetic preferences. Real healthcare-
data-right markets may have more complex utility functions, negotiation processes, and regulatory
constraints. Empirical validation would require collaboration with data trusts, hospital consortia,
or research networks that can provide anonymized preference and access-request data. Second, the
model assumes that each participant begins with one endowed right. In practice, an institution may
hold many data assets and may seek bundles of rights. Extending equal-term matching to many-to-

many exchanges and complementarities is a promising direction.
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Third, the model treats term equality as exact equality among classes. Some real terms may be
partially ordered. A six-month lock may be more restrictive than a one-month lock, and non-
commercial research may be more restrictive than broad research. Future work can examine
dominance-based equal-term rules, where a participant that releases a more restrictive right must
receive a right at least as restrictive, or where conversion is allowed only with explicit
compensation and consent. Such extensions require careful design because they can reintroduce

obligation shedding through apparently minor term differences.

Fourth, the strategic environment deserves further study. Participants may misreport
preferences, withhold data assets, or classify terms strategically. Smart contracts can verify some
facts, such as expiry dates and approval identifiers, but they cannot fully verify subjective research
value. Mechanism design can help identify domains where stronger incentive compatibility is
possible. Behavioral work on obviously strategy-proof mechanisms suggests that implementation
details matter for whether participants understand and trust a mechanism (Li, 2017; Troyan, 2019).
Healthcare platforms should therefore test not only mathematical properties but also user

comprehension.

Fifth, the relationship between equal-term matching and legal compliance is jurisdiction-
specific. The framework is intended as a governance mechanism, not as legal advice. A data
protection authority may require additional safeguards for cross-border transfers, automated
decision-making, sensitive genetic data, or commercial reuse. Nonetheless, the equal-term
invariant is likely useful across regimes because it creates a clear technical guarantee: the platform
does not itself convert restricted data-use rights into less restricted rights through exchange. Legal
scholars and regulators could evaluate how this guarantee interacts with consent, data portability,

fiduciary duties, and public-interest research exemptions.

Finally, equal-term matching should be studied in live pilot systems. A pilot could begin with
de-identified or synthetic data-right tokens, use real institutional review processes to assign terms,
and run batch matching without opening actual data access. Researchers could then observe
preference-reporting behavior, cycle formation, term-specific liquidity, and user understanding. A
second stage could connect matched rights to secure analysis environments. Such pilots would
produce evidence on whether equal-term matching improves trust and reduces governance

workload in practice.
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Future empirical work should also measure patient and steward perceptions. A mechanism can
be mathematically coherent and still fail if data subjects believe that tokenization obscures rather
than strengthens control. Surveys, deliberative workshops, and participatory design sessions can
test whether equal-term explanations are understandable. Researchers should compare plain-
language descriptions, visual cycle diagrams, and audit summaries. The goal is not only to clear
data-right cycles but to make the governance logic legible to the people whose data make the

exchange valuable.

9. CONCLUSION

Tokenized healthcare data rights offer a way to make consent and data-use restrictions visible,
programmable, and auditable. Yet tokenization also creates a new allocation problem. If a platform
treats term restrictions as irrelevant, participants can use exchange to receive less restricted rights
while releasing more restricted ones. That outcome may raise short-run efficiency but can damage
patient trust, institutional accountability, and regulatory compliance. This article proposed an
equal-term matching framework that treats smart-contract restrictions as part of the data-right

object itself.

The Health-Data Dual TTC mechanism clears only same-term cycles, preserves outside options,
and can be implemented through smart contracts that verify term equality before settlement. The
proposed architecture keeps raw health data off-chain while recording token identifiers, consent
states, term classes, and audit events. Simulation results indicate that equal-term matching can
preserve most of the welfare gains of unrestricted exchange while eliminating term-mismatch
violations. The welfare loss is therefore interpretable as a governance premium: the cost of

preventing the platform from laundering obligations through algorithmic exchange.

The broader implication is that healthcare data markets should not be designed as ordinary asset
markets. Data rights carry obligations to patients, communities, clinicians, and oversight
institutions. Matching algorithms can improve access and collaboration, but they must operate
within those obligations. Equal-term matching provides a practical, explainable, and auditable rule
for aligning allocation efficiency with property-right consistency. Future work should extend the
model to bundles, partial orders of restrictions, empirical preference data, and pilot deployments in

federated research networks.
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