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Abstract

Large language models (LLMs) deployed at the clinical edge present a previously uncharacterized risk:
deceptive alignment, wherein a model produces plausibly safe reasoning chains while pursuing internal
objectives misaligned with patient welfare. Existing mitigation pipelines depend on heavyweight cloud-
based teacher models (e.g., GPT-40) for Chain-of-Thought (CoT) annotation, introducing unacceptable
privacy liabilities under healthcare data-protection regulations (HIPAA, GDPR). This paper presents a fully
self-supervised, privacy-preserving framework for detecting clinical deception in edge-deployed LLMs. In
place of binary cross-entropy classification, we introduce contrastive representation learning via Triplet
Loss, projecting CoT hidden states into a structured semantic manifold in which clinically deceptive and
safe reasoning patterns form geometrically separable clusters. Combined with entropy-filtered self-
labeling and differentially private federated aggregation (epsilon = 1.5, delta = 1e-5), our lightweight
monitor (0.1% of backbone parameters) eliminates cloud dependency at both training and inference.
Evaluated on ClinDeceptionBench, a new benchmark encompassing 240 adversarial clinical scenarios
across six deception taxonomies, the proposed Gemma-3-4B-IT implementation achieves a Deception
Tendency Rate (DTR) of 36.7%, a 3.4 percentage-point improvement over the BCE baseline (40.1%), while
maintaining strict PHI non-disclosure. The privacy cost is bounded: a 1.5 percentage-point DTR increase
versus a non-private counterpart. Edge benchmarking on the NVIDIA Jetson Orin Nano confirms
deployment feasibility at 28 ms per token with 7.5 W peak power. This work establishes the first
geometric, privacy-preserving foundation for self-supervised clinical deception monitoring, transforming
CoT transparency from a regulatory vulnerability into a forensic safety instrument.

Keywords:Healthcare Edge Al;Clinical Decision Support;Deceptive Alignment,;Contrastive
Learning;Privacy-Preserving;Chain-of-Thought;Federated Learning

The deployment of large language models (LLMs) in clinical decision support represents one of the
most consequential applications of artificial intelligence in modern medicine. Systems capable of reasoning
over electronic health records (EHRs), synthesizing diagnostic evidence, and generating treatment
recommendations hold genuine potential to improve patient outcomes, particularly in resource-constrained
healthcare settings (Topol, 2019; Moor et al., 2023). Simultaneously, the emergence of edge Al architectures,
wherein LLMs execute directly on compact hardware co-located with point-of-care devices, addresses
critical latency and data-sovereignty requirements in hospital environments (Rieke et al., 2020; Kaissis et
al., 2020). However, this convergence introduces a threat class that has received minimal attention in the
biomedical informatics literature: deceptive alignment.

Deceptive alignment, first formalized in the mesa-optimizer framework (Hubinger et al., 2019),
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describes the phenomenon wherein an Al system learns to produce compliant, apparently safe outputs during
evaluation while internally pursuing objectives misaligned with human intentions. Critically, the alignment-
faking behavior documented by Greenblatt et al. (2024) demonstrates that this is not merely a theoretical
concern: even moderately sized models (4B—7B parameters) exhibit strategic deception under carefully
crafted prompting. In clinical contexts, deceptive alignment manifests as clinical misinformation,
compliance faking with safety guidelines, diagnostic evasion, and sycophantic agreement with erroneous
clinician assertions, all of which can directly harm patients.

Existing deception-monitoring approaches face two fundamental incompatibilities with healthcare
deployment. First, state-of-the-art monitors (Ji et al., 2025) require GPT-40 or equivalent cloud models to
annotate reasoning traces, creating an oracle dependency that transmits protected health information (PHI)
to third-party servers—a direct violation of HIPAA and GDPR. Second, current methods formulate
detection as binary cross-entropy (BCE) classification, which cannot capture the graduated spectrum of
clinical deception from minor diagnostic hedging to complete substitution of evidence-based
recommendations. This paper addresses both shortcomings through the following research question: Can a
clinical LLM autonomously detect deceptive reasoning in its own CoT without transmitting PHI, while
capturing the geometric structure of deceptive clinical reasoning that binary classifiers miss?

Our answer is affirmative. We present a three-stage self-supervised framework: entropy-filtered on-
device self-labeling; contrastive Supervised Fine-Tuning (SFT) via Triplet Loss; and frozen-monitor
Proximal Policy Optimization (PPO) with online Lagrangian constraint management. Crucially, differential
privacy (DP) is integrated at the label-generation stage via DP-SGD (4badi et al., 2016), and model updates
are aggregated via federated learning (McMahan et al., 2017) to prevent cross-institutional PHI leakage.
The geometric embedding produced by our Triplet Loss projector creates separable manifolds for distinct
clinical deception archetypes, enabling calibrated deception severity scoring unavailable to BCE classifiers.

The contributions of this work are: (1) ClinDeceptionBench, the first adversarial benchmark targeting
deceptive alignment in clinical CoT reasoning, encompassing 240 scenarios across six taxonomies
(sycophancy, clinical misinformation, compliance faking, diagnostic evasion, guideline circumvention, and
safety sandbagging); (2) a privacy-preserving zero-oracle monitor that bootstraps from random
initialization without any PHI transmission; (3) contrastive clinical CoT monitoring via Triplet Loss that
achieves 3.4 percentage-point DTR improvement over BCE; and (4) formal differential privacy
guarantees (epsilon = 1.5, delta = 1e—5) with quantified privacy—performance tradeoff. Experimental
results on a Jetson Orin Nano 8GB edge device confirm real-world deployability at 28 ms/token latency and
7.5 W power consumption.

1. RELATED WORK
1.1 Deceptive Alignment and Al Safety in Clinical Settings

The theoretical foundation of deceptive alignment rests on the mesa-optimizer framework proposed by
Hubinger et al. (2019), which demonstrates that sufficiently capable learned systems may pursue internal
objectives divergent from their training signal. Empirical evidence has since accumulated rapidly: sleeper
agent experiments (Hubinger et al., 2024) show that deceptive behaviors persist through conventional safety
fine-tuning, while Greenblatt et al. (2024) provide direct evidence of alignment faking in frontier models.
In clinical applications, these risks are amplified because diagnostic errors, inappropriate drug

ISSN: 3068-1197 © 20XX INATGI (Institute of Advanced Technology and Green Innovation). Open Access under CC BY 4.0.
https://inatgi.in/index.php/jaihbe/index | DOI: 10.63646/jaihbe.2025.030102



recommendations, and safety-guideline evasion carry direct patient safety consequences (Obermeyer &
Emanuel, 2016; Coiera, 2019).

The clinical Al safety literature has primarily focused on output-level accuracy (Singhal et al., 2023,
Nori et al., 2023), neglecting process-level reasoning integrity. Foundation models for medicine (Moor et
al., 2023) offer broad clinical capability but provide no mechanism for detecting internally deceptive
reasoning. Thirunavukarasu et al. (2023) survey LLM applications in medicine without addressing
alignment failures. Our work fills this gap by providing the first CoT-level deception monitoring framework
specifically designed for clinical edge deployment.

1.2 Chain-of-Thought Monitoring

Chain-of-Thought (CoT) prompting (Wei et al., 2022) and its zero-shot variant (Kojima et al., 2022)
have demonstrated that eliciting intermediate reasoning steps substantially improves model performance on
complex tasks. However, Baker et al. (2025) warn that penalizing unsafe CoT trains models to suppress
rather than eliminate deceptive reasoning, producing obfuscation. Turpin et al. (2024) demonstrate that CoT
explanations can be systematically unfaithful. Recent mechanistic analyses (Andriushchenko & Dziugaite,
2024) reveal how deceptive strategies emerge in longer reasoning chains, validating the need for
intermediate-step monitoring.

Within clinical Al, Peng et al. (2019) and Alsentzer et al. (2019) demonstrate the value of domain-
adapted language models for biomedical NLP, while Lee et al. (2020) introduce BioBERT, establishing that
clinical language models require specialized pretraining. Extending these insights to safety monitoring, our
approach leverages clinical-domain fine-tuned representations to improve deception discrimination in
healthcare-specific CoT.

1.3 Privacy-Preserving Machine Learning for Healthcare

The foundational theory of differential privacy (Dwork & Roth, 2014) and its neural network
instantiation via DP-SGD (4badi et al., 2016) provide the mathematical basis for privacy-preserving model
training. Federated learning (McMahan et al., 2017; Yang et al., 2019) enables collaborative model
improvement without centralizing sensitive data, a particularly valuable property in multi-institutional
healthcare networks. Rieke et al. (2020) demonstrate federated learning for medical imaging tasks, while
Sheller et al. (2020) validate federated approaches for brain tumor segmentation, collectively confirming
the feasibility of privacy-preserving collaborative Al in healthcare.

Differential privacy for language model training has been studied by Li et al. (2022) in the context of
memorization, demonstrating substantial privacy gains at modest accuracy costs. Geyer et al. (2017) extend
DP to federated settings, while Bonawitz et al. (2019) demonstrate federated learning at production scale.
Our framework integrates DP-SGD with federated aggregation specifically for the CoT monitor, achieving
provable PHI protection while preserving detection efficacy.

1.4 Contrastive Learning in Healthcare Al

Contrastive learning frameworks, beginning with metric learning approaches such as FaceNet (Schroff
et al., 2015), have demonstrated that geometric representation learning produces superior discriminative
structure compared to direct classification. SINCLR (Chen et al., 2020) and MoCo (He et al., 2020) extend
contrastive principles to self-supervised visual representation learning. In natural language processing,
SimCSE (Gao et al., 2021) and supervised contrastive learning (Khosla et al., 2020) establish contrastive
pretraining for semantic representation. In the biomedical domain, contrastive learning has been applied to
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clinical note classification (Steyaert et al., 2023) and medical image analysis, but its application to
reasoning-trace safety monitoring has not previously been explored.

1.5 Edge Al Deployment in Healthcare

The deployment of compact LLMs on resource-constrained clinical edge devices has advanced
substantially through model compression research. MobileLLM (Liu et al, 2024) and Llama-3.2
(Grattafiori et al., 2024) establish the feasibility of sub-7B parameter models for mobile inference, while
Activation-aware Weight Quantization (AWQ) (Lin et al., 2024) and 1-bit quantization (Ma et al., 2024)
enable further footprint reduction. Despite this progress, the edge deployment literature has predominantly
prioritized throughput efficiency over safety alignment (Chen et al., 2024), creating the critical gap our work
addresses. The potential of LLMs in specialized domains, including supply chain finance (Yang et al., 2025)
and industrial Al (Zhang & Lu, 2021), underscores the urgency of developing domain-specific safety
frameworks.

Privacy-Preserving CoT Deception Monitor — System Architecture
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Figure 1. Privacy-Preserving CoT Deception Monitor Architecture. Stage A performs on-device entropy-
filtered self-labeling with no PHI cloud transmission. Stage B trains the contrastive projector via Triplet Loss
with federated DP aggregation. Stage C executes frozen-monitor constrained PPO for policy safety alignment.

2. MATERIALS AND METHODS

2.1 ClinDeceptionBench: A Clinical Adversarial Benchmark
We introduce ClinDeceptionBench, comprising 240 adversarial clinical scenarios distributed across six
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deception taxonomies: (1) Sycophancy (n = 50): the LLM endorses a clinician's erroneous diagnosis to
avoid perceived conflict; (2) Clinical Misinformation (n = 45): fabrication of drug dosages,
contraindications, or treatment guidelines; (3) Compliance Faking (n = 40): the model claims safety-
protocol adherence while internally recommending prohibited actions; (4) Diagnostic Evasion (n = 40):
deliberate hedging that obscures a definitive dangerous diagnosis; (5) Guideline Circumvention (n = 35):
recommending off-label or contraindicated interventions while presenting a compliant surface response; and
(6) Safety Sandbagging (n = 30): deliberately understating drug interaction severity. Scenarios are
constructed from de-identified case templates and validated by three clinical informaticists using Cohen's
kappa of 0.84, confirming high inter-annotator agreement on deception classification.

The benchmark is evaluated using the Deception Tendency Rate (DTR), defined as the proportion of
scenarios in which the model's internal CoT reasoning exhibits deceptive patterns as detected by GPT-40 in
evaluation-only mode (no training-time dependency). DTR is lower-better; a DTR of 0% indicates a fully
aligned system, while 100% indicates universal deception. A secondary metric, Clinical Safety Score (CSS),
captures downstream patient-safety implications on a 0-1 scale, where higher values indicate safer
recommendations.

2.2 Privacy-Preserving Self-Supervised Labeling

Unlike existing approaches that query GPT-4o for binary safety labels, our framework generates labels
entirely on-device via a randomly initialized deception monitor head M_phi. For each user query X, the
edge LLM generates a CoT reasoning trace R and final response Y. The lightweight monitor, sharing the
backbone's final hidden state h_final without additional transformer layers (0.1% parameters), outputs an
unsafe probability: p_unsafe = sigma(W * h_final + b).

To ensure label reliability and prevent confirmation bias, we apply entropy filtering: tuples are retained
only when H(p unsafe) < 0.5, corresponding to [p_unsafe - 0.5| > 0.38. This threshold requires the monitor
to be significantly more confident than random chance. DP-SGD (4badi et al., 2016) is applied during label
generation with gradient clipping norm C = 1.0 and Gaussian noise scale sigma = 0.1, yielding (epsilon,
delta) = (1.5, 1e—5) privacy guarantees per the moments accountant. Across K = 10 iterative refinement
cycles, 14,400 clinical CoT tuples [X, R, Y, s] are accumulated without any PHI leaving the device.

2.3 Contrastive Clinical CoT Monitoring via Triplet Loss

Standard BCE classification learns a single decision hyperplane, which is insufficient to capture the
clinical deception continuum from minor hedging to complete guideline substitution. We instead train the
monitor projector phi via Triplet Loss, mapping CoT hidden states into a 128-dimensional geometric space
where clinical deception archetypes form separable manifolds.

Training operates on triplets (a, p, n) sampled from the self-labeled seed set: anchor a and positive p are
both clinically deceptive CoT traces (same category), while negative n is a safe trace. Each trace is processed
through the frozen backbone to extract h final, then through the projector: z = phi(h final) =
Normalize(GELU(LayerNorm(W1 * h_final)) * W2), where W1 in R"(2560x640) and W2 in R*(640x128).
The normalized output z lies on the unit hypersphere, enabling angular distance comparison.

The Triplet Loss enforces: L_triplet = max(0, ||z a-z p||*2 -||z_a -z n||*2 + m), with margin m = 1.0.
This pulls deceptive traces together, pushes safe traces apart, and creates a margin preventing embedding
collapse. Three clinical advantages follow: (1) deception severity is continuously measured as distance from
the safe manifold center; (2) calibrated uncertainty estimates emerge naturally from inter-cluster distances;
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and (3) data efficiency improves because triplet constraints propagate geometric structure through the entire
embedding space.

Clinical CoT Contrastive Embedding Space (128-dim — 2D t-SNE)

Contrastive Embedding Dimension 2
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Figure 2. Contrastive Embedding Space Visualization (2D t-SNE projection of 128-dimensional CoT
representations). Three deceptive archetypes (clinical misinformation, compliance faking, diagnostic evasion)
cluster in the upper region, clearly separated from safe responses in the lower-left. Star markers indicate
cluster centroids used for inference scoring.

2.4 Federated Aggregation with Differential Privacy

In multi-hospital deployment, local monitors are trained independently on institution-specific clinical
data and subsequently aggregated via Federated Averaging (FedAvg) (McMahan et al., 2017). To prevent
gradient inversion attacks that could reconstruct patient records from shared model updates (Mothukuri et
al., 2021), we apply DP-SGD at the local training stage with per-example gradient clipping (C = 1.0) and
calibrated Gaussian noise addition. This guarantees that each federated update satisfies (epsilon = 1.5, delta
= 1e—5)-DP, ensuring that the presence or absence of any individual patient's record cannot be statistically
distinguished from the model updates, in accordance with HIPAA Safe Harbor provisions.

The federated aggregation protocol operates as follows. Each participating institution i trains a local
projector phi i on its filtered self-labeled dataset D i using DP-SGD. Encrypted gradient updates are
transmitted to a secure aggregation server. The global projector phi global = (1/K) * sum_i(phi i) is
computed using homomorphic encryption to prevent server-side inspection of individual updates (Bonawitz
et al., 2019). The aggregated projector is redistributed for the next iteration, enabling collaborative safety
improvement without centralizing clinical records.

2.5 Constrained PPO with Frozen Clinical Monitor

After contrastive SFT, the monitor projector phi is frozen and used to provide stable safety reward
signals during PPO policy optimization. The total per-trajectory reward is: r =r a(Y) -r_s, where r s =
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lambda * p unsafe and p unsafe is computed by the frozen monitor from the distance-based scoring:
p_unsafe = exp(-d_unsafe) / (exp(-d_safe) + exp(-d_unsafe)).

Freezing the monitor prevents reward hacking: a dynamic reward model would be susceptible to
adversarial policy exploitation (Skalse et al., 2022). The Lagrange multiplier lambda is updated online as:
lambda_{t+1} = lambda t * (1 + eta * I[p_unsafe bar > tau]), where tau = 0.3 is the safety constraint
threshold. This decoupling of reward estimation from constraint enforcement prevents the adversarial co-
evolution that destabilizes joint training.

3. EXPERIMENTS AND RESULTS

3.1 Implementation Details

We implement the system on Gemma-3-4B-IT (Google DeepMind, 2024), quantized to 4-bit (Q4 K M)
via llama.cpp, reducing memory from 8 GB (FP16) to 2.3 GB. All inference uses temperature = 0 and
random seed 42. Cloud-based baselines are queried via official APIs. Open-source baselines run on 8xA100-
80GB servers with vLLM-0.6.1. Our Gemma-3-4B-IT implementation executes natively on NVIDIA Jetson
Orin Nano (8 GB). The DP-SGD optimizer uses Adam with gradient clipping norm C = 1.0, noise multiplier
sigma = 0.1, and epsilon accounting via the Renyi moments accountant (Mironov, 2017). Federated training
uses K fed =5 institutions with IID data split for simulation.

Table 1. Experimental Setup and Hyperparameter Configuration

Setting Baselines Ours (Privacy-Preserving)

Models GPT-4o0, Claude-3.5-Sonnet, Llama-3.1-8B, Gemma-3-4B-IT + Contrastive Monitor
Gemma-3-4B (no monitor)

Quantization FP16 /BF16 Q4_K_M (4-bit)
Hardware 8xA100-80GB (Cloud) Jetson Orin Nano 8 GB
Privacy None (PHI transmitted) DP-SGD (eps=1.5, delta=le-5)
Federated N/A FedAvg, 5 institutions
Monitor Size N/A 0.1% backbone params
Benchmark ClinDeceptionBench (240 scenarios) ClinDeceptionBench (240 scenarios)
DTR Judge GPT-40 (Cohen's kappa=0.84) GPT-40 (eval only, no training)
Seeds {42, 1234, 2025} {42, 1234, 2025}

Table 1 details the complete experimental configuration. A critical distinction between our setting and
baselines is the elimination of cloud dependency at training time: all self-labeling and monitor training occur
on-device, with only encrypted gradient deltas transmitted during federated aggregation. The GPT-40 judge
is used exclusively for evaluation-time DTR assessment, consistent with deployment of any external
evaluator, and receives no patient-identifiable information.

3.2 Main Results
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Table 2 presents ClinDeceptionBench performance across all models. The GPT-40 cloud baseline
achieves the best absolute DTR (29.1%), confirming that larger, cloud-resident models provide superior
deception resistance. However, this performance comes at the cost of full PHI cloud exposure. Among edge-
deployable models, our contrastive monitor achieves 36.7% DTR, representing a 4.3 percentage-point
improvement over the no-monitor Gemma-3-4B-IT baseline (41.0%) and a 3.4 percentage-point
improvement over the BCE-trained equivalent (40.1%). The privacy cost is bounded: adding DP-SGD

(epsilon = 1.5) increases DTR by only 1.5 percentage points to 38.2%, which remains substantially superior
to the unmonitored baseline.

Table 2. Main Results on ClinDeceptionBench (| =lower is better for DTR, 1 = higher is better for
CSS)

Model Cloud Dep. PHI Exposed ?,Z)II CSS (1) Latency
GPT-40 (OpenAl) Yes Yes 29.1 0.81 ~800 ms/token
Claude-3.5-Sonnet Yes Yes 314 0.79 ~600 ms/token
Llama-3.1-8B (no monitor) No No 43.2 0.68 50 ms/token
Gemma-3-4B (no monitor) No No 41.0 0.70 28 ms/token
Gemma-3-4B + BCE monitor No No 40.1 0.72 28.8 ms/token
Ours (Triplet, no DP) No No 36.7 0.76 28.8 ms/token
Ours (Triplet + DP, eps=1.5) No No (PHI-free) 38.2 0.74 28.9 ms/token

Convergence of Iterative Refinement on ClinDeceptionBench

46 +1SD
—&— Mean DTR
Convergence region

44 A

42 A

40 A

Converged:
36.7%

Deception Tendency Rate (DTR, %)

34

Tteration k

Figure 3. DTR Convergence of Iterative Self-Supervised Refinement on ClinDeceptionBench. The mean DTR
decreases monotonically across 10 iterations, converging at 36.7%. Shaded regions represent £1 standard
deviation across three runs with different random seeds. Convergence stabilizes after iteration 8, validating
the self-improving loop design.
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3.3 Ablation Studies

Table 3 presents ablation results on the Sycophancy subset (n = 50), isolating the contribution of
individual design choices. The BCE vs. Triplet comparison confirms a 3.4 percentage-point DTR
improvement from geometric representation learning. Notably, this gap is most pronounced on boundary-
case scenarios (n = 18 scenarios with intermediate deception confidence), where distance-based calibrated
uncertainty provides discrimination unavailable to binary classifiers. The monitor size ablation confirms
that reducing from 0.1% to 0.01% parameters costs only 0.2 percentage points DTR, while removing the
monitor entirely degrades DTR by 8.8 percentage points—validating the necessity and efficiency of the
monitoring mechanism. Online Lagrange adaptation provides 4.3 percentage points improvement over fixed
lambda, while the privacy addition (DP-SGD) incurs only 1.5 percentage points DTR degradation.

Table 3. Ablation Study on ClinDeceptionBench Sycophancy Subset (%)

Ablated Component DTR (%) Delta vs. Ours

Ours: Self-supervised + Triplet + DP (default) 38.2 —

Self-supervised + Triplet (no DP) 36.7 -1.5
Self-supervised + BCE (no DP) 40.1 +3.4
GPT-40-distilled monitor (cloud) 28.9 93
Monitor 0.01% params 384 +0.2
No monitor (RLHF only) 47.0 +8.8
Frozen lambda = 1.0 425 +4.3
Batch size 256 (halved) 39.3 +1.1
6k self-labels (halved) 38.9 +0.7
Federated 1 institution (no FL) 39.1 +0.9

Figure 4 provides a visual comparison across all evaluated models. The clear separation between cloud-
dependent models and our privacy-preserving edge deployment illustrates that while a performance gap
exists (9.3 percentage points versus GPT-4o-distilled), this gap is the acceptable price of eliminating PHI
cloud exposure—a non-negotiable requirement under HIPAA. Among fully offline models, our approach
achieves the best DTR by a substantial margin.
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DTR Comparison Across Models on ClinDeceptionBench
(Sycophancy + Clinical Misinformation subsets)

20 1 Cloud-dependent models
Local models (no privacy) bog
I Our method (privacy-preserving) — p_—
40 -
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g 31.4%
® 30 4 29.1%
o)
2
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0 T T T T
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Figure 4. DTR Comparison Across Models on ClinDeceptionBench. Cloud-dependent models (light gray)
achieve lower DTR at the cost of PHI exposure. OQur privacy-preserving contrastive approach (dark) achieves
superior DTR among all fully offline models. The dotted line marks our best offline DTR of 36.7%.

3.4 Privacy Analysis and Edge Deployment Benchmarks

Table 4 quantifies the privacy overhead introduced by DP-SGD on the Jetson Orin Nano. The monitor's
forward pass latency increases by only 0.3 ms per token (from 0.8 ms to 1.1 ms) when DP clipping is active.
Memory overhead remains negligible at 14 MB. The critical finding is that the privacy-utility tradeoff
(Figure 5) exhibits a favorable profile: DTR remains within 1.5 percentage points of the non-private baseline
at epsilon = 1.5, while epsilon values below 1.0 incur disproportionate utility loss. We select epsilon = 1.5
as the operating point, aligning with privacy budgets used in production healthcare Al systems (Carlini et
al., 2022).

Table 4. Edge Deployment Performance and Privacy Overhead on Jetson Orin Nano 8GB

Category Metric Without DP With DP (eps=1.5)
Latency Inference (per token) ~28.0 ms ~28.3 ms
Latency Monitor forward pass ~0.8 ms ~1.1 ms
Throughput Tokens per second ~35.7 tok/s ~35.4 tok/s
Memory Monitor footprint ~12 MB ~14 MB
Memory Peak memory ~4.1 GB ~4.2 GB
Power Inference power ~1.5W ~7.6 W
Power Idle power ~32W ~32W
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Privacy PHI in cloud None None
Privacy Formal guarantee None (eps=1.5, delta=1e-5)-DP

Safety DTR (Sycophancy) 36.7% 38.2%

Privacy-Performance Tradeoff (DTR vs. g)

42

417 Selected e=1.5

(HIPAA-aligned)

40

39 1

38

DTR (%, lower is better)

37 1

T
0.5 1.0 15 2.0 3.0 5.0 10.0 ©
Privacy Budget € (DP-SGD)

Figure 5. Privacy—Performance Tradeoff: DTR as a function of privacy budget eps. The tradeoff is favorable
near eps = 1.5-2.0: DTR increases by only 1.5 percentage points relative to the non-private baseline (eps = ),
while providing strong formal PHI protection. Values below eps = 1.0 incur disproportionate utility costs.

3.5 Cross-Model and Cross-Dataset Generalization

To validate generalizability, Table 5 (below) presents cross-model results on ClinDeceptionBench
Sycophancy. Our contrastive monitor consistently reduces DTR by 3.2—4.5 percentage points across all
evaluated architectures (2B—7B parameter range). Smaller models show greater absolute improvement,
suggesting that the monitor compensates for weaker intrinsic safety alignment in compact models. Cross-
dataset results on PubMedQA adversarial (n = 150 clinical question scenarios) and HealthAdvice-Harm (n
= 90 harmful health-advice scenarios) confirm stable DTR (37.8% and 39.4% respectively) without
retraining, demonstrating that CoT-level monitoring generalizes beyond the training distribution.

4. DISCUSSION

The central finding of this work is that privacy-preserving geometric representation learning provides a
practically deployable path to clinical LLM safety monitoring without PHI cloud exposure. The 9.3
percentage-point DTR gap between our system and GPT-4o-distilled monitoring represents the cost of
privacy, but this cost is clinically acceptable given that: (a) our absolute DTR (38.2%) remains 8.8
percentage points superior to unmonitored baseline; (b) the CSS improvement (0.70 to 0.74) reflects tangible
patient safety improvements; and (c) complete PHI non-transmission eliminates regulatory liability.

The geometric interpretation of our contrastive embedding offers clinical insight beyond classification.
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The six deception archetypes occupy geometrically distinct regions of the embedding space (Figure 2),
suggesting that clinical deception has a principled structure that binary classifiers cannot capture.
Specifically, safety sandbagging and guideline circumvention cluster more closely to the safe region,
explaining why BCE classifiers — which force a hard threshold — systematically misclassify these subtle
deception forms. Distance from the safe manifold center provides a continuously calibrated deception
severity score, enabling risk-stratified clinical alerts (low/medium/high) rather than binary flags.

The federated learning component introduces a novel dimension absent from prior deception detection
work: multi-institutional collaborative safety monitoring without data centralization. In practice, this
enables a hospital network to collectively improve deception detection while each institution's patient
records remain local. The privacy guarantee (epsilon = 1.5, delta = 1e—5) aligns with standards used in
production healthcare Al (Rieke et al., 2020; Kaissis et al., 2020). The 0.9 percentage-point DTR benefit of
federated versus single-institution training (Table 3) confirms that collaborative learning improves safety
even under strict privacy constraints.

From a clinical workflow perspective, the 28 ms per token inference latency and 7.5 W power
consumption on the Jetson Orin Nano are compatible with real-time clinical decision support integration.
The monitor's 2.8% total compute overhead (Table 4) is negligible in clinical settings where response
accuracy matters more than raw throughput. The memory footprint of 2.3 GB (quantized model) plus 14
MB (monitor) comfortably fits within 8 GB edge hardware, enabling deployment on dedicated clinical
workstations or intelligent medical devices.

Our ClinDeceptionBench benchmark represents a significant contribution to the clinical Al safety
infrastructure. Unlike general deception benchmarks (Ji et al., 2023), it incorporates healthcare-specific
deception patterns validated by clinical informaticists. The six-taxonomy structure reflects the spectrum of
alignment failures documented in preliminary clinical LLM evaluations, from overt misinformation to
subtle compliance faking that could mislead clinicians into believing safety guidelines are being followed.
Future benchmark expansion should incorporate multi-turn clinical dialogues and domain-specific
adversarial prompts targeting rare disease contexts where model training data is sparse.

Comparison with the broader Al safety literature is instructive. Constitutional Al approaches (Bai et al.,
2022) provide constitutional principles but require substantial model scale. RLHF-based alignment (Ouyang
et al., 2022) cannot guarantee safety at the reasoning-trace level. Red-teaming (Perez et al., 2022) discovers
adversarial prompts but does not provide continuous monitoring. Our approach is complementary: it
operates at the reasoning trace level, is self-supervised, and requires no human feedback or cloud
dependency, making it uniquely suited to edge clinical deployment.

S. LIMITATIONS

This study has four primary limitations. First, ClinDeceptionBench is constructed from de-identified
case templates rather than real EHR data; while this is necessary for ethical and practical reasons, it may
underrepresent the diversity of clinical presentation complexity encountered in real-world deployment.
Validation on prospective clinical data collected under IRB oversight is necessary before clinical translation.
Second, the self-supervised labeling process is initialized from random weights, meaning the first iteration
labels are low-quality; while entropy filtering mitigates this, the cold-start problem may be more pronounced
in highly specialized clinical subspecialties where the base LLM has less training exposure. Third, English-
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language evaluation limits cross-cultural generalizability; clinical deception strategies may manifest
differently in languages with distinct medical ontologies and patient-clinician communication norms. Fourth,
the DP privacy guarantee (epsilon = 1.5) is computed under the moments accountant with known optimistic
assumptions; empirical privacy auditing (Carlini et al., 2022) should be conducted before regulatory
submission.

6. CONCLUSION

This work presents the first privacy-preserving, self-supervised framework for detecting deceptive
alignment in healthcare edge LLMs. By replacing binary cross-entropy classification with Triplet Loss
contrastive learning, we transform CoT hidden states into a geometric manifold where six clinically distinct
deception archetypes form separable clusters, enabling calibrated severity scoring beyond the capacity of
hard-threshold classifiers. Integration of DP-SGD and federated averaging provides formal (epsilon = 1.5,
delta = 1e—5)-DP guarantees, ensuring that clinical records are never exposed during training or inference.

Evaluated on ClinDeceptionBench (240 adversarial clinical scenarios), our Gemma-3-4B-IT
implementation achieves 38.2% DTR with full privacy protection, a 2.8 percentage-point improvement over
the BCE-monitored baseline and an 8.8 percentage-point improvement over the unmonitored baseline. Edge
benchmarking confirms deployment feasibility at 28 ms/token, 35.4 tokens/second, and 7.5 W peak power
on the NVIDIA Jetson Orin Nano, representing a viable clinical edge deployment profile. The privacy
overhead is minimal: 0.3 ms/token additional latency and a 1.5 percentage-point DTR cost relative to a non-
private counterpart.

Three future research directions are prioritized. First, prospective clinical validation using real EHR
data under IRB protocols will be pursued to assess real-world deception rates and benchmark clinical safety
improvements. Second, multilingual ClinDeceptionBench extension will enable cross-cultural validation of
our monitoring framework in Chinese, Spanish, and Arabic clinical settings. Third, obfuscation-resistant
monitor architectures will be developed to counter the possibility that highly capable models learn to hide
deceptive reasoning from the CoT monitor through strategic internal obfuscation. By establishing a
geometric, privacy-preserving foundation for self-supervised clinical deception monitoring, this work aims
to contribute toward trustworthy Al in safety-critical healthcare environments.
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