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ABSTRACT

Genomic data have become central to precision medicine, risk stratification,
pharmacogenomics, and population health research, yet their governance remains difficult
because sequence data are sensitive, persistent, identifiable, and valuable across multiple
future clinical contexts. Conventional electronic health record architectures protect data
through institutional access control, but they often provide limited patient agency, weak
cross-institutional provenance, and fragmented consent management. This paper develops
a patient-centric healthcare engineering framework that integrates artificial intelligence
and permissioned blockchain for privacy-preserving genomic data governance. The
framework separates encrypted off-chain genomic storage from on-chain metadata,
consent events, audit records, and smart-contract access rules. AI modules provide privacy-
risk scoring, anomalous access detection, policy recommendation, and data-quality
assessment, while blockchain components provide tamper-resistant logs, decentralized
identity, consent execution, and verifiable provenance. Drawing on literature in healthcare
blockchain, genomic privacy, trustworthy AI, federated learning, and interoperability
standards, the paper proposes a layered architecture and conducts a scenario-based
engineering evaluation comparing centralized EHR governance, blockchain-only
governance, and an AI-blockchain hybrid. Results suggest that the hybrid model improves
normalized governance scores for integrity, consent automation, privacy protection, audit
completeness, and interoperability, while reducing avoidable access latency through AI
triage and off-chain storage. The study contributes a deployable design logic for genomic
data stewardship that balances patient autonomy, research utility, regulatory compliance,
and engineering scalability.

Keywords: Artificial Intelligence; Blockchain; Genomic Data Governance; Patient-Centric;
Healthcare; Privacy Preservation; Smart Contracts

1. INTRODUCTION
Genomic data have moved from specialized research repositories into routine clinical, public

health, and biomedical engineering workflows. Whole-genome sequencing, polygenic risk scores,
pharmacogenomic testing, rare-disease diagnosis, cancer profiling, and large biobank initiatives
all depend on the ability to collect, store, link, interpret, and share genomic data across
institutional boundaries. Precision medicine therefore requires more than computational biology;
it requires an engineering infrastructure that treats genomic information as a long-lived, sensitive,
and multi-use asset. The clinical value of such data is widely recognized in precision-medicine
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scholarship, where genotype-phenotype linkage, population-scale cohorts, and variant
interpretation databases are foundational for diagnosis and risk prediction (Collins and Varmus,
2015; Aronson and Rehm, 2015; Ashley, 2016; Kohane, 2015; Khera et al., 2018; Landrum et al.,
2018; Karczewski et al., 2020).

The governance problem is difficult because genomic data are not ordinary medical records.
They are persistent across a person's lifetime, partially shared with biological relatives, useful for
unanticipated future analyses, and potentially re-identifiable even after removal of conventional
identifiers. Prior work on genomic privacy has shown that genetic markers can create distinctive
disclosure risks, including surname inference, mixture membership inference, familial leakage,
and phenotype reconstruction (Homer et al., 2008; Gymrek et al., 2013; Erlich and Narayanan,
2014; Naveed et al., 2015; Humbert et al., 2015). For patient-centric healthcare engineering, this
means that merely encrypting a database is insufficient. Governance must also address consent,
provenance, auditability, privacy risk, interoperability, model safety, and accountable reuse.

Blockchain has been proposed as a candidate infrastructure for healthcare data governance
because it can maintain tamper-resistant logs, encode access rules through smart contracts, and
distribute trust across institutions rather than relying on a single data custodian. Early healthcare
blockchain studies demonstrated how distributed ledgers can record data access permissions,
support patient-driven interoperability, and provide shared audit trails for biomedical
collaboration (Azaria et al., 2016; Benchoufi and Ravaud, 2017; Kuo et al., 2017; Gordon and
Catalini, 2018; Esposito et al., 2018; Siyal et al., 2019; Hasselgren et al., 2020; Vazirani et al.,
2020). However, blockchain alone does not solve the governance problem. Public ledgers may
create privacy risks; on-chain storage is unsuitable for large genomic files; smart contracts may
be inflexible; and governance events require contextual interpretation rather than mechanical
approval.

Artificial intelligence offers complementary capabilities. AI can evaluate privacy risk,
identify anomalous access patterns, recommend minimum-necessary data scopes, evaluate
consent conflicts, detect data-quality defects, and support clinical decision workflows. Yet AI
also introduces new risks: data leakage, membership inference, model inversion, bias,
overreliance, and opaque decision logic. Responsible AI in healthcare therefore requires model
validation, transparency, reporting standards, audit trails, and secure distributed learning
mechanisms (Topol, 2019; Rajkomar et al., 2019; Miotto et al., 2018; Esteva et al., 2019; Shickel
et al., 2018; Char et al., 2018; Vayena et al., 2018; Wiens et al., 2019; Liu et al., 2020; Vasey et
al., 2022).

This article develops a privacy-preserving healthcare engineering framework that integrates
AI and blockchain for patient-centric genomic data governance. Unlike studies that view
blockchain as an isolated storage or audit mechanism, the proposed framework separates
responsibilities across layers: encrypted off-chain genomic storage, on-chain hash anchoring,
decentralized identity, smart-contract consent execution, AI-driven privacy-risk analytics, EHR
interoperability, and human governance oversight. This layered view is consistent with broader
research on blockchain systems, IoT security, management analytics, and industrial information
integration, where technical innovation must be embedded within system architecture and
decision processes rather than deployed as a single tool (Lu, 2018; Lu, 2019a; Lu, 2019b; Lu,
2021; Lu, 2022; Lu, 2025; Chen et al., 2024; Xu et al., 2021; Zhang and Lu, 2021; Zheng and Lu,
2022).

The paper addresses three research questions. First, how can AI and blockchain be integrated
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into a patient-centric governance architecture for genomic data? Second, which engineering
components are necessary to balance privacy protection, data utility, consent enforcement, and
auditability? Third, how does the proposed AI-blockchain hybrid compare with centralized EHR
governance and blockchain-only governance in a scenario-based evaluation? The remainder of
the paper is organized as follows. The next section reviews the related literature. The third section
describes the framework and design principles. The fourth section explains the scenario-based
evaluation. The fifth section presents results. The sixth section discusses engineering implications,
limitations, and future research directions.

2. BACKGROUND AND RELATEDWORK
The literature relevant to this study can be organized into five streams: healthcare blockchain,

genomic privacy, AI-enabled healthcare analytics, privacy-preserving machine learning, and
interoperability standards. Healthcare blockchain research provides the foundation for tamper-
resistant data access, patient-mediated permission management, and multi-institutional
auditability. Blockchain architectures and permissioned ledgers have been examined from data-
processing, security, and smart-contract perspectives, showing that consensus design, transaction
throughput, and governance roles strongly influence deployment feasibility (Dinh et al., 2018;
Androulaki et al., 2018; Gervais et al., 2016; Christidis and Devetsikiotis, 2016; Dorri et al., 2017;
Novo, 2018; Ouaddah et al., 2017).

In healthcare contexts, blockchain has been evaluated as a mechanism for patient-mediated
data exchange, medical record auditability, research integrity, and clinical data sharing. MedRec
illustrated how blockchain can coordinate access and permission management across medical
data custodians, while subsequent health informatics research emphasized patient-driven
interoperability and organizational trust (Azaria et al., 2016; Kuo et al., 2017; Gordon and
Catalini, 2018). Broader reviews and conceptual studies have identified benefits such as
provenance, auditability, transparency, and multi-party coordination, but also warn about privacy,
scalability, governance, and workflow integration (Benchoufi and Ravaud, 2017; Esposito et al.,
2018; Siyal et al., 2019; Vazirani et al., 2020; Hasselgren et al., 2020).

Genomic privacy research shows why a specialized governance model is necessary.
Membership inference from aggregate genomic data, surname linkage, and statistical re-
identification demonstrate that genomic data cannot be treated as fully de-identified merely by
removing names or hospital identifiers (Homer et al., 2008; Gymrek et al., 2013; Erlich and
Narayanan, 2014). Surveys of genomic privacy further show that risk varies with population
structure, dataset size, linked phenotypes, and adversarial background knowledge (Naveed et al.,
2015). Privacy-preserving genomic computation has therefore explored cryptographic techniques,
multiparty computation, homomorphic encryption, and differential privacy as ways to maintain
analytical utility while limiting disclosure (Humbert et al., 2015; Raisaro et al., 2018; Cho et al.,
2018; Dwork, 2006; Abadi et al., 2016).

A second foundation is zero-knowledge and privacy-preserving smart-contract research. In
patient-centric genomic governance, it is sometimes necessary to prove that a data requester
satisfies an eligibility condition or that a genomic attribute meets a study criterion without
revealing the underlying sensitive data. Zero-knowledge proofs and privacy-preserving smart
contracts offer a design vocabulary for this requirement (Goldwasser et al., 1989; Miers et al.,
2013; Ben-Sasson et al., 2014; Kosba et al., 2016; Bünz et al., 2018). These techniques are not a
complete healthcare system by themselves, but they are useful components for selective
verification, confidential policy execution, and auditable proof of compliance.



Journal of AI in Healthcare and Biomedical Engineering |

ISSN: 3068-1197 © 2023 INATGI (Institute of Advanced Technology and Green Innovation). Open Access under CC BY 4.0. |
https://inatgi.in/index.php/jaihbe/index | DOI: 10.63646/jaihbe.2023.010401

AI-enabled healthcare analytics provides the decision-intelligence layer of the proposed
framework. Deep learning and machine learning have been widely studied for electronic health
record analysis, medical prediction, medical imaging, and clinical decision support (Miotto et al.,
2018; Shickel et al., 2018; Rajkomar et al., 2019; Esteva et al., 2019; Topol, 2019). Yet
responsible deployment requires careful attention to clinical impact, explainability, bias,
evaluation, and reporting (Char et al., 2018; Vayena et al., 2018; Kelly et al., 2019; Wiens et al.,
2019; Liu et al., 2020; Vasey et al., 2022). In this paper, AI is not used to make autonomous
clinical decisions; instead, it supports governance functions such as privacy-risk scoring,
anomalous access detection, data-quality evaluation, and policy recommendation.

Privacy-preserving machine learning is especially relevant because genomic datasets are
often distributed across hospitals, biobanks, and research networks. Federated learning, secure
aggregation, and decentralized learning make it possible to train models without directly pooling
sensitive data (Bonawitz et al., 2017; Kairouz et al., 2021; Yang et al., 2019; Rieke et al., 2020;
Sheller et al., 2020; Kaissis et al., 2020; Warnat-Herresthal et al., 2021). However, distributed
learning is not automatically private. Model inversion, membership inference, and information
leakage from collaborative models remain serious threats (Shokri and Shmatikov, 2015;
Fredrikson et al., 2015; Shokri et al., 2017; Hitaj et al., 2017; Beaulieu-Jones et al., 2019). The
proposed framework therefore treats AI models as governed assets whose training, access, and
outputs must be logged and risk-scored.

Interoperability standards complete the background. Genomic governance requires linkage
with clinical observations, medication data, phenotypes, and research metadata. EHR
phenotyping, data-quality frameworks, terminology systems, and FHIR-based application
platforms show how semantic and technical interoperability can support secondary use
(Bodenreider, 2004; Hripcsak and Albers, 2013; Kahn et al., 2016; Mandel et al., 2016; Mandl
and Kohane, 2016; Wilkinson et al., 2016). Large-scale genomic and biobank resources
demonstrate the research value of structured cohorts, while precision medicine literature clarifies
why clinical interpretation and long-term stewardship are essential (Sudlow et al., 2015; Bycroft
et al., 2018; Collins and Varmus, 2015; Ashley, 2016; Torkamani et al., 2018; Kalia et al., 2017;
Landrum et al., 2018; Karczewski et al., 2020).

3. RESEARCH DESIGN AND FRAMEWORK
The study uses design science logic rather than a clinical trial. The objective is to build and

evaluate an engineering framework that transforms fragmented genomic data stewardship into a
patient-centric governance process. The design problem is derived from the uploaded
manuscript's central insight: blockchain can strengthen data integrity, traceability, and access
control for bioinformatics data, but practical implementation requires off-chain storage, smart
contracts, privacy-preserving verification, and interoperability with healthcare infrastructure. The
present paper extends this idea by adding AI modules that make governance adaptive, risk-aware,
and clinically contextual.

Figure 1 presents the proposed patient-centric AI-blockchain genomic data governance
framework. The framework starts with the patient or data owner, who sets consent preferences,
data-sharing boundaries, revocation rules, and notification requirements. The clinical genomics
laboratory contributes sequencing outputs, annotations, quality-control results, and phenotype
linkages. The AI governance engine evaluates privacy risk, data sensitivity, access anomaly
likelihood, consent-policy conflicts, and data-quality status. Smart contracts translate consent and
institutional policies into executable access rules. A permissioned blockchain records metadata
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hashes, identity assertions, access events, and audit triggers. Encrypted genomic files remain in
off-chain vaults or federated repositories, while clinicians and researchers receive only verified
and minimum-necessary access.

Figure 1. Patient-centric AI-blockchain genomic data governance framework.

The framework follows five design principles. First, patient agency must be computationally
represented. Consent is not a static form stored as a PDF; it becomes a machine-readable policy
that can be executed, revoked, restricted by purpose, and audited. Second, genomic data should
be usable without being copied unnecessarily. Third, data access must be explainable to patients
and accountable to regulators. Fourth, AI governance outputs should assist rather than replace
human ethics committees, data access committees, and clinicians. Fifth, the architecture must
support interoperability with EHR systems, research repositories, and biobank workflows through
structured identifiers and standard metadata.

Table 1 summarizes the design requirements and corresponding engineering responses. The
table is intentionally framed in operational language because genomic governance often fails not
at the conceptual level but at the interface between clinical workflow, technical infrastructure,
and institutional accountability. The framework is designed for hospitals and research networks
that want to support genomic data sharing while avoiding uncontrolled data duplication, opaque
research access, and weak patient feedback mechanisms.
Table 1. Design requirements and engineering responses for patient-centric genomic governance.

Requirement Governance Need Engineering Response

Patient agency Dynamic consent, revocation, notification,
purpose limitation

Consent tokens; patient dashboard; smart-
contract policy state

Data integrity Proof that genomic files and derived
records have not been silently changed

On-chain hashes; versioned metadata;
signed laboratory events

Privacy protection Limit re-identification, leakage, and
excessive disclosure

Encrypted storage; AI risk scoring; zero-
knowledge verification

Clinical interoperability Link variants to EHR phenotypes and care
pathways

FHIR pointers; terminology mapping;
quality checks
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Research utility Enable legitimate secondary use without
uncontrolled copying

Federated queries; access scopes;
auditable data-use agreements

Regulatory accountability Produce evidence for inspection, dispute
resolution, and compliance

Immutable audit logs; policy versioning;
exception workflow

The evaluation uses a scenario-based engineering analysis with three governance models. The
first model is centralized EHR governance, where genomic data are managed through
institutional authentication, role-based access control, and local audit logs. The second model is
blockchain-only governance, where access records and consent events are logged on a
permissioned ledger, but governance decisions are rule-based. The third model is the proposed
AI-blockchain hybrid, where smart contracts execute consent and AI modules score privacy risk,
data quality, and access anomalies before data retrieval. The goal is not to claim clinical
superiority but to examine architectural performance across governance dimensions.

Five normalized metrics are used: integrity verification, consent automation, privacy
protection, audit completeness, and interoperability. Integrity verification measures whether data
access can be traced to immutable evidence. Consent automation measures whether patient
preferences can be applied without manual reinterpretation. Privacy protection measures the
degree to which the architecture limits disclosure and detects risky access. Audit completeness
measures whether data events produce regulator-ready evidence. Interoperability measures
whether the model can exchange metadata with EHR and research systems. Table 2 compares the
three governance models conceptually before numerical scenario scoring.
Table 2. Conceptual comparison of genomic data governance models.

Model Main Logic Strength Limitation

Centralized EHR governance Institutional databases, role-
based access, local logs

Low complexity; familiar
workflow

Weak cross-institution
provenance; limited patient
visibility

Blockchain-only governance Permissioned ledger, smart
contracts, on-chain access logs

Strong auditability and consent
execution

Limited contextual reasoning;
scaling and privacy risks

AI-blockchain hybrid AI risk scoring plus smart
contracts and off-chain vaults

Adaptive privacy protection;
improved triage; stronger audit
logic

Requires model validation and
multi-stakeholder governance

Figure 2 shows the closed-loop consent and access workflow. The sequence begins when a
patient registers consent preferences or updates data-sharing restrictions. A decentralized identity
module verifies the requester and links the request to a permitted purpose. Smart contracts check
whether the request is consistent with active consent, institutional policy, and data-use conditions.
The AI engine then assigns a privacy-risk score based on requester history, data sensitivity,
cohort size, and purpose. If the request passes, encrypted off-chain data are retrieved or analyzed
in place. Finally, an audit event is written back to the ledger, and the patient may receive a
notification or summary. This cycle turns consent from a one-time document into an active
governance process.
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Figure 2. Closed-loop patient consent and genomic data access workflow.

The numerical scenario results in Figure 3 suggest that the AI-blockchain hybrid has the
strongest overall governance profile. Centralized EHR governance performs reasonably in basic
authentication, but it is weak in patient-facing auditability and cross-institutional provenance.
Blockchain-only governance improves integrity and audit completeness, yet it remains limited in
privacy-risk interpretation and interoperability because smart contracts cannot understand all
clinical and research context. The hybrid model performs better because AI triage reduces
inappropriate access, flags anomalous requests, and recommends the minimum data scope needed
for a valid purpose.

Figure 3. Scenario comparison of centralized EHR, blockchain-only, and AI-blockchain governance.
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The trade-off analysis in Figure 4 highlights why off-chain storage is essential. Direct on-
chain genomic storage has high latency and poor throughput because blockchains are not
designed for large biomedical files. Off-chain vaults with on-chain hashes improve latency and
scalability, while AI triage further reduces unnecessary retrieval by rejecting or narrowing high-
risk requests before data movement. Federated data spaces offer strong collaboration potential,
although they require robust identity, metadata harmonization, and operational governance. The
result supports the framework's design decision: blockchain should govern evidence and
authorization, not act as a bulk genomic file system.

Figure 4. Latency and throughput trade-off across genomic data storage and access architectures.

Table 3 reports the scenario scores. The hybrid model achieves the highest normalized score
in all five dimensions. The largest improvements over centralized EHR governance occur in audit
completeness and consent automation, while improvements over blockchain-only governance are
most visible in privacy protection and interoperability. These results are consistent with the
conceptual complementarity between AI and blockchain: blockchain provides evidence,
execution, and shared state; AI provides contextual analysis, pattern recognition, and decision
support.
Table 3. Scenario-based evaluation of genomic data governance models.

Governance
Model Integrity Consent Privacy Audit Interop. Average

Centralized EHR 64 52 58 45 49 53.6
Blockchain-only 88 81 76 91 68 80.8
AI + blockchain 94 90 87 96 82 89.8

4. DISCUSSION
The results have three implications for patient-centric healthcare engineering. First, patient
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control should be engineered as a dynamic workflow rather than a symbolic governance
statement. Many consent systems give patients limited practical control because institutional
forms are difficult to interpret computationally. By contrast, smart contracts can encode purpose
limitation, expiration, revocation, and notification rules. AI can assist by detecting when a request
is technically permitted but contextually risky. This is important for genomic data because future
reuse is difficult to predict at the time of collection.

Second, auditability should cover both data and models. As AI becomes more involved in
genomic interpretation and research selection, governance must log not only who accessed data
but also which model versions, feature sets, risk scores, and output summaries were produced.
Model access can leak information even when raw genomic files are protected, as shown by
privacy attacks against machine learning systems (Shokri and Shmatikov, 2015; Fredrikson et al.,
2015; Shokri et al., 2017; Hitaj et al., 2017). A blockchain ledger can preserve accountable traces,
but ledger entries must be designed carefully to avoid exposing sensitive metadata.

Third, interoperability is not merely a technical standard; it is a governance precondition. If
genomic files, clinical phenotypes, consent terms, and audit events are stored in incompatible
formats, then patient-centric governance becomes fragmented. FHIR mapping, biomedical
terminology alignment, and data-quality assessment must therefore be part of the governance
architecture, not post-hoc documentation. The proposed framework treats metadata quality as a
safety mechanism because incorrect linkage between genome, phenotype, and consent can lead to
inappropriate access decisions (Bodenreider, 2004; Hripcsak and Albers, 2013; Kahn et al., 2016;
Mandel et al., 2016; Wilkinson et al., 2016).

Figure 5. Risk prioritization matrix for AI-blockchain genomic data governance.

The risk matrix in Figure 5 identifies re-identification, regulatory conflict, model leakage, and
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consent drift as high-priority risks. Re-identification has high impact because genomic data are
inherently distinctive and family-linked. Regulatory conflict is also severe because immutable
audit logs may appear to conflict with rights to correction or erasure. Model leakage becomes
important when downstream AI tools learn from sensitive cohorts. Consent drift occurs when a
patient's preferences change but secondary data users continue to rely on older permissions. The
framework addresses these risks through revocable consent tokens, off-chain storage controls,
minimum-necessary AI triage, and cryptographic proof mechanisms.

5. HEALTHCARE ENGINEERING IMPLICATIONS
Table 4 translates the framework into healthcare engineering controls. These controls are

intended for hospitals, biobank networks, genomic laboratories, and research data platforms.
They include governance controls such as data access committees, technical controls such as
encryption and secure aggregation, and operational controls such as incident response and patient
notification. The key principle is layered accountability: no single mechanism, whether
blockchain or AI, should be treated as sufficient. Patient-centric governance emerges only when
consent, identity, storage, analytics, and audit functions reinforce one another.
Table 4. Healthcare engineering controls for deployment.

Control Area Objective Implementation Mechanism

Consent governance Purpose limitation, revocation, expiry, and
patient notification

Smart-contract templates and patient
dashboard

Identity and access Verify patient, clinician, researcher, and
institution roles

Decentralized identity, multi-factor
authentication, credential registry

Data protection Protect raw sequence files and variant
annotations

Off-chain encrypted vaults, hash
anchoring, key rotation

AI risk analytics Score access risk, detect anomalies, and
recommend minimum scope

Validated risk model, explanation
interface, bias review

Interoperability Connect genomic data with EHR and
research metadata

FHIR mapping, controlled terminology,
data-quality framework

Audit and compliance Support evidence generation and regulator
inspection

Immutable logs, exportable audit report,
incident response workflow

Figure 6 provides an implementation roadmap. Phase 1 establishes the governance charter
and determines who may operate validating nodes in the permissioned network. Phase 2 designs
metadata models and maps genomic records to EHR identifiers and FHIR-compatible structures.
Phase 3 implements consent smart contracts and tests revocation, expiration, and purpose
limitation. Phase 4 deploys AI privacy analytics for anomalous access detection and risk scoring.
Phase 5 validates the system through audit simulations, bias checks, model leakage tests, and
regulatory review. This staged approach reduces the risk of building a technically impressive
system that cannot be trusted by patients, clinicians, or regulators.
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Figure 6. Implementation roadmap for healthcare organizations and genomic research networks.

The framework also has implications for research collaboration. Multi-institutional genomic
studies often require data linkage across hospitals and biobanks, but direct pooling may be legally
or ethically constrained. Federated learning and secure aggregation allow models to learn across
institutions without centralizing all raw data, while blockchain can record model-training
permissions, node participation, and governance events (Bonawitz et al., 2017; Kairouz et al.,
2021; Yang et al., 2019; Rieke et al., 2020; Sheller et al., 2020; Kaissis et al., 2020; Warnat-
Herresthal et al., 2021). This combination is particularly suitable for rare-disease genomics,
where sample sizes are small and collaboration is necessary.

For patient engagement, the system should expose meaningful explanations rather than raw
technical logs. A patient dashboard should summarize who requested data, for what purpose,
which policy allowed access, whether AI flagged risk, and what data category was released. Such
explanations do not require revealing cryptographic details; they require translating governance
evidence into understandable patient-facing language. This is consistent with responsible AI
guidance that emphasizes clinical impact, explainability, and human oversight rather than opaque
automation (Kelly et al., 2019; Wiens et al., 2019; Liu et al., 2020; Vasey et al., 2022).
Table 5. Evaluation metrics for future prototype validation.

Metric Definition Interpretive Value

Access latency Median time between verified request and
data availability

Lower is better; direct on-chain storage
should be avoided

Revocation propagation Time required for consent changes to take
effect across nodes

Critical for patient agency and legal
responsiveness

Audit completeness Share of data actions with valid identity,
policy, time, and hash evidence

Core indicator for trust and inspection
readiness

Privacy-risk alert rate Share of requests flagged for additional
review

Must be balanced against false-positive
burden

Interoperability coverage Share of genomic records mapped to
clinical metadata standards

Determines downstream clinical and
research utility

6. LIMITATIONS AND FUTURE RESEARCH
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This study has limitations. First, the evaluation is scenario-based and does not use patient-
level operational data. The numerical scores are intended to compare engineering logic, not to
estimate clinical outcomes. Second, the framework assumes a permissioned consortium, which
may be easier to govern than an open public blockchain but still requires institutional
coordination. Third, AI modules may introduce bias if privacy-risk scoring is trained on narrow
or historically distorted access logs. Fourth, smart contracts can encode rules precisely, but
ethical judgment is often contextual. Human review remains necessary for high-risk access
decisions, secondary uses, and requests involving vulnerable populations.

Future research should develop a prototype with synthetic genomic records, FHIR-compatible
metadata, and simulated patient consent preferences. Such a prototype should measure
transaction latency, revocation propagation time, false-positive anomaly rates, and usability of
patient dashboards. Additional work should examine how zero-knowledge proofs can verify
eligibility criteria without revealing sensitive genetic attributes, how regulatory rights can be
reconciled with immutable audit records, and how privacy attacks against governance AI can be
detected. Comparative field studies across hospitals and biobanks would be especially valuable.

7. CONCLUSION
This paper proposed an AI-blockchain framework for patient-centric genomic data

governance. The central argument is that genomic data stewardship requires more than secure
storage: it needs executable consent, auditable provenance, privacy-risk analytics, interoperable
metadata, and meaningful patient agency. Blockchain provides tamper-resistant evidence, shared
governance state, and smart-contract execution. AI contributes contextual risk scoring, anomaly
detection, data-quality assessment, and policy recommendation. Off-chain storage prevents
blockchain bottlenecks and reduces exposure of sensitive genomic content. Scenario-based
evaluation suggests that the hybrid model performs better than centralized EHR governance and
blockchain-only governance across integrity, consent, privacy, auditability, and interoperability
dimensions.

The contribution of the study is a healthcare engineering design that places the patient at the
center of genomic data use while preserving scientific utility. By linking AI, blockchain,
federated learning, privacy-preserving computation, and EHR interoperability, the framework
offers a practical direction for hospitals and research networks seeking to build trustworthy
genomic data ecosystems. Its value lies not in treating blockchain as a universal solution or AI as
a replacement for governance, but in showing how both technologies can be integrated into a
layered, auditable, and privacy-preserving architecture.
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