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Abstract
Large language models are increasingly used to generate candidate security
patches, yet a patch that appears successful under one validation signal may still
be incomplete, exploit-specific, or unsafe when stronger evidence is applied. This
article develops an analytics-oriented framework for evaluating LLM-based
vulnerability repair through two security-critical lenses: exploit-variant resistance
and root-cause conformance. Instead of treating patch validation as a binary
pass/fail decision, the study models validation as a layered evidence profile that
combines build validity, functional preservation, original proof-of-concept
blocking, exploit-variant resistance, CWE-specific root-cause assessment, static-
warning rechecking, and regression-safety review. A controlled patch-validation
dataset containing 400 candidate repairs across SQL injection, path traversal,
cross-site scripting, and missing authorization scenarios is analyzed to show how
weak validation oracles inflate apparent repair success. The analysis demonstrates
that original exploit blocking and static-warning disappearance provide useful but
incomplete signals. In the primary model configuration, 79.5% of patches blocked
the original exploit, whereas 49.0% satisfied the full validation profile. CWE-level
results further show that path traversal exhibits strong variant-bypass risk, SQL
injection exhibits root-cause conformance gaps, and missing authorization remains
difficult because correct repair depends on trust-boundary placement rather than
local code edits. The paper contributes a patch-validation analytics model, a
reporting structure for oracle divergence, and practical guidance for validation-
aware repair workflows. The findings indicate that LLM-based vulnerability repair
should be evaluated through layered security evidence rather than by a single
permissive oracle.

Keywords: LLM-based vulnerability repair; AI patch validation; exploit-variant
resistance; root-cause conformance; oracle divergence; security analytics;
automated program repair; software security

I. INTRODUCTION
Large language models have changed the practical imagination of automated vulnerability repair. A developer is now able to
paste a vulnerable code fragment into a conversational system and receive a plausible patch in seconds. Repository-level agents
extend the same idea to multi-file tasks by searching the project, editing candidate files, running tests, and revising the patch
after feedback. These capabilities make LLM-based repair attractive for security triage, open-source maintenance, DevSecOps
automation, and rapid response to disclosed vulnerabilities. Yet the convenience of generated code also creates a new validation
problem: the patch may look correct, compile successfully, and block a demonstrated exploit while leaving the vulnerability
class only partially repaired. Recent C/C++ repair experiments show that real-world vulnerability repair remains difficult
even when advanced LLMs are used as patch generators (Zhang et al.,2024). Empirical assessments of deep vulnerability
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detection caution that apparent model accuracy may be fragile under dataset and distribution changes (Chakraborty et
al.,2021).

The central challenge is that security correctness is not equivalent to functional correctness. Traditional automated program
repair often treats the test suite as the main acceptance oracle. Security repair requires additional evidence because a
vulnerability is defined by adversarial behavior, trust boundaries, data-flow constraints, authorization semantics, and unsafe
interpretation of inputs. A patch for SQL injection is not persuasive merely because it rejects one malicious string; it should
remove unsafe query construction. A patch for path traversal is not persuasive merely because it blocks a literal traversal token;
it should normalize and confine paths. A patch for missing authorization is not persuasive merely because one endpoint now
checks a role; it should enforce the correct access-control decision at the relevant trust boundary. Transformer-based
architectures provide the representational foundation for many modern code models used in repair workflows (Vaswani
et al.,2017). Developer studies of static analysis explain why analyzer-facing signals should be made actionable instead
of being treated as final evidence (Johnson et al.,2013).

This article examines LLM-based vulnerability repair from an analytics perspective. The goal is not to propose a new patch-
generation model. Instead, the paper asks how generated patches should be measured after they have been produced. The
proposed perspective treats each patch as a data object with multiple validation attributes: build status, benign behavior
preservation, original proof-of-concept blocking, exploit-variant resistance, static-analysis status, root-cause conformance, and
regression-safety status. The analytical value lies in comparing these attributes rather than collapsing them into one success
label. Software security evaluation in connected systems requires attention to both code-level weaknesses and system-
level cyber risk (Lu and Xu,2019). Research on next-generation communication systems reinforces the importance of
security assurance for increasingly distributed software ecosystems (Lu and Ning,2020).

The distinction matters because weak validation oracles often answer narrow questions. Build success asks whether the edited
program is executable. Functional tests ask whether sampled benign behavior remains intact. Original proof-of-concept
execution asks whether one demonstrated attack trace fails after patching. Static-warning disappearance asks whether a
particular analyzer no longer reports a pattern. Each signal is useful, but each is also incomplete. A repair workflow that accepts
a patch immediately after the first positive signal risks adopting an exploit-specific, analyzer-facing, or functionality-breaking
fix. Zero-shot repair studies show that LLM-generated fixes may appear plausible while still requiring independent
validation evidence (Pearce et al.,2023). Empirical studies of program-analysis needs show that developer-facing repair
tools should present interpretable reasons for validation failures (Christakis and Bird,2016).

Two validation dimensions deserve special attention. The first is exploit-variant resistance, which measures whether a patch
blocks semantically related attack forms rather than only the original exploit instance. The second is root-cause conformance,
which measures whether the patch satisfies vulnerability-class-specific repair expectations. These dimensions are
complementary. Variant resistance provides behavioral evidence of generalization, while root-cause conformance provides
semantic evidence that the security mechanism is aligned with the vulnerability class. A patch may satisfy one without satisfying
the other, and the gap between them is analytically informative. Pre-trained code representations make it feasible to compare
vulnerable and repaired code at the semantic-feature level (Feng et al.,2020). Experience reports from large-scale static
analysis show that analyzer results are valuable only when embedded in repeatable engineering workflows (Sadowski et
al.,2018).

The study develops a patch-validation analytics model and applies it to a controlled dataset of LLM-generated repairs. The
dataset covers four vulnerability classes: SQL injection, path traversal, cross-site scripting, and missing authorization. The
analysis does not release executable exploit artifacts. Instead, it uses sanitized validation outcomes, aggregate metrics, and
structured variables suitable for reproducible security analytics without facilitating misuse. The article is designed for the
Journal of AI Analytics and Applications because it frames vulnerability repair evaluation as a problem of AI analytics: how
to transform heterogeneous validation signals into interpretable evidence for decision making. Analytics-oriented
information-system research is useful for translating technical repair outcomes into organizational risk evidence (Kou
and Lu,2025). 6G scenario research further illustrates how future software systems will require automated but auditable
security controls (Lu and Zheng,2020).

The paper makes four contributions. First, it defines a validation analytics framework that separates original exploit blocking,
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exploit-variant resistance, root-cause conformance, static-warning rechecking, and regression safety. Second, it develops a
layered reporting structure for oracle divergence in LLM-based vulnerability repair. Third, it provides a data analysis of 400
candidate patches across four CWE classes and two model configurations. Fourth, it translates the findings into practical
guidance for tool builders, benchmark designers, and security teams adopting LLM-assisted repair workflows. Code-
generation research demonstrates the productive potential of LLMs, but it also reinforces the need for post-generation
verification (Chen et al.,2021). Industrial static-analysis experience shows that warning disappearance may reflect tool
behavior and therefore requires complementary validation (Bessey et al.,2010).

The rest of the article is organized as follows. Section II reviews the background on automated repair, LLM-based repair, and
validation oracles. Section III presents the research design and validation analytics model. Section IV describes the controlled
dataset and measured variables. Section V reports the main results. Section VI discusses implications for security analytics and
DevSecOps practice. Section VII addresses limitations and validity concerns. Section VIII concludes the paper.

II. BACKGROUND AND ANALYTICAL FRAMING
Automated program repair has long distinguished plausible patches from correct patches. A plausible patch satisfies the
available validation evidence, usually a test suite. A correct patch repairs the underlying defect without violating intended
behavior. The difference between the two has motivated a large body of work on patch overfitting, semantic equivalence,
benchmark design, and test-suite adequacy (Le Goues et al., 2012; Qi et al., 2015; Monperrus, 2018; Gazzola et al., 2019).
LLM-based repair inherits this problem while adding a further complication: generated code may be fluent, idiomatic, and
persuasive even when the security reasoning behind it is incomplete. Data-flow-aware code models support the idea that
validation should examine semantic paths rather than only surface edits (Guo et al.,2021). Symbolic execution research
provides a basis for generating security-relevant tests that explore paths missed by ordinary functional suites (Cadar et
al.,2008).

Security vulnerabilities intensify the gap between plausibility and correctness. Vulnerability repair often requires reasoning
about attacker-controlled inputs, data-flow paths, authorization state, privilege levels, storage boundaries, encoding contexts,
and security invariants. These properties are rarely exhausted by a general-purpose functional test suite. As a result, a patch
that passes ordinary tests may still be exploitable, and a patch that blocks a known exploit may still fail a closely related exploit
variant. Security validation therefore needs to examine the patch across several evidence layers rather than assume that a single
test outcome is decisive. Industry-scale digital transformation studies suggest that security validation should be designed
as part of the operational architecture rather than as an afterthought (Lu,2025). Cloud-pricing analytics shows how
technical measurements can be transformed into decision-oriented indicators, a logic also used in validation analytics (Lu
et al.,2020).

Large language models introduce both opportunity and risk in this setting. They may synthesize secure-coding patterns from
massive code corpora, explain repair intent in natural language, and generate candidate edits faster than a human analyst. At
the same time, they may overfit to the prompt, imitate superficial security patterns, or choose locally plausible edits that fail
under less obvious attack variants. Prior studies of code-generation security have shown that generated code may reproduce
insecure practices or provide partial fixes when the validation environment is weak (Pearce et al., 2022; Chen et al., 2021).
Neural vulnerability repair systems illustrate why generated patches should be evaluated against security-specific criteria
rather than only syntactic similarity (Fu et al.,2022). Whitebox fuzzing research supports the inclusion of adversarially
generated test evidence in vulnerability validation (Godefroid et al.,2012).

Validation oracles differ in strength. Textual similarity to a reference patch offers weak evidence because two correct patches
may look different and two similar patches may differ in security meaning. Build success is necessary for execution but says
little about security. Functional tests protect benign behavior but may not cover adversarial states. Static analysis is scalable
and valuable, but warning disappearance may reflect analyzer evasion rather than semantic repair. Original proof-of-concept
execution is stronger because it tests demonstrated exploitability, yet it remains bounded by one attack trace. Exploit variants
and root-cause conformance provide more demanding evidence because they ask whether the fix generalizes and whether it
addresses the vulnerability mechanism. General-purpose foundation models strengthen automated repair interfaces, but
their broad capability does not eliminate the need for task-level evidence (OpenAI,2023). Coverage-guided fuzzing
research explains why exploit-variant resistance should be treated as a measurable behavioral layer (Bohme et al.,2016).
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Existing vulnerability benchmarks have improved the field by making repair tasks executable and more comparable. Datasets
such as Vul4J and APR4Vul emphasize reproducible vulnerabilities and support empirical assessment of repair tools. More
recent LLM and agentic repair benchmarks extend evaluation to repository-level contexts and richer validation environments.
These efforts are important, yet absolute success rates remain hard to compare across studies because benchmarks vary in
programming language, vulnerability class, prompt design, tool configuration, and acceptance oracle. A patch-validation
analytics approach addresses this problem by reporting the performance of several oracles on the same patch set. Decentralized
digital systems further demonstrate that software assurance must combine technical correctness with trust and governance
evidence (Xu et al.,2024). Quantum-science review work shows the importance of distinguishing conceptual promise
from operational validation evidence (Ye and Lu,2022).

The present article therefore treats oracle divergence as a primary analytical object. Oracle divergence occurs when a patch
accepted by a weaker validation signal is rejected by a stronger signal. For example, a patch that blocks the original proof-of-
concept but fails exploit variants exhibits exploit-specific behavior. A patch whose static warning disappears but whose root-
cause criteria are not satisfied exhibits analyzer-facing behavior. A patch that blocks attacks but breaks valid user behavior
exhibits functionality-breaking repair. These differences are crucial for security decision making because they indicate why a
patch should not be accepted even when a familiar validation signal is positive. Recent vulnerability-repair work using LLMs
shows that metric design can strongly influence reported repair quality (de-Fitero-Dominguez et al.,2024). Targeted
mutation fuzzing demonstrates that variant generation can be systematic rather than arbitrary (Lemieux and Sen,2018).

Root-cause conformance is especially important because vulnerability classes differ in repair semantics. SQL injection is
normally repaired by safe query construction, prepared statements, or safe object-relational mapping rather than keyword
blacklisting. Path traversal is repaired by canonicalization, base-directory confinement, and allowlist validation rather than raw
string filtering. Cross-site scripting requires output-context-aware encoding or vetted sanitization rather than blocking one tag.
Missing authorization requires enforcement at the correct trust boundary with role and object-level checks rather than client-
side or endpoint-local patches. A generic success criterion does not capture these class-specific requirements. Identifier-aware
pre-training is relevant because security patches often depend on preserving variable roles and API usage semantics
(Wang et al.,2021). Modern fuzzing frameworks show that incremental test-generation advances can be integrated into
continuous security validation (Fioraldi et al.,2020).

Exploit-variant resistance complements root-cause assessment by evaluating behavioral generalization. It asks whether
semantically equivalent inputs still trigger the vulnerability after patching. Variant design should not aim to produce destructive
attacks or facilitate misuse. Instead, it should produce controlled, sanitized, local tests that preserve attack intent while
modifying representation, encoding, order, boundary values, or context. In evaluation terms, variant resistance provides
evidence that a patch is not narrowly tailored to the original demonstration. In analytics terms, it supplies a measurable signal
that bridges observed exploit blocking and deeper semantic conformance. Research on quantum machine learning highlights
the broader movement toward complex AI systems that require transparent evaluation protocols (Lu et al.,2024).
Blockchain trend research shows that software trust problems often require both technical mechanisms and institutional
interpretation (Zheng and Lu,2022).

This background motivates the study design. A patch-validation analytics framework should record each evidence layer,
compute divergence between weak and stronger oracles, stratify outcomes by vulnerability class, and identify patterns that
require developer review. The following section formalizes this objective as an applied analytics model rather than a generation
model. Repository-level benchmarks show that realistic software tasks require evidence beyond isolated code-fragment
correctness (Jimenez et al.,2024). Smart greybox fuzzing shows how structural feedback can make variant testing more
efficient for security-relevant paths (Pham et al.,2017).

III. RESEARCH DESIGN AND VALIDATION ANALYTICS MODEL
The research design is a controlled validation analytics study. Each candidate patch is treated as an observation, and each
validation layer is treated as an attribute of that observation. The resulting dataset supports several questions: Howmany patches
pass a weak oracle but fail a stronger one?Which vulnerability classes display the largest gaps between original exploit blocking
and full security acceptance? Does a model with high proof-of-concept blocking necessarily achieve high root-cause
conformance? Which validation layers provide the strongest practical signal for rejecting unsafe or incomplete repairs? Unified
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code representation models motivate the use of common evidence schemas across natural-language prompts, code edits,
and validation outputs (Guo et al.,2022). Semantic defect prediction research supports the broader claim that code-quality
analytics depends on features that capture program meaning (Wang et al.,2016).

The proposed analytics model is organized around six validation dimensions. Build and functionality checks establish a
minimum quality floor. Original proof-of-concept blocking tests whether the demonstrated attack trace no longer succeeds.
Exploit-variant resistance tests whether semantically related attack forms also fail. Root-cause conformance examines whether
the patch satisfies class-specific repair expectations. Static-warning rechecking records whether the analyzer-facing signal
disappears or changes after the patch. Regression-safety review checks whether the edit introduces a new weakness or damages
legitimate behavior. Blockchain-in-Industry-4.0 research shows why security analytics must address cross-system
dependencies rather than isolated components (Chen et al.,2024). Industrial information integration work on quantum
computing highlights the need for evaluation frameworks that remain interpretable as technical systems become more
complex (Lu et al.,2023).

Figure 1 presents the validation analytics matrix. The figure intentionally avoids a flowchart with arrows because the framework
is not only a linear pipeline. In practical use, several layers operate as parallel evidence sources that are later interpreted together.
For example, static-warning disappearance is not a final verdict by itself; it becomes meaningful when compared with exploit-
based evidence and root-cause conformance. Likewise, original proof-of-concept blocking is not ignored, but it is treated as
one evidence object among several.

Figure 1. Patch-validation analytics matrix for LLM-based vulnerability repair.

The matrix clarifies why the article focuses on analytics rather than patch generation. A generation model produces candidate
edits, but a validation analytics system decides how those edits should be interpreted. The key output is therefore not only a
count of successful patches; it is a profile of evidence strength. A patch with positive build, functionality, and original exploit
outcomes but negative variant and root-cause outcomes represents a different risk than a patch that fails at build time. A
validation report that separates these cases gives developers more actionable information.

Table I summarizes the validation dimensions used in the study. The table also identifies the analytical question associated with
each dimension. This structure is intended to make the evaluation reproducible and auditable. A security team may implement
the same dimensions with different tools, but the reporting logic remains stable: each layer contributes a distinct piece of
evidence, and the full acceptance label should be reserved for patches that satisfy all required security-aligned layers.
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Table I. Validation dimensions and analytical interpretation.
Validation dimension Primary evidence Analytical interpretation Typical failure pattern

Build validity Patched program compiles, loads, and
executes in the controlled environment

Minimum executable quality; not a
security claim

Invalid repair or extraction failure

Functionality preservation Benign tests remain satisfied after the
patch

The patch avoids damaging observed
legitimate behavior

Functionality-breaking fix

Original PoC blocking The demonstrated exploit no longer
triggers the vulnerability

Direct evidence against one known
exploit path

Unblocked vulnerability

Exploit-variant resistance Semantically equivalent variants fail
under controlled tests

Behavioral generalization beyond the
demonstration

PoC-overfitted or variant-bypassable fix

Root-cause conformance CWE-specific repair rubric is satisfied Semantic evidence that the vulnerability
mechanism has been addressed

Symptom-level or incomplete root-cause
fix

Static-warning rechecking Analyzer signal disappears, persists, or
changes after patching

Scalable diagnostic signal, not a final
oracle

Warning-overfitted or analyzer-facing
fix

Regression safety No detected new weakness or weakened
security behavior

Evidence that the repair did not create a
security-relevant side effect

Regression-unsafe fix

Table I emphasizes that each validation layer answers a different question. A robust reporting system should therefore keep the
layers separate until the final interpretation stage. This separation also makes benchmark results easier to compare because a
reader sees whether a reported improvement comes from better exploit blocking, better root-cause conformance, fewer
regressions, or merely higher build success.

IV. CONTROLLED DATASET ANDMEASURED VARIABLES
The controlled dataset contains 400 candidate patch records. The records are divided across two LLM configurations, four
CWE classes, and five repair-prompt settings. Each patch record contains the vulnerable case identifier, vulnerability class,
prompt setting, model configuration, extracted patch status, validation-layer outcomes, and final label. The dataset is designed
for validation analytics rather than exploit publication. It does not include executable payloads or raw attack materials. This
choice supports reproducibility of aggregate analysis while avoiding disclosure of materials that would be inappropriate for
open redistribution. LLM-based program repair studies support the need to separate generation capability from validation
reliability (Xia and Zhang,2023). Research on software naturalness explains why LLMs can produce plausible patches
that still require semantic validation (Hindle et al.,2016).

The four vulnerability classes were selected because they differ in repair semantics and because they support both behavioral
and root-cause evaluation. SQL injection provides a clear contrast between payload filtering and safe query construction. Path
traversal provides a clear contrast between string-level blocking and canonical path confinement. Cross-site scripting requires
context-aware output handling. Missing authorization requires correct placement of access-control checks at a trust boundary.
These differences allow the study to examine whether patch overfitting varies by vulnerability class rather than assuming a
uniform repair problem. Competition-level code-generation results demonstrate that high coding performance does not
automatically imply security adequacy (Li et al.,2022). Machine learning for big code provides the methodological basis
for treating source code as data while still respecting program semantics (Allamanis et al.,2018).

The five prompt settings are not treated as an optimization exercise. Instead, they represent realistic ways developers might ask
an LLM to repair code: a generic repair request, a security-aware request, a root-cause-aware request, a variant-aware request,
and a static-warning-guided request. The prompt setting is recorded because it may influence repair behavior. However, the
study treats prompt design as guidance, not proof. Even an explicitly root-cause-aware prompt must be followed by independent
validation evidence. Financial and information-system applications of quantum algorithms reinforce the importance of
auditable model-driven decision evidence (Lu and Yang,2024). Management analytics research supports the idea that
technical evidence should be structured for decision making, not only for model scoring (Lu,2021).

Table II reports the principal variables in the patch-level dataset. A major benefit of this schema is that it allows multiple forms
of analysis without changing the underlying records. The same data support acceptance-rate analysis, oracle-divergence
analysis, CWE-level stratification, prompt-level comparison, model comparison, and qualitative review of failure patterns. This
is a practical advantage for benchmark maintainers because it separates data collection from later analytical interpretation.

Table II. Patch-level dataset schema for validation analytics.
Variable group Example field Recorded value Use in analysis

Case metadata case_id, cwe_class, scenario_type CWE89-07; SQL injection; searchSupports stratified analysis by
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endpoint vulnerability class and scenario
Patch generation model_config, prompt_setting,

response_id
Model A; root-cause-aware; generated
response hash

Supports prompt and model comparison

Patch extraction extraction_status, build_status applied; build passed Separates invalid edits from security
failures

Behavioral evidence functional_pass, poc_blocked,
variants_blocked

1, 1, 0 Supports oracle-divergence and exploit-
variant analysis

Semantic evidence root_cause_conformant,
static_warning_status

0; warning disappeared Identifies warning-overfitting and
incomplete repair

Safety evidence regression_safe, final_verdict 1; PoC-overfitted fix Supports operational rejection and
failure-mode reporting

The variables in Table II also support privacy-aware and misuse-aware reporting. Raw attack payloads are unnecessary for
aggregate analytics. A benchmark maintainer may publish sanitized categories, validation outcomes, and reproducibility scripts
while keeping exploit artifacts out of public release. This balance is important for security research that aims to improve
evaluation without increasing operational risk.

V. RESULTS AND DATA ANALYSIS
The first analysis examines how acceptance changes as validation becomes more demanding. Figure 2 reports the primary
model configuration across successive layers. Build validity is high, indicating that most generated patches are syntactically
executable. Functional preservation is also high, showing that many patches maintain observed benign behavior. However, the
acceptance rate falls sharply once security-aligned evidence is enforced. Original proof-of-concept blocking accepts 79.5% of
patches, while full-protocol acceptance reaches 49.0%. Program-synthesis research indicates that prompt-driven code
generation should be treated as probabilistic candidate production rather than final assurance (Austin et al.,2021). Studies
comparing deep models for source code warn against assuming that more complex models always produce more reliable
software evidence (Hellendoorn and Devanbu,2017).

This drop is analytically important because it shows that the original exploit is an incomplete proxy for security repair. A patch
that blocks the demonstration may still fail variant resistance, fail root-cause conformance, or introduce a regression. In practical
terms, this means that a security team should not equate a green proof-of-concept replay with a fully trustworthy repair. The
proof-of-concept remains necessary: a patch that fails the original exploit test is not a credible fix. Yet the proof-of-concept
should be treated as a gateway signal rather than a final decision signal. Open code-generation models make validation
analytics increasingly important because repair proposals can be produced at large scale (Nijkamp et al.,2022). Tree-
structured neural code models show that syntactic structure can be useful for understanding code but remains insufficient
for security validation alone (Mou et al.,2016).
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Figure 2. Acceptance-rate decline as validation layers become stronger.

The same pattern appears in the oracle-divergence analysis. Table III reports paired comparisons in which a weaker oracle
accepts a patch and a stronger oracle rejects it. The largest divergence is observed between functional passing and full-protocol
acceptance. This indicates that preserving sampled benign behavior is a weak security indicator. More central to this article,
the original proof-of-concept-to-full comparison shows substantial divergence, and the static-warning-to-root-cause
comparison shows that analyzer-facing success often fails to establish semantic repair.

The divergence results provide a more informative view than a single final success rate. A final rate of 49.0% tells the reader
that less than half of the primary candidate patches satisfy the full validation profile. The divergence rows explain why. Some
patches fail because they are too closely fitted to the original exploit. Others fail because the static warning disappears without
sufficient root-cause evidence. Others preserve functionality but fail stronger security evidence. These categories require
different responses from tool builders and developers. Audit-oriented blockchain research is relevant because AI patch
validation also requires traceable evidence and independent review (Wu et al.,2025). Bibliometric analytics research is
relevant because validation analytics also depends on organizing heterogeneous evidence across studies and artifacts (Lu
et al.,2024b).

Table III. Paired oracle-divergence statistics in the primary validation profile.
Weak-to-strong comparison Accepted by weak oracle Rejected by stronger oracle Divergence Interpretation

Functional pass vs. full protocol 179 81 45.3% Observed benign behavior is
insufficient as security evidence

Original PoC vs. exploit variants 159 21 13.2% Some patches block the
demonstration but fail related
attacks

Original PoC vs. root-cause
conformance

159 39 24.5% Some exploit-blocking patches
lack class-specific repair
evidence

Original PoC vs. full protocol 159 61 38.4% Original exploit blocking
overestimates genuine
acceptance

Static warning disappearance vs.
root-cause conformance

160 69 43.1% Analyzer-facing success often
diverges from semantic repair

The most important result in Table III is not simply that the full protocol is stricter. The analytical value is that the table localizes
disagreement. A system with high proof-of-concept blocking and high variant resistance but low root-cause conformance
should be improved differently from a system with high root-cause conformance but poor regression safety. Validation analytics
turns a single failure label into a diagnostic profile.

VI. DISCUSSION AND PRACTICAL IMPLICATIONS
The findings support a layered approach to AI patch validation analytics. The goal of such an approach is not to reject
automation, but to make automation safer and more measurable. LLMs are useful generators of candidate repairs, especially
for routine vulnerabilities and rapid triage. Their outputs, however, should enter a validation workflow that distinguishes
apparent success from stronger security evidence. Without that distinction, organizations risk accepting patches that appear to
close a vulnerability while leaving equivalent attack paths open. Instruction-following improvements affect the way
developers elicit repairs, but instruction alignment does not substitute for security validation (Ouyang et al.,2022). Code-
smell detection research demonstrates that learned software-quality signals require careful calibration before operational
use (Liu et al.,2020).

Exploit-variant resistance should become a standard component of LLM-based vulnerability repair evaluation. Variants need
not be unlimited or adversarially exhaustive. Even a bounded set of class-specific variants reveals whether the patch generalizes
beyond the demonstration. For SQL injection, variants may cover parameter structure, comments, encodings, and query
contexts. For path traversal, variants may cover normalization, separator changes, and encoded traversal. For XSS, variants
may cover output contexts and event-based forms. For authorization, variants may cover object ownership, role transitions, and
alternative endpoints. These tests should remain controlled and sanitized. Few-shot language-model research explains why
LLMs can generalize repair patterns from context, while also leaving uncertainty about unseen variants (Brown et
al.,2020). Name-based bug detection shows that machine-learning signals can uncover suspicious code patterns but should
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be interpreted as diagnostic evidence (Pradel and Sen,2018).

Root-cause conformance should be treated as a distinct semantic layer. A variant test is behavioral: it observes whether a class
of attacks fails. A root-cause rubric is explanatory: it asks whether the patch mechanism is appropriate for the vulnerability
class. The two layers reinforce each other. Behavioral tests detect bypasses that a rubric may miss. Root-cause assessment
identifies superficial fixes that happen to pass a finite set of variants. Together, they provide a stronger basis for accepting or
rejecting generated patches. Information-systems blockchain research shows that technical controls and organizational
procedures should be evaluated together (Lu,2022). Decision-making analytics research supports the conversion of
validation outputs into actionable risk indicators for teams (Lu et al.,2024c).

Static analysis remains valuable in this framework, but its role should be carefully defined. A warning that disappears after
patching is a useful signal, particularly in large codebases where automated scanning is routine. However, warning
disappearance is not the same as vulnerability removal. Analyzer-facing edits may hide a pattern, suppress a rule, move code
in a way that avoids detection, or remove functionality. In a validation analytics workflow, static analysis contributes one
column of evidence and should be interpreted in relation to exploit-based and root-cause evidence. Neural repair research
supports the use of code-aware representations, but it also shows the need for downstream correctness checks (Jiang et
al.,2021). Neural machine translation repair studies show that learned patch generation can capture common edits while
still needing independent correctness assessment (Tufano et al.,2019).

The practical workflow implied by the study has four stages. First, a generated patch should pass build and functionality checks.
Second, it should block the original proof-of-concept exploit in a controlled environment. Third, it should be tested against
sanitized exploit variants designed for the vulnerability class. Fourth, it should be assessed against root-cause conformance and
regression-safety criteria. A patch rejected at any stage should not be silently discarded; instead, the rejection reason should be
recorded so that model developers and security engineers learn which failure mode is most common. Joint localization-and-
repair models make patch provenance important because validation failures may originate from either fault localization
or edit generation (Ye et al.,2022). Sequence-to-sequence repair systems provide a precedent for end-to-end repair, but
their outputs still require layered validation (Chen et al.,2021b).

The approach also has implications for repair interfaces. A developer-facing tool should not merely report "patch accepted" or
"patch failed." It should present a validation profile: build passed, functional tests passed, original proof-of-concept blocked,
two variants failed, root-cause conformance incomplete, no regression detected. Such a profile is more useful than a binary
label because it explains the next action. A variant failure suggests the need for broader input handling. A root-cause failure
suggests a semantic redesign. A regression failure suggests that the repair changed business logic or weakened a security
property elsewhere. IoT blockchain-security research shows that software fixes frequently operate within multi-layered
trust environments (Xu et al.,2021). Early 6G research illustrates the broader movement toward software-defined
infrastructure where reliable automated repair will become increasingly consequential (Lu and Zheng,2019).

For benchmark designers, the results suggest that datasets should include not only vulnerable code and reference patches but
also layered validation artifacts. A benchmark with only one oracle risks encouraging systems that overfit to that oracle. A
benchmark with multiple evidence layers reveals how success changes under stronger evaluation. This makes model
comparisons more transparent and reduces the likelihood that reported improvements merely reflect oracle permissiveness.
Vulnerability-fix datasets demonstrate the value of linking code changes with vulnerability metadata for repair analytics
(Bhandari et al.,2021). Program-repair libraries demonstrate the value of reproducible repair infrastructure for comparing
candidate patches (Martinez and Monperrus,2016).

For DevSecOps managers, the findings point to a governance issue. LLM-generated patches should be integrated into software
delivery pipelines only when the pipeline contains independent validation controls. The organization should define what kind
of evidence is required before a generated repair is merged. For high-risk components, the threshold should include exploit
variants, root-cause review, and regression-safety checks. For lower-risk components, an organization may choose a lighter
profile, but the evidence gap should be explicit rather than hidden behind a single success metric. Large vulnerability corpora
make it possible to analyze repair behavior across CWE classes, but dataset structure can also bias measured outcomes
(Fan et al.,2020). Systematic APR studies show that automatic repair success depends heavily on the definition of
acceptance evidence (Le Goues et al.,2012).
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The analysis also supports an audit trail for AI-assisted repair. Each generated patch should be linked to the prompt, model
configuration, raw response, extracted patch, validation outputs, human review decision, and final disposition. Such an audit
trail enables post-incident analysis, benchmarking, continuous improvement, and compliance review. It also supports
responsible AI governance by documenting how automated code changes were assessed before acceptance. AI research
surveys provide a broad foundation for treating repair validation as an AI analytics problem rather than a purely
programming-language problem (Zhang and Lu,2021). Industrial IoT surveys show that code-level security fixes must
be evaluated in the context of connected operational systems (Xu et al.,2014).

Implementation should also prioritize validation controls according to both security-decision impact and automation feasibility.
Figure 3 maps five divergence indicators in this two-dimensional space. Controls in the upper-right area deserve early
investment because they are both operationally automatable and highly relevant to accepting or rejecting a generated patch.
Warning-to-root-cause divergence and proof-of-concept-to-full divergence are especially important because they reveal cases
where familiar tooling signals create false confidence. New vulnerable-code datasets show that coverage across projects and
CWEs remains a central challenge for generalizable securitymodels (Chen et al.,2023). Symbolic patch synthesis research
supports root-cause-oriented reasoning because successful repair may require constraints rather than local edits (Mechtaev
et al.,2016).

Figure 3. Priority map for validation controls in AI-assisted patch governance.

Figure 3 should not be read as a universal ranking of all security controls. It is an implementation heuristic for teams that must
decide where to invest first. A small organization may begin with automated proof-of-concept replay and simple class-specific
variant checks. A mature organization may add static-to-root-cause comparison, regression-safety monitoring, human review
queues, and benchmark dashboards that compare model behavior over time. In both cases, the evidence profile should remain
transparent to developers and security reviewers.

The governance implications extend beyond a single repair task. Once LLM-generated patches enter a continuous integration
environment, each validation failure becomes a data point for system improvement. A repeated pattern of path-traversal variant
failures may indicate that prompt templates overemphasize literal string blocking. A repeated pattern of SQL injection root-
cause failures may indicate that model outputs need stronger examples of parameterized query construction. A repeated pattern
of authorization regression may indicate that the model lacks repository-level context about roles and object ownership.

Validation analytics also supports risk-based routing. Low-risk patches that pass all layers may proceed to ordinary code review.
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Patches that pass the original exploit but fail variants should be routed to a security engineer with a variant-bypass explanation.
Patches that remove a static warning but fail root-cause conformance should be routed to an analyst familiar with the relevant
CWE class. Patches that introduce regressions should be routed back to the developer or model agent for redesign rather than
manual cosmetic adjustment. Code property graphs reinforce the value of structural and semantic evidence when assessing
whether a patch addresses the vulnerable path (Yamaguchi et al.,2014). Patch-correctness research shows that even test-
accepted patches can be semantically questionable under stronger criteria (Xiong et al.,2017).

Table VI. Governance controls mapped to common AI patch-validation failure modes.
Failure mode Primary evidence pattern Recommended governance control Expected benefit

Exploit-specific repair Original PoC blocked but variants fail Require class-specific variant suite
before acceptance

Reduces bypassable fixes that only
address the demonstration

Symptom-level repair Exploit blocked but root-cause rubric
fails

Require CWE-specific semantic review
or rule-based conformance check

Discourages superficial filters and
incomplete mechanisms

Analyzer-facing repair Static warning disappears but stronger
checks fail

Treat static rechecking as intermediate
evidence only

Prevents warning disappearance from
being used as final proof

Functionality-breaking repair Security signal improves while benign
tests fail

Require functional regression gate before
security acceptance

Avoids repairs that disable legitimate
behavior

Regression-unsafe repair Earlier layers pass but new weakness is
detected

Require before/after security regression
scan and targeted review

Prevents one vulnerability fix from
creating another risk

Model-specific overconfidence Model shows high weak-oracle success
but low full acceptance

Rankmodels by layered profile instead of
single success rate

Avoids model selection based on
permissive oracles

The controls in Table VI transform patch validation from a pass/fail exercise into a governance routine. The table is also useful
for audit documentation. Instead of stating that a generated patch was rejected, a team records that the patch was rejected
because it was exploit-specific, analyzer-facing, incomplete, functionality-breaking, or regression-unsafe. This vocabulary
improves communication between model engineers, application developers, security analysts, and release managers.

Another benefit is longitudinal measurement. Over several releases, an organization may track whether the proportion of PoC-
overfitted patches decreases after prompt changes, whether root-cause conformance improves after retrieval augmentation, or
whether regression failures increase when agents edit multiple files. Such trends are difficult to see in a binary success metric.
They become visible when the validation record contains separate evidence columns and a stable failure taxonomy. Broad AI
evolution studies show why validation methodology must evolve alongside increasingly capable model families
(Lu,2019). Industrial IoT research reinforces the need for security validation to extend beyond a single code fragment
(Lu,2017b).

The analytics perspective therefore links research evaluation with operational practice. In research, the same framework
improves benchmark comparability. In practice, it guides acceptance gates, triage queues, audit trails, and model-improvement
cycles. This dual role is especially important for LLM-based software engineering because model outputs are probabilistic and
model behavior changes over time. A validation system should be resilient to such change by grounding acceptance in external
evidence rather than model self-assessment. Deep vulnerability detection systems show that learned security signals can
identify suspicious code, but they do not alone prove repair correctness (Li et al.,2018). Repository-curation research
shows why benchmark provenance and project quality matter when interpreting repair results (Munaiah et al.,2017).

VII. LIMITATIONS AND FUTURE RESEARCH
The study has several limitations. First, the dataset is controlled and designed for validation analytics. It should not be
interpreted as a statistically representative sample of all vulnerabilities in production software. Real repositories contain
dependencies, build variability, framework-specific conventions, incomplete tests, and security assumptions that are difficult
to reproduce in a compact benchmark. The main generalizable finding is methodological: weak-oracle acceptance may diverge
from stronger security-aligned evidence and should therefore be measured. Representation-learning studies for vulnerability
detection support the use of learned features as auxiliary diagnostics in patch analytics (Russell et al.,2018). Machine-
learning surveys of vulnerability discovery support the article's distinction between detection evidence and repair
evidence (Ghaffarian and Shahriari,2017).

Second, exploit variants are finite. No controlled evaluation fully enumerates all possible attack forms. A patch that passes the
variants in this study may still fail under a stronger adversarial search. Future work should combine template-based variants
with fuzzing, symbolic execution, grammar-based mutation, dynamic taint tracking, and repository-aware analysis. Such
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extensions would improve coverage while preserving the safety requirement that exploit artifacts remain local, controlled, and
non-deployable. Industrial information integration research suggests that repair evidence should be organized so that it
can be reused across pipelines and teams (Lu,2018).

Third, root-cause conformance depends on the quality of the rubric. The rubrics used here are explicit and vulnerability-class-
specific, but they are not formal proofs of security correctness. Some legitimate repair strategies may satisfy security objectives
through mechanisms not captured by a simple rubric. Future work should examine multi-rater review, expert disagreement
resolution, semantic code analysis, and formal or semi-formal specifications for selected vulnerability classes. Graph-neural
vulnerability models motivate variant-aware evaluation because vulnerabilities often depend on contextual program
semantics (Zhou et al.,2019).

Fourth, the article evaluates validation outcomes rather than developer productivity or organizational adoption. In practice, a
validation analytics system must balance security rigor with time, cost, and usability. Too many validation gates may slow
emergency patching, while too fewmay allow incomplete repairs into production. Future studies should measure the operational
trade-off between validation strength, triage speed, false rejection, false acceptance, and developer trust. Semantic
vulnerability-representation frameworks demonstrate that data-flow and control-flow features remain essential for root-
cause assessment (Li et al.,2021).

Fifth, the cross-model comparison is not presented as a comprehensive model ranking. Model behavior changes over time as
systems are updated, and prompt settings influence generated patches. The purpose of the comparison is to show that higher
weak-oracle success does not necessarily imply higher full-protocol acceptance. A broader model study should control model
versions, decoding parameters, repository context, and prompt strategy more extensively. Industry 4.0 studies show that
automated software decisions increasingly interact with physical, organizational, and data-governance systems (Lu,2017).

VIII. CONCLUSION
This article developed an analytics-oriented framework for evaluating LLM-based vulnerability repair through exploit-variant
resistance and root-cause conformance. The core argument is that generated security patches should not be accepted only
because they compile, pass functional tests, block an original proof-of-concept, or remove a static warning. These signals are
useful, but they are incomplete when used alone. A reliable validation profile should distinguish build validity, benign behavior
preservation, original exploit blocking, exploit-variant resistance, class-specific root-cause conformance, static-warning status,
regression safety, and final full-protocol acceptance.

The data analysis shows why this distinction matters. In the primary configuration, original proof-of-concept blocking
substantially exceeded full validation acceptance. CWE-level results showed different failure patterns across path traversal,
SQL injection, cross-site scripting, and missing authorization. Cross-model comparison further showed that higher weak-oracle
success may coexist with lower full acceptance. These findings support the need for layered reporting rather than single-oracle
success claims.

For AI analytics research, the paper reframes vulnerability repair evaluation as a problem of evidence integration. The key
question is not simply whether an LLM produced a patch, but whether the patch remains credible under progressively stronger
security evidence. For software security practice, the article recommends validation-aware repair workflows that test generated
patches against variants, assess root-cause conformance, and record rejection reasons. Such workflows make LLM-assisted
repair more transparent, auditable, and safer for deployment in real software engineering environments.
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