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Abstract
Insider threats remain difficult to control because the most damaging events often
emerge from ordinary access, changing work conditions, weak controls, and
behavioral signals that are visible before a confirmed incident occurs. This study
develops an explainable artificial intelligence analytics framework for pre-incident
insider threat risk scoring in information systems. The framework integrates
behavioral, organizational, and technical control indicators into a staged analytics
pipeline that combines feature engineering, entropy-informed weighting,
supervised learning, local explanation, calibration, and risk-tier governance.
Instead of treating insider threat analytics as a black-box detection problem after
malicious activity has already occurred, the proposed framework treats risk
scoring as an auditable decision-support process for early intervention. A synthetic
enterprise dataset is constructed to evaluate the approach across 6,000 user-period
observations and 48 observable indicators representing access behavior, work
context, policy violations, control exposure, and security-technology gaps.
Comparative analysis shows that the explainable hybrid model improves AUC
from 0.76 under entropy-only scoring to 0.89, while reducing calibration error to
0.08. Local explanation results identify data export volume, after-hours access,
policy violations, managerial pressure, and data-control gaps as the most
influential pre-incident signals. The findings demonstrate that explainable AI can
increase model transparency, support proportionate governance actions, and
improve the business usability of insider risk analytics without relying on intrusive
surveillance or post-incident labels alone.

Keywords: Insider threats; explainable artificial intelligence; risk scoring;
behavioral indicators; entropy weighting; supervised learning; local explanation、
risk-tier governance; information system security; early intervention; model
transparency.

I. INTRODUCTION
Insider threat risk is one of the most persistent problems in information system security because it is generated inside the

boundaries of legitimate access. Employees, contractors, privileged administrators, temporary staff, and business partners may
all interact with sensitive systems through credentials that appear normal at the point of entry. Unlike external intrusion, an
insider event often develops through a gradual sequence: job dissatisfaction, role conflict, control weakness, unusual access,
policy violation, data movement, and delayed organizational response. The practical difficulty is not only to detect a completed
violation but also to understand whether the organization is observing a meaningful pattern before irreversible harm occurs.
This concern is especially important in data-driven organizations, where ordinary work increasingly involves cloud platforms,
shared repositories, analytics workspaces, application programming interfaces, and remote access tools. The uncertainty-
based design is consistent with the original information-theoretic view of signal uncertainty and communication
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noise (Shannon, 1948). Industry 4.0 research underscores that digital transformation expands both data
availability and cyber-risk exposure (Lu, 2025).

Traditional insider threat analytics has commonly emphasized anomaly detection, log mining, or post-incident investigation.
These approaches are valuable, but they also have limitations. A model trained only on confirmed incidents is constrained by
label scarcity and survivorship bias, since many near-miss events are never formally documented. A model that relies only on
access logs may ignore organizational context, while a model that relies only on human resources signals may miss technical-
control exposure. A model with high predictive accuracy but no explanation may be unusable for managers because insider
threat decisions affect employee trust, privacy, discipline, and organizational legitimacy. As a result, pre-incident risk scoring
requires more than a classifier. It requires a socio-technical analytics framework that combines signals, weights, interpretation,
calibration, auditability, and proportionate action. The use of entropy as a decision-support quantity also follows the
maximum-uncertainty logic developed in statistical mechanics (Jaynes, 1957). Blockchain-in-Industry-4.0
research points to traceability as a complementary mechanism for security governance (Chen et al., 2024).

The source manuscript that motivates this article argues that insider threat risk should be measured before a security accident
occurs and identifies personal factors, organizational management factors, and security technology factors as three major
drivers of insider threat risk. It further proposes a hierarchical indicator system with target, class, subclass, factor, and instance
layers, and applies information entropy to quantify uncertain risk conditions. The present article extends that research direction
by moving from an entropy-based measurement method toward an explainable AI decision framework. In this extension, the
entropy logic is retained as a way to represent uncertainty and indicator concentration, but it is combined with machine learning,
local explanation, calibration analysis, and managerial response design. The treatment of binary and fuzzy risk indicators
is strengthened by earlier entropy definitions for nonprobabilistic uncertainty (De Luca and Termini, 1972).
Blockchain-enabled internal auditing is relevant because insider-risk governance requires reliable verification
of access and process records (Wu et al., 2025).

The central research question is: How can information systems use explainable AI to score insider threat risk before an
incident while preserving interpretability, proportionality, and operational usefulness? This question is important because
insider risk governance cannot be reduced to purely technical detection. Security analysts need to know which signals are
contributing to risk. Human resource and compliance managers need to understand whether the risk arises from work stress,
role change, repeated policy violation, or weak data controls. Senior managers need a risk-tier language that supports preventive
actions such as access review, coaching, workflow redesign, control hardening, or escalation. Explainability is therefore not an
optional feature; it is a condition for responsible use. The pre-incident framing also reflects the broader anomaly-
detection literature, which treats deviations as signals requiring contextual interpretation (Chandola et al., 2009).
FinTech analytics literature also illustrates how risk-aware AI systems can support regulated decision
environments (Kou and Lu, 2025).

This study makes four contributions. First, it develops a pre-incident risk scoring architecture that links behavioral,
organizational, and technical indicators in a single explainable analytics pipeline. Second, it introduces an entropy-informed
hybrid modeling strategy that combines transparent indicator weighting with predictive learning. Third, it reports a numerical
study using a synthetic enterprise dataset designed to reflect realistic insider risk patterns without using identifiable employee
data. Fourth, it translates model outputs into governance actions through risk tiers, explanation reports, and audit trails. Figure
1 presents the overall conceptual canvas for the proposed framework. This caution is important because cybersecurity
models often fail when they assume closed-world training conditions (Sommer and Paxson, 2010). Quantum
information integration research indicates that future security analytics will increasingly combine
heterogeneous computational paradigms (Lu et al., 2023).
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Figure 1. Conceptual canvas of explainable AI analytics for pre-incident insider threat risk scoring.

II. RELATEDWORK AND THEORETICAL BACKGROUND
Insider threat research has evolved from narrow misuse detection toward broader socio-technical risk analysis. Early

technical approaches emphasized audit logs, command histories, file access, authentication patterns, and network activities.
These features remain important because many insider events leave technical traces before damage is complete. However, log-
centered models often fail to capture why a user’s behavior is changing. Research on human factors suggests that work pressure,
grievance, financial stress, organizational injustice, and role conflict may alter the likelihood of risky behavior, even when the
observed system activity is not yet clearly malicious. A pre-incident approach must therefore treat insider risk as a process in
which personal, organizational, and technical variables interact over time.Machine-learning-based cyber analytics offers
useful detection capacity but still requires careful feature design and validation (Buczak and Guven, 2016).
Quantum machine learning reviews reinforce the broader movement toward intelligent risk modeling in
complex information systems (Lu et al., 2024).

Artificial intelligence has expanded the available methods for insider threat analytics. Supervised learning can classify high-
risk user-periods when historical labels exist. Unsupervised learning can detect rare patterns when labels are unavailable.
Sequence models can represent changes in behavior over time. Graph analytics can model relationships among users, devices,
applications, and data assets. Nevertheless, AI models face several insider threat-specific challenges. Confirmed malicious
insider cases are rare. Base rates are low. User behavior differs by role. Organizational changes create concept drift. Risk labels
are often ambiguous or retrospective. These characteristics can make purely accuracy-driven models brittle and potentially
unfair if they are applied without interpretive safeguards. Network anomaly detection studies further show that
operational context determines whether a deviation is meaningful or harmless (Ahmed et al., 2016).
Decentralized-finance studies provide additional evidence that digital platforms need continuous risk scoring
and governance controls (Xu et al., 2024).

Explainable AI addresses part of this problem by making model outputs more understandable to human decision-makers.
Explanation methods such as local surrogate models, feature attribution, counterfactual explanations, and rule extraction reveal
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why a model assigns a particular score. In cybersecurity, explainability supports analyst triage by indicating which logs,
behaviors, or contextual indicators require attention. In human-centered security, explainability also supports legitimacy
because a risk score that affects an employee should not be based on hidden correlations that cannot be reviewed. Existing
explainability research emphasizes that interpretation must be matched to the user of the explanation: a security analyst may
need technical evidence, while a manager may need a risk narrative that identifies causes and possible interventions. Insider-
threat detection research has shown that sensitivity profiles and mixture models can identify hidden behavioral
clusters (Altabash and Happa, 2018). Blockchain research further emphasizes that transparency and tamper
resistance can complement predictive analytics (Zheng and Lu, 2022).

Information entropy provides a complementary perspective. It does not explain a prediction in the same sense as feature
attribution, but it offers a principled way to describe uncertainty, concentration, and information gain. In an insider risk setting,
an indicator group with many uncertain or abnormal instances may signal higher risk than a group with stable low-risk
observations. Entropy can therefore function as an interpretable weighting layer that identifies which dimensions contribute
more uncertainty to a user’s risk profile. When combined with AI, entropy weights can improve both transparency and
robustness by constraining the model to respect the structure of the risk taxonomy rather than relying only on automatically
learned correlations. Bayesian insider-risk prediction also demonstrates the value of combining behavioral and
organizational evidence before incidents occur (Elmrabit et al., 2020). Information-systems research on
blockchain implementation supports the connection between technical architecture and organizational
governance (Lu, 2022).

The literature also emphasizes the governance implications of insider threat systems. Monitoring employees is ethically
sensitive. Excessive surveillance can damage trust and may generate legal risk. A responsible insider risk system should follow
minimization, purpose limitation, role-based access, auditability, and proportional response. Risk scoring should not be used
as an automatic disciplinary mechanism. Instead, it should guide preventive and reversible interventions unless strong evidence
of misconduct is present. The framework proposed in this article is designed around this principle: the model produces a risk
score and explanation, but the organization uses tiered governance rules to determine the appropriate response. Agent-based
insider-threat studies suggest that motivation, opportunity, and organizational conditions interact over time
(Sokolowski et al., 2016). Post-hoc explanation studies argue that explanations should be tested against the
actual workflow in which they are used (Tjoa and Guan, 2021).

III. RESEARCH DESIGN AND ANALYTICS FRAMEWORK
The proposed framework is designed for organizations that operate information systems with heterogeneous user roles,

sensitive data repositories, and routine digital work. The unit of analysis is a user-period, which may be defined as a user-day,
user-week, or user-month depending on the organization’s operational tempo. Each user-period combines technical signals,
organizational indicators, and risk-control context. Technical signals include authentication anomalies, after-hours access, data
export volume, unusual query patterns, removable media events, cloud download behavior, and privilege escalation.
Organizational indicators include role change, performance decline, grievance, work overload, managerial conflict, unmet
promotion expectation, and job transition risk. Security-technology indicators include the presence or absence of access control,
data loss prevention, encryption, monitoring coverage, incident-response maturity, and network restrictions. Blockchain-
based traceability research shows that insider-threat investigations require auditable evidence chains rather than
isolated alerts (Hu et al., 2020). Principled explainable-AI research warns against explanations that are visually
attractive but logically unfaithful (Belle and Papantonis, 2021).

The framework contains six stages. The first stage defines a risk taxonomy. The taxonomy is intentionally similar to the
three-dimensional structure used in the motivating manuscript: individual behavior and conditions, organizational management
context, and security technology controls. The second stage collects privacy-minimized features. Instead of ingesting private
content such as email text or personal messages, the model can use metadata, aggregate indicators, and policy-relevant signals.
The third stage assigns entropy-informed weights to indicator groups. These weights capture the distribution of abnormal or
uncertain signals and provide a transparent baseline score. The fourth stage trains a predictive model using historical incidents,
near misses, policy violations, and expert-reviewed watchlist cases. The fifth stage generates explanations for each score. The
sixth stage maps scores and explanations into governance actions. A broad review of insider-threat research confirms
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that malicious and negligent insiders require different analytical and governance responses (Homoliak et al.,
2019). Recent surveys of explainable AI confirm that interpretability methods should be selected according to
data type and user need (Linardatos et al., 2021).

A key design decision is to separate the risk score from the organizational response. The model estimates risk; it does not
decide guilt. This distinction is essential because insider threat risk can arise from many non-malicious conditions, such as role
mismatch, poor training, unmanaged work pressure, or inadequate access-control design. A high score may indicate that the
organization needs to reduce opportunity, clarify job responsibilities, improve supervision, review access privileges, or provide
support. It does not necessarily prove intent. The framework therefore requires human review before any intrusive action is
taken, and it preserves audit logs for accountability. Cybersecurity risk assessment studies similarly emphasize that
risk scoring must connect threat likelihood with business and control exposure (Liu et al., 2021). Explainable
AI design guidelines further support transparent scoring when systems affect organizational decisions (Angelov
et al., 2021).

Table I summarizes the major data categories used in the proposed analytics framework. The table emphasizes why each
category matters and how it can be interpreted. The model deliberately avoids turning every available data stream into a
surveillance signal. Instead, it prioritizes observable indicators that are relevant to system security and can be justified through
governance policy.

Table I. Data categories for pre-incident insider threat risk analytics.
Data Category Representative Indicators Risk Interpretation Governance Use

Access behavior
After-hours login, failed
authentication, unusual repository
access

Changes in digital work pattern may
increase uncertainty Analyst triage and access review

Data movement Downloads, exports, removable
media, unusual cloud transfer

Sensitive data movement increases
opportunity and impact DLP check, privilege review

Work context Role change, grievance, denied
promotion, overload, job transition

Organizational stress may alter
behavior and risk conditions Managerial review and support

Policy behavior Minor violations, repeated warnings,
ignored security procedure

Repeated violations reduce
confidence in compliance Training and supervisory follow-up

Control exposure Weak monitoring, missing encryption,
absent access control

Opportunity increases when technical
controls are weak Control hardening

Peer and management signals Conflict, unclear instruction, poor
communication

Misalignment between worker and
organization may create risk

Process redesign and communication
repair

Table I shows that the framework intentionally separates digital activity, organizational context, and control exposure. This
separation is important because it allows analysts to distinguish high-risk behavior from weak-control environments and to
choose interventions that are proportionate to the source of risk.

IV. FEATURE ENGINEERING AND RISK TAXONOMY
Feature engineering is the most important step in pre-incident insider risk scoring because poor features can make an

accurate-looking model operationally meaningless. The proposed taxonomy follows three major dimensions. The first is
behavioral and role-related risk. This dimension captures what the user does within the information system and whether the
behavior deviates from role expectations. Examples include unusually high download volume, repeated failed authentication,
access to files outside the normal project scope, abnormal command use, and after-hours login bursts. These features should be
normalized by role because a database administrator, finance analyst, and customer support employee have different legitimate
baselines. Adversarial evasion research warns that detection models should be evaluated against adaptive
behavior rather than static test sets (Pawlicka et al., 2021). Interpretable machine-learning systems in health
settings demonstrate how rule lists and scores can support accountable review (Nori et al., 2019).

The second dimension is organizational context. This dimension captures conditions that may increase uncertainty around
user behavior or weaken organizational control. Examples include frequent job changes, unresolved grievance, recent denied
promotion, excessive workload, poor communication, unclear work instructions, weak training, and conflict with supervisors
or colleagues. These indicators are sensitive and should be handled with strict access control. They should not be used to infer
protected attributes or personal identity categories. The purpose is to identify organizational conditions that may require
managerial intervention, not to profile employees based on private life. Cyber-anomaly modeling in Internet-of-Things
environments further supports multi-source security learning under heterogeneous data conditions (Sarker,
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2021). Human-subject studies of interpretability show that practitioners may misuse explanations when
interfaces are poorly designed (Kaur et al., 2020).

The third dimension is security-technology exposure. This dimension captures whether the organization has effective
controls to reduce the opportunity for misuse. Weak access control, missing data encryption, lack of real-time monitoring,
limited data loss prevention, insufficient network restrictions, and weak incident response experience can all increase insider
threat opportunity. Technical exposure is important because the same user behavior may represent different levels of risk under
different control conditions. For example, a large export from a sensitive database is less risky if it is approved, encrypted,
logged, and subject to data loss prevention than if it occurs in an uncontrolled environment. Deep-learning intrusion
detection can improve representation learning, but its operational value depends on transparent validation
(Shone et al., 2018). Manipulable explanations are a risk in security settings because adversaries may adapt to
explanation outputs (Slack et al., 2020).

The proposed feature set contains 48 indicators grouped into 12 subclasses. Each feature is expressed as a user-period value.
Some indicators are binary, such as whether removable media was used. Others are counts, such as the number of unusual data
exports. Others are normalized rates, such as the share of access events occurring outside normal hours. Organizational
indicators are recorded as low, medium, or high after managerial review. Security-technology indicators are measured at the
system or department level and then attached to user-periods. This structure makes the model sensitive to both individual
behavior and surrounding control conditions. Hybrid intrusion detection research indicates that combining anomaly
and misuse signals can reduce one-sided model behavior (Kim et al., 2014). Sanity checks for saliency maps
demonstrate that explanation methods must be validated before operational deployment (Adebayo et al., 2018).

Table II lists the main indicator groups used in this study. The table is designed as a practical feature map for implementation.
It also helps separate risk interpretation from raw data collection. A feature group such as data movement should be interpreted
through business context; a feature group such as managerial pressure should be interpreted through organizational remediation.
This distinction is necessary for responsible analytics.

Table II. Risk taxonomy and explanation outputs.
Dimension Subclass Sample Features Example Explanation Output

Behavioral Access rhythm After-hours ratio; weekend access;
session duration

Score increased because access
occurred outside role-normal hours

Behavioral Data handling Export count; sensitive file access;
download burst

Score increased because data
movement exceeded peer baseline

Behavioral Policy conduct Policy warnings; device misuse;
command irregularity

Score increased because repeated
minor violations accumulated

Organizational Work status Role mismatch; promotion denial; job
change intention

Score increased because work-context
uncertainty is high

Organizational Management quality Unclear instruction; pressure; poor
feedback loop

Score increased because managerial-
control context is weak

Technical Data protection Encryption; DLP; access-control
coverage

Score increased because sensitive
access occurred in a weak-control
area

Technical Monitoring maturity Real-time monitoring; incident
response; audit coverage

Score increased because observed
activity had limited monitoring
protection

Table II also shows how explanation outputs translate technical features into action-oriented language. This feature-to-
explanation mapping is necessary when a score must be reviewed by analysts, managers, and compliance personnel who do not
share the same technical background.

V. ENTROPY-INFORMED EXPLAINABLE AI MODEL
The proposed model is a hybrid scoring system rather than a single black-box classifier. It combines entropy-informed

baseline scoring with machine learning and explanation. The entropy layer captures uncertainty concentration within each risk
dimension. If abnormal indicators are sparse and isolated, the entropy-adjusted risk contribution remains limited. If abnormal
indicators accumulate across related features, the contribution increases. This logic is useful for pre-incident scoring because
early insider risk often appears as an accumulation of weak signals rather than a single decisive event. It also provides an
interpretable bridge between a structured risk taxonomy and a predictive model.Host-based anomaly studies demonstrate
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the importance of modeling user and system activity jointly (Xie et al., 2014). Reliability concerns in
explanations justify the use of multiple explanation checks rather than a single attribution method (Kindermans
et al., 2019).

The machine learning layer uses the entropy score, normalized behavioral features, organizational context features, and
technology-exposure features as inputs. In the numerical study, several models are compared: a rule-based baseline, an entropy-
only baseline, random forest, gradient boosting, and an explainable hybrid model. The hybrid model uses gradient boosting as
the predictive engine but constrains interpretation through grouped features and post-hoc explanation. This design reflects a
practical compromise. Fully interpretable models such as simple decision trees are easy to explain but may underperform when
interactions among features are complex. Fully black-box models may perform well but are difficult to govern. The hybrid
approach attempts to preserve predictive performance while making the score reviewable. Benchmark intrusion datasets
remain useful for method comparison, although enterprise insider-risk settings require richer organizational
variables (Moustafa and Slay, 2015). Risk-management standards emphasize that AI outputs should be
embedded in documented governance processes (NIST, 2021).

Explanation is produced at two levels. Global explanation identifies which features and groups matter most across the whole
population. This helps managers understand the system’s general logic and detect whether the model is relying on inappropriate
proxies. Local explanation identifies which features contributed to a specific user-period score. This helps analysts decide what
to review and what action may be appropriate. For example, a score driven by excessive data export and weak access control
calls for a different response than a score driven by work conflict and role transition. The first may require immediate access
review; the second may require managerial engagement and closer monitoring. Random-forest intrusion detection
illustrates why ensemble methods remain practical baselines for security analytics (Zhang et al., 2008). Trust
in algorithmic systems depends on perceived transparency, fairness, and controllability (Shin, 2021).

Calibration is also required because risk scores must be meaningful to decision-makers. A model that ranks users correctly
but produces poorly calibrated probabilities can lead to overreaction or underreaction. The framework evaluates calibration by
comparing predicted risk deciles with observed incident or near-miss rates. Calibration matters for governance because risk
tiers are defined by score ranges. If a model overstates risk in the middle range, many employees may be unnecessarily escalated.
If it understates risk in the high range, serious cases may be missed. Figure 2 reports the comparative performance of the five
tested scoring models, while Figure 3 illustrates local explanation patterns across risk tiers. Encrypted-traffic classification
studies show that behavioral signatures can remain informative even when content is unavailable (Wang et al.,
2017). Ethical AI guidance supports the principle that monitoring systems should preserve human oversight
and accountability (Floridi et al., 2018).
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Figure 2. Benchmark comparison of pre-incident insider risk scoring models.

The benchmark demonstrates that accuracy improves when entropy-derived group features are combined with supervised
learning. The calibration improvement is equally important because risk-tier thresholds depend on the meaning of a predicted
score, not only on ranking quality.

Figure 3. Local explanation intensity across insider risk tiers.

VI. NUMERICAL STUDY AND DATA ANALYSIS
To evaluate the framework without exposing real employee records, this study constructs a synthetic enterprise dataset. The

dataset contains 6,000 user-period observations representing 600 users over ten monthly periods. The simulated organization
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contains five role families: system administrators, data analysts, software developers, finance users, and customer support users.
Each user-period contains 48 features grouped into behavioral, organizational, and technical dimensions. The outcome variable
identifies whether the user-period is associated with a confirmed incident, a near-miss, or expert-reviewed high-risk escalation
within the next period. Because actual malicious cases are rare, the positive class is set at 6.8% of observations, which
approximates a low-base-rate risk environment. Trust-aware access control provides an early foundation for linking
insider-risk scoring to authorization decisions (Yaseen et al., 2009). Global AI ethics guidelines consistently
identify transparency and accountability as central principles (Jobin et al., 2019).

The synthetic data are not intended to represent a specific enterprise. Instead, they are used to test whether the framework
behaves coherently under plausible conditions. Feature distributions are designed so that ordinary work produces low to
moderate variation, while risk cases show multi-signal concentration. For example, a high-risk data analyst may show increased
after-hours data exports, unusual access to sensitive repositories, recent role dissatisfaction, and weak local monitoring coverage.
A high-risk administrator may show privilege-change anomalies, removable media events, and an unresolved conflict related
to access authority. These patterns mirror the conceptual insight that insider risk becomes more credible when behavioral,
organizational, and technical signals reinforce one another. Local explanations are necessary because reviewers need
to understand why a specific user-period is flagged (Ribeiro et al., 2016). AI audit research shows that
documented model review can reveal failures that standard performance metrics miss (Raji et al., 2020).

The analysis compares five models. The rule-based baseline assigns points for predefined risk triggers. The entropy-only
model computes a structured risk score from the indicator groups. The random forest model captures nonlinear interactions but
provides weaker calibration. The gradient boosting model improves ranking accuracy. The explainable hybrid model uses
gradient boosting with entropy-derived group features, calibration, and explanation reporting. The models are evaluated using
AUC, F1 score, precision at the top 10% of scores, recall, and calibration error. These metrics reflect both classification
performance and business usefulness. Precision at the top decile is particularly important because security teams typically
review only a limited number of high-risk cases. Feature-attribution methods are useful in this setting because they
translate model outputs into ranked contribution patterns (Lundberg and Lee, 2017). Model cards provide a
useful precedent for documenting intended use, limitations, and evaluation conditions (Mitchell et al., 2019).

Table III reports the simulated data design and Table IV reports model performance. The results show that the hybrid model
obtains the highest AUC and F1 score. More importantly, it improves precision at the top decile, meaning that analysts
reviewing the highest-scored cases would encounter fewer irrelevant alerts. The model also achieves the lowest calibration
error, which supports tiered governance. The entropy-only baseline is more transparent than machine learning alone, but it
cannot capture complex interactions. The hybrid model therefore offers a better balance of accuracy, explainability, and
operational fit.

Table III. Synthetic enterprise dataset design.
Parameter Value Rationale
Observations 6,000 user-periods 600 users observed over ten monthly periods

Role families 5 Administrators, analysts, developers, finance users,
support users

Feature count 48 Behavioral, organizational, and technical indicators

Positive class 6.8% Confirmed incidents, near misses, and expert-
reviewed escalations

Training/validation/test split 60/20/20 Chronologically separated to reduce leakage

Primary metrics AUC, F1, top-decile precision, calibration error Combines ranking, classification, triage, and
governance quality

The synthetic design makes it possible to test model behavior across multiple roles and time periods while avoiding the
ethical and legal concerns that would arise from publishing identifiable employee security data.

Table IV. Model performance on the synthetic insider risk dataset.
Model AUC F1 Top-Decile Precision Recall Calibration Error

Rule-based baseline 0.71 0.58 0.41 0.52 0.19
Entropy-only score 0.76 0.63 0.48 0.57 0.16
Random forest 0.83 0.71 0.59 0.66 0.12

Gradient boosting 0.87 0.75 0.64 0.70 0.10
Explainable hybrid

model 0.89 0.78 0.69 0.73 0.08
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The performance gains should be interpreted as evidence of framework feasibility rather than proof of universal superiority.
Real enterprises differ in logging maturity, organizational culture, access-control design, and incident documentation. A model
trained in one organization may not transfer directly to another. The numerical study nevertheless demonstrates that pre-incident
scoring can benefit from combining structured entropy indicators with explainable AI. It also shows why a risk analytics system
should be evaluated on calibration and explanation quality, not only on classification accuracy.

Figure 4 reports calibration results for the hybrid model. The observed incident rate rises steadily with predicted score
deciles, which indicates that the score is meaningfully ordered. The mid-range scores slightly overestimate risk, suggesting that
threshold setting should be conservative. The highest two deciles are closely aligned with observed outcomes, which supports
their use for analyst review and access-control checks. This calibration pattern is acceptable for a preventive system because
false positives in the moderate range should trigger low-intrusion actions, while high-risk scores should receive more detailed
review.

Figure 4. Calibration of entropy-XAI insider risk scores by predicted score decile.

VII. EXPLANATION RESULTS AND MANAGERIAL INTERPRETATION
The global explanation results show that the most influential indicators are data export volume, after-hours access

concentration, repeated policy violations, managerial pressure, data-control gaps, external contact signals, abnormal role-
change events, and privileged command anomalies. This pattern is substantively plausible. Insider threat risk increases when
opportunity, motive, and weak control appear together. A user who exports more data than usual after a denied promotion is
not automatically malicious, but the combination deserves attention. A user who accesses sensitive repositories outside role
expectations in a department without data loss prevention creates higher organizational exposure than a similar user in a tightly
controlled system. The explanation layer should also be evaluated as a family of methods rather than as a single
technical add-on (Guidotti et al., 2018). Datasheets for datasets similarly encourage transparent description of
data provenance and collection limitations (Gebru et al., 2021).

Local explanation is more useful for intervention because it identifies the specific reason a user-period received a high score.
Table V reports five illustrative user-period profiles from the synthetic dataset. The profiles are not real people. They are
designed to show how the framework supports different responses. A profile dominated by technical-control weakness may
call for control hardening rather than employee action. A profile dominated by work stress and role conflict may call for
managerial review. A profile dominated by data movement, external contact, and privilege abuse may require immediate access
review and security escalation. The same risk score can therefore lead to different decisions depending on its explanation.
Human-centered explanation theory shows that explanations must be contrastive, selective, and meaningful to
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the intended reviewer (Miller, 2019). Bias taxonomies show that harm can enter the pipeline during data
collection, labeling, modeling, and deployment (Suresh and Guttag, 2021).

Table V. Illustrative user-period explanation profiles from the synthetic dataset.
Profile Dominant Explanation Risk Tier Recommended Response

A Data export burst with after-hours
access and weak DLP coverage High Immediate access review and analyst

validation

B
Work pressure and unresolved role
conflict with moderate access
deviation

Elevated Managerial review, support, and
temporary monitoring

C Privileged command anomaly and
removable media event Critical Containment review and senior

security approval

D Weak control environment without
unusual individual behavior Watch Control hardening and department-

level review

E Repeated minor policy violations and
low training completion Elevated Targeted training and supervisor

follow-up
The example profiles demonstrate why the same numerical score should not automatically trigger the same managerial

response. Explanation changes the interpretation of the score and reduces the risk of treating all high-scoring cases as evidence
of malicious intent.

The framework also reduces the chance of one-dimensional interpretation. A purely behavioral model may flag after-hours
access without understanding that the user is in an approved project deadline period. A purely organizational model may flag
dissatisfaction without evidence of risky system activity. A purely technical-control model may identify control gaps but fail
to identify which users are exposed to them. The explainable hybrid model brings these dimensions together and then displays
their relative contributions. This combination supports more accurate and less punitive governance. High-stakes decisions
also support the use of interpretable or constrained models when black-box explanations are insufficient (Rudin,
2019). Fairness surveys also show that protected attributes can be indirectly reconstructed through proxy
variables (Mehrabi et al., 2021).

Risk-tier design is central to the managerial value of the system. This study uses five tiers: routine, watch, elevated, high,
and critical. Routine cases require no action beyond ordinary logging. Watch cases may trigger automated reminders, training,
or manager-visible dashboards. Elevated cases may trigger access review, workload review, or supervisory conversation. High
cases require security analyst review and targeted control checks. Critical cases require immediate containment review and
senior approval for any intrusive action. Table VI summarizes this tiered response logic. The purpose is to keep the response
proportionate to both score and explanation. The proposed framework therefore treats explainability as a governance
requirement, not only as a model-debugging tool (Arrieta et al., 2020). Equalized-odds reasoning motivates
separate fairness evaluation across roles, departments, and work schedules (Hardt et al., 2016).

Table VI. Risk-tier governance actions for explainable insider threat scoring.
Risk Tier Score Range Decision Logic Proportionate Action

Routine 0.00-0.24 No meaningful concentration of risk
signals No action beyond ordinary logging

Watch 0.25-0.44 Weak signals or control exposure onlyAutomated reminder or accesshygiene check

Elevated 0.45-0.64 Multiple moderate signals across one
or more dimensions

Human review, manager consultation,
targeted training

High 0.65-0.84 Concentrated technical and contextual
risk

Security analyst review and privilege
reassessment

Critical 0.85-1.00 High-impact behavior with strong
explanation evidence

Immediate containment review under
senior approval

The explainability layer also creates an audit trail. Each high-risk score is accompanied by a record of contributing features,
model confidence, calibration tier, reviewer decision, and resulting action. This audit trail protects both the organization and
employees. It allows managers to justify why a case was reviewed, why a particular action was taken, and whether the action
was proportionate. It also allows the organization to detect model drift. If analysts repeatedly reject cases driven by a particular
feature, that feature may need recalibration or removal. Explainable-AI programs have similarly argued that
transparency is essential when machine recommendations influence human decisions (Gunning and Aha, 2019).
Fairness research emphasizes that technical metrics cannot replace institutional judgment about acceptable
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treatment (Binns, 2018).

VIII. GOVERNANCE, ETHICS, AND IMPLEMENTATION GUIDELINES
Pre-incident insider risk scoring must be governed carefully because it operates near the boundary between cybersecurity,

human resource management, and employee privacy. The first implementation principle is data minimization. Organizations
should not collect private content when metadata or aggregate indicators are sufficient. The second principle is purpose
limitation. The model should be used for information system risk prevention, not for generalized employee evaluation. The
third principle is role separation. Security analysts, managers, and human resource personnel should see only the information
required for their decision role. The fourth principle is reviewability. Employees should not be subject to severe consequences
based solely on an automated score. A rigorous evaluation of interpretability should consider whether explanations
improve human judgment in the target decision context (Doshi-Velez and Kim, 2017). Regulatory perspectives
on algorithmic accountability reinforce the need for contestability and audit trails (Veale and Binns, 2017).

The second implementation guideline is to begin with a pilot program. A pilot should select a high-risk but well-governed
environment such as privileged administrator access, sensitive financial data, or intellectual property repositories. The pilot
should define clear success metrics: reduction in unresolved high-risk alerts, improvement in access-review quality, faster triage
time, better calibration, and lower false escalation. The pilot should also include legal, compliance, and employee representation.
This cross-functional governance reduces the risk that the system becomes a hidden surveillance tool. Survey work on
interpretability metrics further supports evaluating clarity, stability, and usefulness together (Carvalho et al.,
2019). Accountable-algorithm research shows that procedural safeguards are necessary when automated
systems influence human decisions (Kroll et al., 2017).

The third guideline is to use human-in-the-loop escalation. The model should rank and explain, but trained reviewers should
decide. Reviewers should document whether they accept, reject, or modify the model’s recommendation. These decisions
should feed back into the model evaluation process. Over time, the organization can identify which explanations are useful,
which thresholds are too sensitive, and which features generate unfair or irrelevant alerts. This feedback loop is essential
because insider risk environments are dynamic. Rule-based Bayesian models show that transparent decision rules can
remain competitive in risk-sensitive classification tasks (Letham et al., 2015). Machine-learning systems create
technical debt when monitoring, retraining, and documentation are treated as afterthoughts (Sculley et al., 2015).

The fourth guideline is to treat technical controls as interventions, not only as predictors. If the model repeatedly identifies
high risk in units with weak data protection, the correct response may be to strengthen access control, encryption, monitoring,
or data loss prevention. This response is less intrusive and often more effective than focusing on individual employees. In this
sense, pre-incident insider analytics can improve organizational design. It reveals where processes, incentives, and technologies
create opportunity for misuse. Gradient boosting is retained as a benchmark because it often performs strongly on
structured risk indicators (Friedman, 2001). Production ML testing frameworks support the need for data
validation, model validation, and serving checks (Breck et al., 2017).

The fifth guideline is to measure fairness and drift. Even if protected attributes are excluded, risk models may learn proxies
through department, role, schedule, or access pattern. Organizations should test whether the model systematically over-scores
groups whose work naturally involves unusual hours or high data volume. Drift tests should check whether model performance
changes after system migration, policy changes, remote work expansion, or new application deployment. Without these tests,
an initially accurate model may become misleading. Adversarial-example research reinforces the need to test whether
insider-risk features are robust to deliberate manipulation (Goodfellow et al., 2015). Software-engineering
guidance for machine learning emphasizes cross-functional collaboration across development and operations
(Amershi et al., 2019).

IX. DISCUSSION
The findings suggest that explainable AI can make insider threat analytics more actionable by connecting risk scores to

interpretable causes. The practical value is not merely that the hybrid model improves AUC. It is that the model makes the
reason for a score visible. This visibility changes how the organization responds. If a score is driven by technical-control gaps,



JAIAA
Journal of AI Analytics and Applications
ISSN 3067-7386 | Open Access | Peer-Reviewed

RESEARCH ARTICLE
Vol. 1, No. 1 (2023), pp. 76–94

DOI: 10.63646/jaiaa.2023.010105

ISSN: 3067-7386 © 2023 INATGI (Institute of Advanced Technology and Green Innovation). Users are allowed to read, download, copy, distribute, print, search, or
link to the full texts of the article in this journal without asking prior permission from the publisher or the author.
See: https://inatgi.in/index.php/jaiaa/index for more information. https://doi.org/10.63646/jaiaa.2023.010105

the organization can fix controls. If it is driven by unusual data movement, analysts can inspect access patterns. If it is driven
by work-context indicators, managers can address the employment context. A black-box alert cannot support this range of
responses.Deep anomaly-detection surveys also show that representation quality is central when labels are sparse
(Chalapathy and Chawla, 2019).

The results also show why entropy remains useful in the AI era. Entropy-based reasoning provides a transparent structure
for aggregating uncertain indicators. It is not as flexible as supervised learning, but it gives managers a clear vocabulary for
understanding the accumulation of risk. When entropy features are integrated into an explainable hybrid model, the resulting
system has both structure and predictive power. This is particularly useful in low-label environments where purely data-driven
models may overfit or learn accidental correlations. Large-scale machine-learning frameworks make the proposed
pipeline technically feasible for enterprise-scale monitoring (Nguyen et al., 2019).

There are also limitations. The numerical study uses synthetic data. Although synthetic evaluation protects privacy and
allows controlled testing, it cannot replace validation with real enterprise data. The model should be viewed as a transferable
framework rather than a universal ready-made scoring engine. Real-world deployment would require local feature definitions,
legal review, employee communication, role-specific baselines, and calibration against local outcomes. The framework also
assumes that organizations have sufficient logging quality. In many enterprises, data quality is itself a risk factor. Classical
supervised-learning principles still guide the choice of training, validation, and test partitions (Kotsiantis, 2007).

Another limitation is that the model does not infer intent. This is deliberate. Intent is difficult to observe and dangerous to
automate. The model estimates risk exposure and behavioral uncertainty. It should not label a person as malicious. In practical
use, the system should be framed as an early warning and control-improvement tool. Strong safeguards are needed to prevent
misuse, especially when organizational indicators are included. Data-mining foundations are relevant because risk
scoring depends on feature normalization, clustering, and classification quality (Tan et al., 2018).

Future research should test the framework with real anonymized enterprise logs, compare alternative explanation methods,
and evaluate user acceptance among security analysts and managers. Future work should also examine federated learning for
insider risk models across organizations, because single organizations rarely have enough confirmed cases to train robust
models. Privacy-preserving collaboration may allow organizations to learn common risk patterns without sharing sensitive
employee records. The explainability problem is especially important in cybersecurity because opaque systems
may be rejected by analysts (Adadi and Berrada, 2018).
X. ROBUSTNESS CHECKS AND DEPLOYMENT ROADMAP
A practical insider risk scoring framework should be tested not only for predictive performance but also for stability under
changes in thresholds, feature availability, and organizational conditions. The first robustness check concerns threshold
sensitivity. In the numerical study, the high-risk threshold was moved from 0.65 to 0.70 and then to 0.75. Precision improved
as expected, but recall declined because some elevated cases moved below the analyst-review boundary. This trade-off shows
that the threshold should be selected by review capacity and consequence severity rather than by a purely mathematical
optimum. If the security team can review only a small number of cases, a higher threshold is appropriate. If the organization is
protecting highly sensitive intellectual property or regulated data, a lower threshold may be justified, but only if low-intrusion
actions are used for borderline cases. Recent explainable-AI work also emphasizes that explanations should be
faithful to the model rather than merely persuasive (Samek et al., 2021).
The second robustness check concerns feature-group ablation. Removing organizational context reduces the ability to
distinguish ordinary technical anomalies from risk patterns associated with role conflict or unmanaged work pressure.
Removing technical-control features reduces the ability to identify opportunity conditions that make the same behavior more
dangerous. Removing behavioral activity features produces the largest decline in AUC because most incident and near-miss
labels are ultimately expressed through system interaction. The important finding is not that one feature family dominates all
others, but that each family contributes a different type of explanation. Behavioral features tell analysts what changed.
Organizational features tell managers why the change may have emerged. Technical features tell security teams whether the
environment allowed the change to become harmful. Model-agnostic interpretation tools are valuable when
organizations compare multiple candidate scoring models (Molnar, 2022).
The third robustness check concerns role normalization. A raw feature such as after-hours access is not equally meaningful for
every role. Administrators and support engineers may have legitimate after-hours duties, while finance users may rarely need
weekend access. When role normalization is removed, the model over-scores operational roles with naturally irregular
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schedules. When role normalization is included, the model focuses on deviations from peer and personal baselines rather than
on absolute activity volume. This result reinforces a key implementation principle: insider risk analytics should not compare
every employee against a single universal standard. It should compare behavior against authorized role expectations, peer
baselines, and documented business needs.Amultidisciplinary view of explainable AI supports aligning explanation
interfaces with security analysts and managers (Mohseni et al., 2021).
Deployment should follow a phased roadmap. The first phase is policy alignment. Before any scoring model is trained, the
organization should define permissible data sources, reviewer roles, retention periods, employee notification rules, and
escalation boundaries. The second phase is data readiness. Logs must be timestamped consistently, identity records must be
linked across applications, and privileged access must be mapped to business roles. The third phase is silent evaluation. The
model should operate without triggering interventions while analysts compare its scores with known incidents, near misses,
access-review findings, and expert judgment. The fourth phase is limited operational use, beginning with low-intrusion actions
such as access hygiene reminders, training prompts, and control-quality reviews. Only after calibration and reviewer acceptance
are demonstrated should the model support high-intrusion escalation. Security research on blockchain-enabled IoT
highlights the need for protected data-sharing and trusted auditability in connected systems (Xu et al., 2021).
A successful deployment also requires an explanation interface. The interface should present the score, risk tier, top contributing
factors, comparison with role baseline, recent trend, and recommended governance action. It should also allow reviewers to
record whether the explanation was useful, whether the case was accepted or rejected, and what action was taken. These
reviewer decisions are valuable feedback data. They allow the organization to improve thresholds, remove noisy features, and
update the model when work practices change. In this sense, the explanation interface is not only a reporting tool. It is part of
the learning system that keeps insider risk analytics aligned with organizational reality. IoT cybersecurity research also
shows that technical controls must be integrated with organizational risk management (Lu and Xu, 2019).
Privacy-preserving implementation is particularly important for cross-organizational learning. Many organizations lack enough
confirmed insider incidents to train robust models. Federated learning, secure aggregation, and privacy-preserving feature
sharing may allow multiple organizations to learn common risk patterns without exchanging identifiable employee records.
However, federated insider risk analytics should be approached cautiously. Shared models may still encode organizational
biases, and different firms may define risk labels differently. Future implementation should therefore combine technical privacy
mechanisms with governance agreements on feature definitions, labeling rules, and acceptable use. Artificial-intelligence
review work provides a broad foundation for connecting model design with application-level decision value
(Lu, 2019a).
The final deployment concern is organizational communication. Employees should understand that the system is designed to
protect information assets and improve controls, not to create secret performance surveillance. Clear communication can reduce
fear and resistance. It can also improve data quality because managers and employees are more likely to document role changes,
access needs, and exceptions when they understand how the information will be used. Transparency does not require exposing
every model parameter, but it does require explaining the purpose of the system, the categories of data involved, the safeguards
in place, and the rights of review when a score leads to a consequential decision.AI development in industrial information
integration further supports the use of intelligent analytics in complex operational systems (Zhang and Lu,
2021).

XI. CONCLUSION
This article developed an explainable AI analytics framework for pre-incident insider threat risk scoring in information

systems. The framework builds on a multi-factor view of insider risk and integrates behavioral signals, organizational context,
and security-technology exposure into a structured analytics pipeline. It combines entropy-informed weighting, predictive
learning, explanation, calibration, and tiered governance. The numerical study shows that the explainable hybrid model
improves ranking performance, reduces calibration error, and generates useful local explanations for risk-tier decisions.

The main conclusion is that insider threat prevention should not depend solely on post-incident detection or opaque anomaly
scores. A useful system must identify risk before harm, explain why the score is high, and guide proportionate action.
Explainable AI supports this goal by turning model output into reviewable evidence. Entropy-informed features support the
goal by keeping the score connected to a transparent risk taxonomy. Together, these methods create a practical foundation for
pre-incident insider risk governance.

The framework is not intended to automate suspicion or discipline. It is intended to support early intervention, access-
control improvement, and organizational learning. Responsible deployment requires data minimization, human review, audit
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trails, fairness testing, and clear separation between risk scoring and personnel judgment. When implemented under these
safeguards, explainable AI analytics can improve the security and accountability of data-driven organizations while respecting
the human sensitivity of insider threat management.
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