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I. INTRODUCTION

RESTful Application Programming Interfaces have become the de facto contract through which modern web applications,
mobile clients, microservice meshes, and partner integrations exchange data and trigger business logic. The growth of
API-first architectures has been accompanied by a corresponding growth in the volume of security incidents that originate
at the API surface rather than at the perimeter. Industry reports consistently rank API security risks among the leading
causes of data breaches involving web-accessible systems (Yamaguchi, 2014; Doupe, 2012). Among the API-specific
vulnerability classes, Mass Assignment Vulnerability (MAV) is notable for being both well documented and remarkably
persistent in production codebases. The Open Web Application Security Project lists excessive data exposure and broken
object property level authorization, which are the categories that subsume mass assignment, in its API Security Top 10
publication (Cheikes, 2021; Backes, 2017).

The structural reason that mass assignment vulnerabilities continue to appear is the default behaviour of contemporary
web frameworks. Frameworks such as Spring Boot, Ruby on Rails, Laravel, and Django REST Framework all provide
automatic binding between an incoming HTTP request body and a server-side data model. The binding is convenient and
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concise; it allows a controller method to receive a single annotated parameter rather than a verbose field-by-field copy.
However, when the bound object is a persistence entity with security-relevant fields such as role, balance, or verified, an
attacker who discovers or guesses the field name can inject a value that the application never intended to expose. The
exploit code in the request is syntactically indistinguishable from a benign request, and the vulnerable controller code is
syntactically indistinguishable from a correctly designed controller that uses a Data Transfer Object (DTO). Detection by
code review is therefore unreliable, and existing automated tools tend to produce either large false positive volumes or
large false negative volumes depending on whether they emphasise static or dynamic evidence (Lee, 2020; Bocic, 2016).

This paper develops a hybrid vulnerability analytics framework that combines three evidence sources within a single tool.
The first source is a lightweight static rule engine that constructs a compact Abstract Syntax Tree (AST) over Java source
files and evaluates that AST against a small library of role-aware detection rules. The second source is a dynamic fuzzing
engine that consumes the OpenAPI specification of the target service, synthesises schema-conformant payloads with
injected sensitive fields, and dispatches them to a live test instance. The third source is an Al-assisted exploitability
validation layer that combines the static finding score with response-side state divergence measurements through a small
logistic classifier; the layer assigns a four-level severity grade (Critical, High, Medium, Low) to each finding and filters
out architecturally fragile but currently unreachable patterns. The framework is delivered as a command-line tool with
structured JSON output and a configurable Continuous Integration gate.

The contributions of this work are threefold. First, we present a publicly described library of seven MAV detection rules
that span the controller, model, service, and configuration layers of a Spring Boot application, together with the rationale
for each rule and its severity assignment. Second, we present an Al-assisted severity grading function that maps the joint
output of static and dynamic stages onto a four-level scale with calibrated thresholds; the function reduces the actionable
HIGH-severity finding set by 62.5 percent in our evaluation while preserving zero false negatives. Third, we provide an
empirical evaluation across three benchmark codebases that span the spectrum from deliberately vulnerable to hardened
production-style code, with detailed analysis of where source-code evidence and runtime evidence are jointly necessary.
Figure 1 presents the overall architecture of the framework. Sections II through VII develop the literature context, the
analytical method, the experimental results, the discussion of implications, and the conclusion.

(Spring Boot) Specification Configuration (Test Environment)

Stage 1: Static Rule Engine Stage 2: Dynamic Fuzzing Engine
AST construction, role identification, > Schema-aware payload synthesis,
seven-rule MAV pattern matching injection request execution

/

Java Source ] [ OpenAPI / Swagger ] YAML Application ] [ Live Application

set

Stage 3: Al-Assisted Exploitability Validation
Response state divergence scoring, severity classification, false-positive filtering

Structured JSON Report CI/CD Gate Decision
with remediation guidance (PASS / FAIL)

Figure 1. Hybrid vulnerability analytics architecture combining static rule matching, dynamic fuzzing, and Al-assisted
exploitability validation.

Figure 1 shows that four input artefacts are consumed by the framework: the Java source tree of the target application,
the OpenAPI or Swagger specification that describes the exposed endpoints, the YAML application configuration that
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controls deserialisation behaviour, and a running test instance of the application against which dynamic payloads are
dispatched. The static engine produces a candidate set of suspicious endpoints and model patterns. The dynamic engine
constructs injection payloads for each candidate, and the Al-assisted validation layer integrates static features with
dynamic response divergence to assign final severity grades. The framework produces two outputs: a structured JSON
report that documents each finding with file path or endpoint URL, line number, severity, remediation guidance, and
exploit evidence; and a CI gate decision that blocks or admits a pull request based on configurable severity thresholds.

II. RELATED WORK AND BACKGROUND

2.1 Mass Assignment in RESTful Services

Mass assignment as a vulnerability class predates the API economy. Early reports in the context of Ruby on Rails
(Homakov, 2012) demonstrated that the default attribute binding behaviour of the framework could be exploited to elevate
privileges in widely deployed platforms. The fundamental pattern, however, is independent of the framework and recurs
in any system that maps an external serialised representation to an internal object without enforcing field-level access
policy (Felderer, 2016). Recent surveys of API security identify mass assignment and the closely related categories of
broken object-level authorisation and excessive data exposure as among the most common and most consequential API
vulnerabilities (Subhan, 2023; Banh, 2023). In the Spring Boot ecosystem the issue is exacerbated by three framework
defaults: the @RequestBody annotation that binds arbitrary request fields to controller parameters, the Lombok @Data
annotation that synthesises public setters for all entity fields without making them visible in the source code, and the
Jackson deserialiser configuration that, by default, silently ignores unknown fields when the corresponding application
property is disabled (Pivotal, 2023).

2.2 Static Program Analysis for Web Security

Static analysis tools have been the workhorse of automated vulnerability detection in web applications for almost two
decades. Classical taint analysis and information flow analysis (Livshits, 2005; Jovanovic, 2006) identify paths from user-
controlled input sources to sensitive sinks, and they have been embedded in production tooling such as Fortify,
Checkmarx, and SonarQube. More recent work has focused on lightweight intermediate representations that approximate
full compilation. Avgustinov and colleagues (Avgustinov, 2016) introduced query-based program analysis through
CodeQL, and Bessey and colleagues (Bessey, 2010) documented Coverity's experience with industrial static analysis. For
specifically REST-style applications, several recent tools have introduced API-aware static analysis: STAR-Spring (Lu,
2021) analyses Spring annotations to extract controller-to-endpoint mappings, and SARIF-based pipelines have begun to
incorporate OpenAPI specifications as first-class evidence (Aniche, 2022). However, none of these tools include a rule
library specifically tuned for mass assignment in modern web frameworks, and they generally do not couple their static
findings to runtime verification.

The challenge that static analysis faces with mass assignment is precisely that the syntactic signal is weak. A direct entity
binding controller is structurally identical to a correctly designed DTO-binding controller; the difference lies in the
annotations on the bound class. Effective static detection therefore requires the analyser to follow the type of the bound
parameter, inspect its class-level annotations, examine the visibility and naming of its setters, and consult relationship
cascade settings. The lightweight AST approach we adopt is informed by recent work on regex-augmented analysers
(Patra, 2018) and on framework-aware extensions to general-purpose analysers (Reps, 2010; Smaragdakis, 2015).

2.3 Dynamic Testing and API Fuzzing

Dynamic testing complements static analysis by exercising the running system rather than reasoning about source. The
classical generational and mutational fuzzing literature (Godefroid, 2008; Bohme, 2017) has been extended to RESTful
APIs over the past five years through tools such as RESTler (Atlidakis, 2019), Restest (Martin-Lopez, 2021), and
EvoMaster (Arcuri, 2019). These tools synthesise sequences of HTTP requests from OpenAPI specifications and observe
response codes, response bodies, and observable side effects such as database state. For mass assignment specifically, the
dynamic challenge is the construction of payloads that include plausible sensitive field names that the application may
bind. The injection dictionary in our system extends the smaller dictionaries reported in prior work (Mai, 2018; Corradini,
2022) by approximately three times and includes both camelCase and snake case variants. A separate strand of research
uses model-based testing to derive fuzz cases from formal API descriptions (Ed-douibi, 2018; Karlsson, 2020), and these
methods can in principle be combined with the schema-aware payload generation we describe in Section III.

2.4 Machine Learning for Vulnerability Detection
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The application of machine learning techniques to vulnerability detection has expanded substantially since 2018. Early
work by Li and colleagues (Li, 2018) introduced VulDeePecker, a deep learning system that detects buffer-related
vulnerabilities in C/C++ code from labelled program slices. Subsequent systems such as Devign (Zhou, 2019) and ReVeal
(Chakraborty, 2022) introduced graph neural networks operating over program graphs to improve precision and to support
cross-project generalisation. For Java specifically, Russell and colleagues (Russell, 2018) and Hoang and colleagues
(Hoang, 2020) demonstrated that learned classifiers can match or exceed static-rule baselines on the Juliet and SARD
benchmarks. More recent work has examined how learned models can be calibrated for the operational characteristics of
CI pipelines, where false positives carry direct developer cost (Jang, 2023; Chen, 2023). A separate body of work has
demonstrated that large language models can be applied as semi-automated code reviewers, either through prompt-based
zero-shot detection (Pearce, 2023; Sun, 2023) or through retrieval-augmented generation against curated security
knowledge bases (Bommasani, 2023; Lewis, 2020). Our framework adopts a lightweight logistic classifier rather than a
deep neural network because the feature dimension after static and dynamic evidence is small and because interpretability
of the classifier matters for downstream developer trust (Doshi-Velez and Kim, 2017; Lundberg and Lee, 2017).

2.5 Gap Addressed by This Work

Three gaps in the existing literature motivate the present work. First, although static and dynamic detection methods have
each been studied extensively in isolation, the combinations reported in the literature typically treat the two stages as
independent filters rather than as joint evidence sources for a learned classifier. Second, the rule libraries that target mass
assignment in production frameworks are usually private to commercial tools or scattered across grey literature; an open
description of seven rules at the granularity of file, role, and severity is a contribution of this paper. Third, the practical
question of how to integrate a hybrid analyser into a developer workflow, with scan times measured in seconds rather
than minutes and with severity grades that respect both architectural fragility and current exploitability, has not received
systematic empirical attention. This paper addresses each of these gaps in turn.

1. SYSTEM ARCHITECTURE

3.1 Overall Pipeline

The framework operates as a three-stage pipeline. Stage 1 performs static analysis on the project directory: it identifies
Java source files, classifies each file as a controller, model, service, repository, or configuration class based on its directory
position and annotations, constructs a compact AST through a regex-augmented parser, and evaluates the AST against
the seven-rule library described in Section 3.2. Stage 2 performs dynamic analysis: it parses the OpenAPI specification
of the target service, selects the endpoints that correspond to the HIGH-severity static findings, generates a schema-
conformant base payload for each, augments the base payload with an injection dictionary of sensitive field names, and
dispatches the augmented payload to the live service. Stage 3 performs Al-assisted exploitability validation: it computes
a response state divergence metric between the baseline and injected responses, combines the metric with seven static
and dynamic features, and applies a logistic classifier that has been calibrated on a labelled benchmark to assign a final
severity grade. The pipeline is implemented in Node.js for the orchestration and HTTP layer, with the static AST
construction delegated to a Python helper that is invoked through standard interprocess communication.

3.2 Static Rule Library

The static rule library defines seven MAV-relevant patterns. Table I summarises the rule identifier, the role of the file in
which the pattern is matched, the severity grade assigned in isolation, and a brief description of the pattern. The library is
deliberately small. Each rule was added in response to a vulnerability pattern that we observed in at least one real-world
Spring Boot codebase during the development of the framework, and each rule corresponds to a structurally distinct
failure mode. A larger rule library would have produced higher recall in principle but at the cost of operational
manageability and developer trust.

Table I. Static Detection Rule Library for Mass Assignment Vulnerabilities.

Rule ID Role / File Severity Detection Pattern
Controller method parameter annotated with @RequestBody whose type
R-01 Controller HIGH resolves to a class annotated with @Entity without an intervening DTO
wrapper.

Class carries both @Entity and Lombok @Data, generating public setters

R-02 Model / Entity HIGH for all fields including security-relevant ones.
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. Public setter exists for a field whose name matches a configurable
R-03 Model / Entity HIGH sensitivity map (role, isAdmin, balance, verified, etc.).
@RequestBody parameter lacks an accompanying @Valid annotation,
R-04 Controller MEDIUM disabling Bean Validation enforcement for the bound object.
. JPA relationship configured with CascadeType.ALL, propagating
R-05 Model / Entity MEDIUM PERSIST, MERGE, and REMOVE to associated entities.
Service method copies fields from a DTO to an entity using a bulk
R-06 Service MEDIUM copyProperties or similar reflective operation without explicit field
filtering.
Application configuration sets spring.jackson.deserialization.fail-on-
R-07 YAML config LOW unknown-properties to false, suppressing log warnings on injection
attempts.

Rule R-01 is the central HIGH-severity rule and the entry point for dynamic verification. It fires whenever a controller
method accepts an entity object directly rather than through a DTO. Such patterns are architecturally fragile because any
sensitive field on the bound entity becomes writable over the network, regardless of whether the service layer or request
validator subsequently filters that field. Rule R-02 is non-obvious because the Lombok @Data annotation generates
setters at compile time without exposing them in source. Reviewers who are unfamiliar with Lombok's expansion
semantics frequently fail to notice the implicit setters. Rule R-03 detects sensitive setters even when @Data is not used,
by matching setter declarations against a configurable sensitivity dictionary. Rules R-04 through R-07 capture
contributing factors that do not on their own constitute a mass assignment vulnerability but that either ease exploitation
of an existing R-01 finding (R-04, R-05, R-06) or suppress the observable signal that an exploitation attempt has occurred
(R-07). Severity is computed by a weighted sum: each finding contributes its rule-specific weight to an endpoint-level
score, and the score determines the static severity grade before dynamic verification.

3.3 Dynamic Fuzzing Engine

The dynamic engine is invoked only when the operator supplies the URL of a live test instance. It proceeds in four sub-
stages. First, an OpenAPI parser ingests the JSON or YAML specification, normalises it to a uniform internal
representation, and extracts the endpoint inventory together with each endpoint's HTTP method and request schema.
Second, the schema-aware payload generator constructs a baseline payload that satisfies the documented request schema,
using type-appropriate placeholder values for required fields. Third, the injection augmentor merges a fixed dictionary of
sensitive field names and extreme values into the baseline payload, producing a sequence of injected payloads. The
dictionary contains thirty-one entries spanning role-related fields (role, roles, isAdmin, admin, is_admin, permissions,
privileges), financial fields (balance, credit, creditLimit, credit limit), state fields (verified, banned, isVendor, isVerified),
and identity fields (id, userld, user_id, accountld, ownerld). Fourth, the request execution engine dispatches each payload
against the corresponding endpoint with a configurable inter-request delay of 200 milliseconds and records the baseline
and injected responses.

After the request sequence completes, the response analyser compares the baseline response to the injected response and
computes a state divergence metric defined in Equation 1. Let F(response) denote the multiset of field-value pairs
extracted from the response body when it is interpreted as JSON. The divergence A(v) is the size of the symmetric
difference between the field-value sets of the injected and baseline responses, normalised by the size of the baseline set.
A divergence above a calibrated threshold o (set to 0.15 in our deployment) indicates that the injected fields produced a
measurable change in observable server-side state. When the endpoint exposes a complementary GET resource, the
analyser performs a follow-up read after the injection request and uses the read result to confirm persistence of the injected
fields, eliminating false confirmations driven by reflection of input in the immediate response.

3.4 Al-Assisted Exploitability Validation

The Al-assisted validation layer addresses the central operational difficulty of a purely rule-based system: rule R-01 fires

whenever a controller binds an entity directly, but many such bindings are not in fact exploitable because the service layer,

a framework interceptor, an InitBinder method, or a gateway-level filter blocks the injected fields before they affect

persistent state. We trained a logistic classifier that maps a seven-dimensional feature vector to a probability of

exploitation. The features are the static composite score, the state divergence A(v), the HTTP status code of the injected
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response, an indicator for the presence of injected field values in the injected response body, an indicator for persistence
confirmation through a follow-up GET, the number of contributing static rule hits on the same endpoint, and the
annotation density of the bound class (Lombok and JPA annotations per field). The classifier was calibrated on a labelled
set of 124 endpoints drawn from twelve open-source Spring Boot codebases, with ground-truth labels assigned by manual
code review and database inspection. Severity grades are then assigned by the four-region partition defined in Equation
2: Critical when the static score is above the high-risk threshold and the classifier confirms exploitation; High when the
static score is above the threshold but the classifier does not confirm exploitation; Medium when the static score is below
the threshold but the classifier confirms exploitation; and Low otherwise.

IV. EXPERIMENTAL METHODOLOGY

4.1 Benchmark Codebases

We evaluated the framework on three Spring Boot codebases that span the spectrum from deliberately vulnerable to
hardened production-style code. The first is a Vulnerable Application (VA) constructed as a synthetic e-commerce
platform into which we planted nineteen MAYV patterns distributed across controllers, entities, and services. The second
is a Standard Application (SA) representative of tutorial-style Spring Boot development; it consists of fourteen Java
source files implementing a basic CRUD platform with mixed use of entity binding and DTO binding. The third is a
Hardened Reference (HR) consisting of eleven source files in which all controllers bind through validated DTOs, no
public setters exist on sensitive fields, all relationships use restricted cascade configurations, and the Jackson deserialiser
is set to throw on unknown properties. The Hardened Reference serves as the negative control: a sound detector must
produce zero findings on it. Each codebase was packaged with an OpenAPI 3.0 specification that documents the endpoints
exposed by its controllers, and the Vulnerable Application and Standard Application were instrumented to run locally on
configurable ports to support dynamic scanning.

4.2 Evaluation Metrics

Two families of metrics are reported. Detection quality is measured by precision, recall, and F1 score against the ground-
truth label set, which was constructed for each benchmark by manual review of the source code and, for the Vulnerable
Application and Standard Application, by manual exploitation confirmation against a running instance. False positive rate
and false negative rate are reported separately for the static stage, the dynamic stage, and the combined hybrid pipeline.
Operational efficiency is measured by static scan time, dynamic verification time per endpoint, and peak memory
consumption. All scans were performed on a workstation equipped with an Intel Core i7-1165G7 processor running at
2.8 gigahertz, sixteen gigabytes of system memory, and Ubuntu 22.04 LTS. Dynamic scans were performed against
locally hosted instances on the loopback interface to eliminate network variance as a source of measurement noise.

V. RESULTS AND ANALYSIS

5.1 Static Detection Performance

The static engine produced findings in proportion to the planted or naturally occurring MAYV patterns in each codebase.
Figure 2 displays the count of findings per rule across the three benchmarks. The Vulnerable Application generated
nineteen findings, distributed across all seven rules and with peaks at rules R-04 (six findings) and R-01 (five findings).
The Standard Application generated eighteen findings with a distribution that differs notably from the Vulnerable
Application at rule R-06, where two service-layer findings appeared in the Standard Application compared with one in
the Vulnerable Application; this difference reflects the prevalence of bulk copyProperties calls in tutorial-style code. The
Hardened Reference generated zero findings on every rule, confirming that the analyser does not falsely flag correctly
implemented code.
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Figure 2. Static detection findings disaggregated by rule across the three benchmark codebases.

The recall performance is summarised numerically as follows. In the Vulnerable Application, the static engine detected
all nineteen planted patterns (false negative rate = 0 percent), and the additional six findings beyond the planted set were
verified by manual inspection to be true MAV-relevant patterns that we had introduced inadvertently while constructing
supporting infrastructure for the benchmark. In the Standard Application, the static engine detected the four genuine MAV
patterns confirmed by manual inspection plus fourteen additional MEDIUM- and LOW-severity findings related to
validation gaps and cascade configurations. In the Hardened Reference, no false positives were observed. Table II presents
the disaggregated static findings by codebase and rule category.

Table II. Static Findings by Benchmark Codebase and Detection Rule.

Codebase Files |R-01 (H)|R-02 (H) | R-03 (H) ([R-04 (M)|R-05 (M)|R-06 (M)| R-07 (L) | Total
Vulnerable Application (VA) | 23 5 3 4 6 3 1 4 26
Standard Application (SA) 14 3 1 3 5 1 3 2 18
Hardened Reference (HR) 11 0 0 0 0 0 0 0 0

Two structural patterns emerge from Table II. First, the count of findings scales with the count of MAV-relevant patterns
in the codebase, not with the size of the codebase. The Hardened Reference has eleven files and zero findings, the Standard
Application has fourteen files and eighteen findings, and the Vulnerable Application has twenty-three files and twenty-
six findings. This monotone relationship is a desirable property for a detector intended for use in CI pipelines, because it
implies that the addition of clean code to a project will not by itself increase the alert volume. Second, the distribution of
findings across rules is reasonably uniform in the Vulnerable Application but skewed toward the controller- and
validation-layer rules R-01, R-03, and R-04 in the Standard Application. This skew reflects the developmental reality that
tutorial-style code tends to expose entities directly and skip validation annotations, while planted vulnerable code spans
the failure surface deliberately.

5.2 Dynamic Verification Results

Dynamic verification was performed against the eight endpoints identified as HIGH-severity R-01 candidates: five from
the Vulnerable Application and three from the Standard Application. Each candidate was tested with the schema-aware
injection payload, the response was compared with the baseline, and the resulting divergence was passed to the Al-assisted
classifier. The Hardened Reference produced zero candidates and was therefore not subjected to dynamic verification.
Table III summarises the outcome for each of the eight candidate endpoints.

Table III. Dynamic Verification Outcomes for HIGH-Severity Static Candidates.
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Endpoint Method | App Conf. Basis for Decision
Japi/v1/accounts/signup POST VA Yes isAdmin and role reflected in response body; follow-up
GET confirms persistence.
Japi/v1/orders/submit POST VA Yes Balance value 999999 persisted; confirmed by GET oracle
on order resource.
Japi/v 1 fprofile/ fid} PATCH VA No Server returned HTTP 400; @InitBinder strips extra fields
at framework level.
Japi/v fcatalog/items POST VA No Injected fields absent from response and not persisted in
GET oracle.
Japi/v1/admin/users/ {id} PUT VA No HTTP 401 returned; authenticgtion token required and not
supplied.
Japifusers/register POST SA Yes Role value ADMIN persisted; subse.quent login as ADMIN|
confirms escalation.
Japi/products/create POST SA No Controller binds entity directly but service layer filters
fields before save.
el | w0 | sa | no | PPt e polead s

Of the eight HIGH-severity candidates, three were confirmed as exploitable and five were cleared. The three confirmed
endpoints share a common architectural pattern: the controller binds the entity directly, the service layer performs no
field-level filtering, and the persistence layer commits the entity as constructed. The five cleared endpoints reach the same
controller pattern but each is protected by a different downstream mechanism. Two were rejected at the framework or
gateway level (a custom InitBinder and an authentication filter respectively), two were neutralised by service-layer
filtering invisible to the static rule, and one lacked sufficient OpenAPI metadata for payload synthesis. The dynamic stage
therefore reduces the actionable HIGH-severity set from eight to three, a 62.5 percent reduction in the false positive rate
at the HIGH-severity grade. The reduction matters operationally because each reported HIGH finding consumes
developer time during triage, and a 62.5 percent reduction directly translates into reduced triage cost.

| All scanned endpoints (24)

l U nU are Lunu’iu’ult
(R.01 prevalence)

[ Static R-01 candidates (8)

5% [ramework-rejected
or unreachable

After framework rejection (6)

50% additional reduction
by service-layer filtering

Confirmed exploitable (3)

Hybrid pipeline yields 62.5% reduction in actionable false positives

Figure 3. Funnel diagram showing reduction of finding volume from initial scan to dynamically confirmed exploits.

Figure 3 visualises the four-stage funnel through which the framework progressively filters findings. The initial pool
consists of all endpoints scanned across the two dynamically tested benchmarks, of which two thirds become R-01
candidates. The next stage removes the candidates that the framework or gateway rejects without reaching application
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code; this stage clears 25 percent of the remaining candidates in our evaluation, and the percentage is sensitive to the
maturity of the surrounding infrastructure. The third stage removes candidates that the service layer filters internally; this
stage clears 50 percent of the remaining candidates and is responsible for the largest reduction in false positive volume.
The bottom of the funnel contains the three confirmed exploitable endpoints. The funnel illustrates that a static-only tool
would report all eight candidates as actionable HIGH findings, while a dynamic-only tool would miss the model-level
patterns that populate the candidate set in the first place. The combination is therefore strictly better than either component
in isolation.

5.3 Detection Quality Comparison

Figure 4 panel (a) reports precision, recall, and F1 score for four detection configurations: static analysis alone, dynamic
fuzzing alone, a rule-based hybrid in which dynamic findings are returned only if both stages agree, and the Al-assisted
hybrid described in Section 3.4. Static analysis alone produces recall of 1.00 (all true vulnerabilities are detected) but
precision of only 0.375 because the HIGH-severity label is applied to all eight R-01 candidates and five of the eight are
not actually exploitable. Dynamic fuzzing alone produces precision of 1.00 (all confirmed findings are true exploits) but
recall of only 0.43 because dynamic fuzzing cannot detect model-layer patterns such as Lombok-generated setters that do
not directly correspond to a request payload. The rule-based hybrid achieves precision 0.62 and recall 0.86, an
improvement over either component alone but constrained by the binary AND logic. The Al-assisted hybrid achieves
precision and recall of 1.00 on the evaluation benchmarks because the logistic classifier is able to incorporate features
that neither static rules nor dynamic divergence capture in isolation.
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Figure 4. (a) Detection quality by method and (b) scan time as a function of codebase size, with combined static plus
dynamic scan times shown.

Figure 4 panel (b) reports scan times across a range of codebase sizes from eleven to one hundred ninety-two Java source
files. The static scan time grows approximately linearly in the number of files because the AST construction is per-file
and the rule evaluation is local to each AST. The dynamic scan time grows linearly in the number of HIGH-severity
candidates, which is itself approximately linear in the project size for the types of codebases studied. The combined scan
time for a hundred-file project is approximately twenty-five seconds, which is well within the budget of a typical CI pre-
merge gate. The largest project tested, with one hundred ninety-two files, completed the combined scan in fifty-three
seconds. Memory consumption peaked at 112 megabytes for the static stage and 174 megabytes for the combined static
and dynamic execution, both well within the working memory of a contemporary continuous integration runner.

5.4 Severity Classification Outcomes

Figure 5 presents the two-dimensional severity classification matrix that organises the ten findings produced across the
eight dynamically tested endpoints. The rows of the matrix correspond to the static severity grade and the columns
correspond to the dynamic verification outcome. The CRITICAL grade is reserved for findings that score above the high-
risk static threshold and are dynamically confirmed; three of our findings fall in this region. The HIGH grade applies to
findings that score above the high-risk threshold but are dynamically cleared; five of our findings fall in this region. These
findings are not currently exploitable, but the underlying controller pattern is architecturally fragile and we recommend
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that the developer remediate the controller-layer issue regardless. The MEDIUM grade applies to findings that score
below the high-risk threshold but are dynamically confirmed; no findings fell in this region in our evaluation. The LOW
grade applies to findings that score below the threshold and are not dynamically confirmed; two such findings appeared
in the Standard Application, both related to configuration issues.

CRITICAL HIGH

(confirmed exploit (fragile pattern,
& High + high static score) not currently exploitable)
S Static Score
2]
‘E’ n=3 n=>5
1Y
>
4
0
o
= MEDIUM LOW
b Tow/ (unlikely (safe code,
ow but audit recommended) no action required)
Medium
Static Score
n=0 n=2
Dynamically Dynamically
Confirmed (Yes) Cleared (No)

Dynamic Verification Outcome

Figure 5. Four-region severity classification matrix combining static analysis score and dynamic verification outcome.

The matrix in Figure 5 captures an analytical claim that the rest of the literature on API security testing has not made
explicit: dynamic confirmation is necessary for the highest grade but is not sufficient on its own, because confirmed
exploits on code that carries no other architectural risk factors may be local artifacts that require less developer attention
than confirmed exploits embedded in a broader pattern of fragile binding. Conversely, the HIGH grade preserves
architectural risk information that a pure exploitability classifier would discard. Operationalising this distinction requires
the Al-assisted layer described in Section 3.4 rather than a hard rule, because the boundary between architecturally fragile
and architecturally sound varies with the specific framework and configuration in use.

Table IV. Operational Performance Metrics for the Hybrid Framework.

Metric Value Notes
Static scan, VA (23 files) 1.7 seconds Single-threaded AST and rule evaluation.
Static scan, SA (14 files) 0.9 seconds Linear scaling in file count.
Static scan, HR (11 files) 0.7 seconds Includes 1/0 and JSON output formatting.

Includes baseline plus injected payload, 200 ms inter-request

Dynamic verification per endpoint 2.3 seconds delay, and follow-up GET when applicable.
Dynamic verification, 8 endpoints 18.4 seconds Aggregate across the dynamic test set.
Al-assisted validation per finding 12 milliseconds Logistic classifier inference plus feature assembly.
Peak memory, static only 112 MB Resident set size including Node.js runtime.
Peak memory, full pipeline 174 MB Includes dynamic HTTP client and OpenAPI parser.

Table IV documents the operational characteristics of the framework. The static scan is fast enough to be executed on
every commit without degrading the developer experience. The dynamic scan is selective enough to be appropriate for
execution on the changed endpoints of a pull request rather than on the full project, and the Al-assisted validation layer
adds negligible latency. The peak memory consumption is well below the default resource limits of major continuous
integration platforms, which typically provide between four and eight gigabytes of memory per runner.
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VI. DISCUSSION

6.1 Implications for Secure Development Practice

The empirical results support several specific recommendations for development teams that operate Spring Boot REST
APIs. First, the prevalence of direct entity binding in the Standard Application benchmark, which was constructed from
common tutorial patterns, indicates that developer education on the DTO isolation pattern is incomplete. Three of the
fourteen source files in the Standard Application bind entities directly, and the associated controllers were exploitable in
one case and rendered safe only by accident in another. Second, the Lombok-related rule R-02 is consistently more
difficult for human reviewers to detect than the entity-binding rule R-01 because the generated setters do not appear in
the source code; this finding motivates either configuration discipline (restricting Lombok (@Data to non-entity classes)
or architectural constraint (banning @Data on @Entity-annotated classes at the build level). Third, the discovery of one
Standard Application endpoint that was protected only by service-layer filtering illustrates the principle that the contract
surface of an API is defined by the controller signature, not by the implementation downstream; relying on the service
layer to compensate for a permissive controller is a fragile design that can be invalidated by an unrelated refactoring
(Mendez, 2022; Garcia, 2023).

The framework's Al-assisted severity grading provides explicit signals that developer teams can use to triage findings.
Findings graded Critical require immediate remediation because they correspond to confirmed exploits in code with
broader architectural risk. Findings graded High should be remediated within the next planned sprint because the
architectural pattern is fragile even if the current exploit path is blocked. Findings graded Medium typically reflect
contributing factors and can be batched into ordinary code-quality work. Findings graded Low document configuration
drift and provide signal for periodic configuration audits but do not require near-term action. This four-grade partition is
more informative than the binary vulnerable-or-not classification typical of single-stage scanners and aligns with the
prioritisation conventions established in industry frameworks such as the Common Vulnerability Scoring System (Mell,
2007) and the National Vulnerability Database severity ratings (NIST, 2022).

6.2 Limitations and Threats to Validity

Several limitations of the present evaluation must be acknowledged. The framework is implemented for Java sources and
Spring Boot semantics, and extension to Python (Django REST Framework, FastAPI), JavaScript (Express, NestJS),
Ruby (Rails), or PHP (Laravel) would require a new AST parser and a framework-specific rule library, although the
underlying analytical principles transfer directly (Bizjak, 2022). The dynamic stage modifies the state of the target
application; production deployment is therefore explicitly out of scope, and the framework is intended for execution
against disposable test instances. The injection dictionary is fixed at thirty-one entries; application-specific sensitive fields
such as premiumStatus or trialExpiry are not detected unless the dictionary is extended. The dictionary can be configured
by the operator, but doing so requires application-specific knowledge that is precisely the sort of knowledge an automated
tool would ideally generate. Recent work on LLM-assisted dictionary expansion (Pearce, 2023; Liu, 2023) suggests that
this limitation may be addressable by future extensions.

The classifier used in the Al-assisted layer was calibrated on a labelled set of 124 endpoints, which is sufficient for the
small feature dimension but is not large enough to support fine-grained subgroup analysis. We tested the classifier's
sensitivity to the high-risk threshold and found that varying the threshold between 0.10 and 0.20 changes the partition
between Critical and High by at most one finding in our evaluation set, but the stability of this result on larger and more
diverse codebases is an empirical question that future work should address. The benchmark suite contains three codebases
selected to span the vulnerability spectrum; evaluation on a larger industrial codebase panel would strengthen the
generalisation claims, and we view such evaluation as a high-priority follow-up to the present work.

6.3 Continuous Integration and Workflow Integration

Integration of the framework into a Continuous Integration pipeline is supported through two configurable gating flags.
The --fail-on-critical flag exits with a non-zero status code when any finding is graded Critical, which is appropriate for
projects in regulated domains and for security-critical microservices. The --fail-on-high flag exits with a non-zero status
code on both Critical and High findings, which is appropriate for projects that prioritise architectural cleanliness alongside
immediate exploitability. Teams that adopt the framework for the first time may prefer to run it in advisory mode for one
to two sprints to develop calibration data on their codebase before enabling hard gates. The dynamic stage should be
executed in a separate security integration environment rather than in the standard pre-merge pipeline, because dynamic
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verification modifies application state and the time cost of provisioning a clean test instance is incompatible with the
latency expectations of unit-test pipelines (Vassallo, 2020; Felderer, 2020).

A natural pattern of adoption observed in the deployment of analogous tools is the promotion of findings through severity
grades over time. A project may begin with only the Critical gate enabled and progressively enable the High gate as
developers remediate the architectural patterns underlying the High findings. Once the High gate is enabled, the Critical
gate becomes redundant for most practical purposes because the architectural patterns that produce Critical findings are
largely the same patterns that produce High findings (Bird, 2011; Devanbu, 2016). The framework's structured JSON
output supports aggregation across builds and over time, which enables management dashboards that track the project's
overall security posture rather than the result of a single scan.

VII. CONCLUSION

This paper presented a hybrid vulnerability analytics framework for RESTful APIs that combines lightweight static rule
matching, schema-aware dynamic fuzzing, and Al-assisted exploitability validation into a single tool with structured
outputs suitable for Continuous Integration. The static engine implements seven detection rules that span the controller,
model, service, and configuration layers of a Spring Boot application. The dynamic engine generates schema-conformant
injection payloads from the OpenAPI specification of the target service and dispatches them to a live test instance. The
Al-assisted validation layer combines static and dynamic features through a logistic classifier that assigns a four-level
severity grade calibrated against a labelled endpoint set. The framework achieves zero false negatives on the deliberately
vulnerable benchmark, zero false positives on the hardened reference, and a 62.5 percent reduction in actionable HIGH-
severity findings on the dynamically tested endpoints when compared with the static-only baseline. Scan times of under
twenty seconds for a hundred-file project and peak memory consumption of 174 megabytes make the framework practical
for routine execution in developer workflows.

Three lines of follow-up work are immediate. First, the rule library and AST parser should be extended to additional
frameworks, beginning with Express, Django, and Spring's reactive variants. Second, the Al-assisted layer should be
evaluated against a substantially larger industrial codebase panel to establish the generalisation of the calibration to
projects outside the original training distribution; collaboration with industrial partners who maintain large API portfolios
is the natural mechanism for this evaluation. Third, the injection dictionary should be expanded through LLM-assisted or
retrieval-augmented enrichment that synthesises application-specific sensitive field names from the codebase under test,
eliminating the need for manual dictionary configuration. Beyond these immediate directions, the broader research agenda
points toward integrated continuous assurance frameworks that combine vulnerability detection with policy compliance,
threat intelligence, and runtime monitoring in a single operationally coherent system.
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