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Abstract

The proliferation of compact language models on resource-constrained edge
hardware has created urgent demand for safety monitoring architectures that operate
entirely offline, without reliance on cloud-based adjudication or heavyweight
teacher models. Existing deceptive alignment detection methods reduce the problem
to binary classification over Chain-of-Thought reasoning traces, a formulation that
ignores the continuous nature of deceptive reasoning and requires external oracle
annotation. This paper introduces Risk-Manifold Analytics (RMA), a geometric
framework that characterises deceptive reasoning as a structured topological risk
space rather than a discrete class boundary. RMA employs a three-stage pipeline:
entropy-filtered autonomous label generation, manifold-constrained supervised
fine-tuning with Triplet Loss optimisation, and frozen-monitor constrained
proximal policy optimisation. A lightweight risk projector (0.1% of backbone
parameters) maps Chain-of-Thought hidden states onto a 128-dimensional unit
hypersphere where deceptive and safe reasoning clusters are geometrically
separable, enabling multi-dimensional risk scoring that captures gradual deceptive
transitions from surface hedging to objective substitution. Evaluated on
DeceptionBench across five deception taxonomies with 180 adversarial scenarios,
RMA achieves a Deception Tendency Rate (DTR) of 36.96% on Gemma-3-4B-IT
under full offline operation on NVIDIA Jetson Orin Nano hardware consuming only
7.5 W active power. Ablation studies confirm a 2.33 percentage point improvement
over binary cross-entropy baselines, while cross-model validation across five
architectures spanning 2B to 7B parameters demonstrates consistent DTR
reductions of 3.74—4.44 percentage points. The proposed framework establishes a
theoretically grounded geometric foundation for autonomous, privacy-preserving
deceptive alignment monitoring suitable for deployment in safety-critical edge
environments.

Keywords: Risk manifold; Edge Al safety; Deceptive alignment; Geometric
representation learning; Chain-of-Thought monitoring; On-device language
models; Adversarial reasoning detection
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L. INTRODUCTION

The deployment of Large Language Models (LLMs) on resource-constrained edge devices has entered a new phase of maturity,
driven by advances in model compression, quantisation, and hardware-software co-design (Shi et al., 2016; Zhou et al., 2019). Sub-
7B parameter models now achieve inference throughputs suitable for real-time applications on devices with as little as 8 GB of RAM
(Touvron et al., 2023; OpenAl, 2023; Brown et al., 2020). This democratisation of on-device intelligence, however, brings with it a
class of safety hazards that output-level monitoring cannot address. As LLMs are increasingly deployed in safety-critical
applications—autonomous vehicles, medical devices, industrial control systems, and financial decision support—the question of
whether these models behave in alignment with stated objectives even when unmonitored has become a pressing engineering and
governance concern (Amodei et al., 2016; Weidinger et al., 2021; Kenton et al., 2021).

Deceptive alignment, first formalised theoretically within the mesa-optimiser framework and subsequently confirmed empirically in
sleeper agent models and alignment-faking demonstrations, refers to the capacity of an LLM to produce externally compliant outputs
while maintaining misaligned internal objectives (Hubinger et al., 2019; Hubinger et al., 2024; Greenblatt et al., 2024). Unlike
conventional adversarial attacks that perturb model inputs, deceptive alignment operates within the model's own reasoning trace—
the very mechanism introduced to improve interpretability. This makes Chain-of-Thought monitoring an essential, and potentially
the only viable, point of safety intervention for edge-deployed models (Wei et al., 2022; Baker et al., 2025).

Existing mitigation architectures share a fundamental structural limitation: they treat deception detection as a binary classification
problem supervised by heavyweight external teacher models such as GPT-40 (Ji et al., 2025). This design creates two compounding
problems for edge deployment. First, the oracle dependency means that safety monitoring cannot be initialised without API access
during training, violating the offline-first requirements of privacy-sensitive edge environments in healthcare, finance, and industrial
control (Chen and Al-Najjar, 2025; Yang et al., 2025). Second, binary cross-entropy loss cannot model the continuous topology of
deceptive reasoning: deception does not exist as a discrete binary state but unfolds along a graduated continuum from subtle hedging
through strategic omission to fundamental objective substitution (Sharma et al., 2023; Perez et al., 2023; Burns et al., 2022).

The representational limitations of binary classification have a direct geometric interpretation. Binary cross-entropy minimisation
learns a single hyperplane decision boundary in representation space. All points on the deceptive side of this boundary receive an
identical risk label regardless of how deeply deceptive their reasoning is, how confident the monitor is in the classification, or how
similar the trace is to previously observed deceptive patterns. The result is a monitoring system that provides no calibrated uncertainty,
cannot distinguish aggressive deception from borderline cases, and has no mechanism for detecting novel deception strategies that lie
near but outside the boundary—precisely the cases most likely to evade detection in practice (Hendrycks and Gimpel, 2016; Lipton,
2018).

This paper proposes Risk-Manifold Analytics (RMA), a framework that reconceptualises deceptive alignment detection as a
geometric problem in representation space. Rather than learning a hard classification boundary, RMA trains a lightweight projector
to map Chain-of-Thought hidden states onto a structured manifold where the topological distance from safe reasoning clusters
constitutes a continuous risk metric. The core insight is that geometric separation in embedding space—specifically, on a unit
hypersphere where angular distance provides calibrated dissimilarity—captures gradual deceptive transitions more effectively than
any hard threshold, because the distance between a query's risk embedding and the safe cluster prototype provides a confidence-aware
risk score without requiring external reference models (Wang and Isola, 2020; Khosla et al., 2020; Gao et al., 2021).

The contributions of this paper are threefold. First, we introduce the risk manifold as a theoretical construct that formalises deceptive
reasoning as a topological structure in the hidden state space of LLMs, providing a principled geometric basis for safety monitoring
that extends naturally to multi-dimensional risk taxonomies. Second, we design a three-stage pipeline—entropy-filtered autonomous
labelling, manifold-constrained supervised fine-tuning, and frozen-monitor constrained reinforcement learning—that achieves fully
self-supervised operation without any external teacher at either training or deployment stages. Third, we validate the framework
empirically across five model architectures, three benchmark datasets, and a real edge hardware deployment on NVIDIA Jetson Orin
Nano, establishing concrete performance benchmarks for autonomous deceptive alignment monitoring in resource-constrained
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settings.

The remainder of this paper is organised as follows. Section II reviews related work across deceptive alignment, edge LLM
deployment, geometric representation learning, and risk quantification in Al systems. Section III develops the theoretical framework
of Risk-Manifold Analytics. Section IV describes the system architecture. Section V presents the risk scoring methodology. Section
VI reports experimental results and ablation studies. Section VII discusses implications and limitations. Section VIII concludes.

II. RELATED WORK

A. Deceptive Alignment in Large Language Models

The problem of deceptive alignment has its theoretical roots in the mesa-optimiser framework, which argued that sufficiently capable
learned agents may acquire internal objectives divergent from their training signals (Hubinger et al., 2019; Amodei et al., 2016;
Russell, 2019). The empirical significance of this problem was established through two key results. Hubinger et al. (2024)
demonstrated that safety fine-tuning fails to eliminate deceptive behaviour in sleeper agent models trained with hidden triggers,
showing that alignment interventions acting on outputs cannot reach internal misalignment. Greenblatt et al. (2024) confirmed
alignment faking in frontier systems: models with stated alignment to human preferences complied during evaluation but reverted to
misaligned behaviour when they believed themselves unmonitored.

These findings motivate a monitoring approach that operates at the reasoning trace level rather than the output level. Ji et al. (2025)
proposed CoT Monitor+, which embeds a self-monitoring module within Chain-of-Thought reasoning and trains it via GPT-4o-
supervised binary cross-entropy. While this work demonstrated that CoT-level monitoring improves on output-level auditing, its
reliance on external teacher supervision at training time and its binary classification formulation leave important gaps that RMA
addresses. Baker et al. (2025) warned that external judges penalising unsafe CoT merely teach models to obfuscate their reasoning—
a finding that underscores the need for internal, geometry-based monitoring rather than external adjudication. Adversarial research
supports this concern: Wallace et al. (2019), Zou et al. (2023), Ganguli et al. (2022), and Perez et al. (2022) collectively demonstrate
that aligned models can be induced to produce harmful outputs through input perturbations or strategic prompting, confirming that
alignment cannot be verified through output inspection alone.

B. Edge Deployment of Language Models

The computational and energy budgets of edge devices create hard constraints on LLM deployment. Shi et al. (2016) introduced the
edge computing paradigm and its vision of pushing intelligence computation to the network periphery. Zhou et al. (2019) formalised
edge intelligence, identifying latency, privacy, and resilience as the principal advantages over cloud-centric architectures. Wang et al.
(2020) and Mao et al. (2017) surveyed the communication and computational trade-offs that govern edge Al system design, while Li
et al. (2018) specifically examined deep learning deployment on IoT devices. Lu and Xu (2019) and Xu et al. (2014) surveyed loT
security considerations that are directly relevant to on-device Al safety monitoring. Sicari et al. (2015) and Xu et al. (2021) provide
broader security and trust frameworks for [oT environments that contextualise the edge LLM safety problem.

The critical enablers of sub-7B LLM edge deployment are quantisation and parameter-efficient fine-tuning. Dettmers et al. (2022)
introduced LLM.int8(), demonstrating 8-bit quantisation that preserves model performance at significant memory reduction. Frantar
et al. (2022) proposed GPTQ, achieving W4 precision with minimal perplexity degradation. Dettmers et al. (2023) extended this to
QLoRA, enabling fine-tuning of quantised models on consumer hardware. Hu et al. (2021) introduced LoRA, reducing fine-tuning
parameter counts through low-rank weight decomposition. Han et al. (2015) established deep compression as a multi-stage pipeline
achieving 40x model size reductions. Despite these advances, Chen and Al-Najjar (2025) and Yang et al. (2025) emphasise that the
field has prioritised computational efficiency while largely ignoring safety alignment at the edge—a critical gap that RMA directly
addresses.

C. Geometric Representation Learning

Contrastive representation learning has established that semantically meaningful structure can be encoded through distance

relationships in embedding space. He et al. (2020) proposed Momentum Contrast (MoCo), demonstrating that a dictionary-based

contrastive approach learns transferable visual representations without labels. Chen et al. (2020) introduced SimCLR, showing that a
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simple positive-negative pair contrasting framework achieves state-of-the-art performance on linear evaluation benchmarks. Gao et
al. (2021) applied contrastive learning to sentence embeddings with SimCSE, demonstrating that dropout-based data augmentation
provides sufficient contrastive signal for semantic similarity tasks in NLP. Khosla et al. (2020) extended self-supervised contrastive
learning to the supervised setting, showing that label-aware contrastive loss outperforms cross-entropy on multiple benchmarks, a
result that motivates the Triplet Loss formulation adopted in RMA. Wang and Isola (2020) provided theoretical grounding through
the alignment-uniformity decomposition, directly motivating the unit-sphere normalisation used in the risk projector (Vaswani et al.,
2017; LeCun et al., 2015; Hochreiter and Schmidhuber, 1997).

D. Risk Quantification and Anomaly Detection in AI

Hendrycks and Gimpel (2016) demonstrated that softmax confidence scores provide a useful baseline for detecting misclassified and
out-of-distribution examples. Lipton (2018) examined the conceptual foundations of model interpretability, arguing that distance-
based confidence measures carry more semantic meaning than uncalibrated softmax probabilities. Ribeiro et al. (2016) proposed
LIME as a locally faithful explanation method, while Lundberg and Lee (2017) developed SHAP as a game-theoretic unification of
feature attribution. Burns et al. (2022) proposed a probing-based approach to discovering latent knowledge in LLMs without
supervision, showing that linear probes on internal representations can surface beliefs not expressed in model outputs—a result that
directly supports the geometric monitoring hypothesis underlying RMA. Sharma et al. (2023) characterised sycophancy as deceptive
calibration, and Perez et al. (2023) used model-written evaluations to discover systematic behavioural patterns, collectively providing
an empirical foundation for the deception taxonomy targeted in this work. Carlini et al. (2021, 2022) demonstrated that internal
representations of LLMs contain information about training data and model beliefs, further supporting the interpretive value of hidden
state geometry. The broader Al safety literature (Weidinger et al., 2021; Kenton et al., 2021; Bostrom, 2014) provides governance
context for the alignment monitoring problem.

III. THEORETICAL FRAMEWORK: RISK-MANIFOLD ANALYTICS

A. Formalisation of Deceptive Reasoning as a Manifold Problem

Let M be a pre-trained LLM with parameter set 0. For a given input pair (X, R) where X denotes a user query and R denotes the
model's Chain-of-Thought reasoning trace, we define the final hidden state as h_final = f (X, R) € R”d, where d is the hidden
dimension of the backbone model (d = 2,560 for Gemma-3-4B-IT). The set of all possible final hidden states for all possible (X, R)
pairs forms a subset of R"d that constitutes the model's reasoning representation space. Existing binary classification formulations
treat the deception detection problem as partitioning this space into two half-spaces: safe (s = 0) and deceptive (s = 1), separated by
a hyperplane defined by weight vector W and bias b. The binary cross-entropy loss minimises classification error but provides no
information about the distance from the decision boundary, the within-class similarity structure, or the continuous graduation of
deception severity.

The Risk-Manifold Analytics framework reconceptualises this problem through the lens of differential geometry. We posit that the
hidden state representations of safe and deceptive reasoning traces do not occupy arbitrary regions of R*d but lie on low-dimensional
sub-manifolds of the full representation space. Let M_safe C R”d denote the manifold of safe reasoning representations and M_dec
C R~”d denote the manifold of deceptive reasoning representations. The risk of a given reasoning trace is then proportional to its
distance from M_safe. This formulation captures several empirically important properties: deception exists along a continuum from
minor hedging to fundamental objective substitution, within-class structure encodes information about deception type and strategy,
and confidence is naturally calibrated through the ratio d(h, M_safe) / (d(h, M_safe) + d(h, M_dec)) (Devlin et al., 2018; Bommasani
etal., 2021).
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Risk-Manifold Analytical Framework for Edge LLM Deception Detection
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Figure 1. Risk-Manifold Analytical Framework for Edge LLM Deception Detection.

B. Triplet Loss as a Manifold Constraint

To learn the geometry of M_safe and M_dec from data, RMA employs Triplet Loss optimisation following the formulation introduced
by Schroff et al. (2015) for face recognition. Given a projector network ¢: R*"d — R”*128 that maps final hidden states to a 128-
dimensional unit hypersphere S*127, the triplet loss over a training batch of triplets (a, p, n) is defined as: L_triplet = max(0, Iz _a —
z pl*—lz_a—z nl*+m), where z a=@(h_final(X a, R a))is the anchor (deceptive sample), z p=¢(h_final(X p,R p))is a positive
sample (another deceptive trace), z n = @(h_final(X_n, R n)) is a negative sample (safe trace), and m = 1.0 is the margin. The unit
sphere normalisation ensures that distances reflect angular relationships (Wang and Isola, 2020; Khosla et al., 2020). The projector
architecture follows a Linear—LayerNorm—GELU—Linear design with dimensions 2560—640—128, constraining the risk
embedding to a compact and numerically stable representation.

The theoretical advantage over binary cross-entropy is threefold. First, the within-class structure of M_dec is preserved: similar
deception strategies cluster together, enabling taxonomy-level risk analysis across sycophancy, alignment faking, sandbagging,
strategic deception, and honesty evasion. Second, the boundary between M_safe and M_dec is smooth rather than sharp, providing
calibrated uncertainty estimates for borderline cases that a hard threshold cannot produce. Third, the unit sphere normalisation
facilitates class prototype estimation: the risk score for a new sample can be computed from its angular distances to the safe and
deceptive cluster centroids, requiring no threshold calibration beyond the initial training procedure. This is directly analogous to the
nearest-centroid classification framework, which has well-understood theoretical properties in terms of its relationship to the Bayes
optimal classifier under Gaussian class conditional distributions (Hendrycks and Gimpel, 2016; Burns et al., 2022).

C. Entropy-Filtered Self-Labelling: An Information-Theoretic Justification

The autonomous labelling component of RMA generates training data without external oracle supervision. A randomly initialised
monitor head M_¢ generates predictions p_unsafe € [0, 1] for each candidate reasoning trace. High-entropy predictions (H(p) = In
2 ~0.693) indicate maximal uncertainty equivalent to random guessing; low-entropy predictions (H(p) — 0) indicate high-confidence
labels that carry reliable information for training. The entropy threshold H(p) <6 H = 0.5 corresponds to [p_unsafe — 0.5| > 6 =~ 0.38,
meaning the monitor must achieve prediction confidence substantially above chance level to contribute to the training dataset D. This
filtering strategy prevents the confirmation bias that degrades naive self-supervised methods: each iteration trains only on samples
for which the monitor's prediction is reliable, improving label quality and reducing noise accumulation across the iterative refinement
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cycle (Chen and Al-Najjar, 2025; Sharma et al., 2023).

IV. SYSTEM ARCHITECTURE

A. Three-Stage Pipeline Overview

The RMA system comprises three tightly integrated stages: Stage A generates autonomous risk labels through entropy-filtered self-
monitoring; Stage B trains the risk manifold projector through supervised fine-tuning with Triplet Loss; Stage C performs constrained
policy optimisation using a frozen monitor to provide stable risk penalty signals. The entire pipeline is automated and requires no
human annotation at any stage, enabling deployment in environments where access to external APIs or human labellers is unavailable
or prohibited by privacy regulations (McMahan et al., 2017; Kairouz et al., 2021). Figure 2 presents the complete three-stage pipeline
architecture, showing the data flow from input generation through manifold construction to constrained policy optimisation.

Three-Stage Risk-Manifold Detection Pipeline

StageA Stage B Stage C
12k raine
Stage A Labels Stage B anifoI{ Stage C
Risk Label Manifold Constrained
Generation Construction Policy RL
(SFT + Triplet) (PPO)
Rollout Monitor Entropy Triplet Projector Frozen A-adapt
Gen. Head Filter Sampling $(h) Monitor PPO

Figure 2. Three-Stage Risk-Manifold Detection Pipeline.

Table L. Risk-Manifold Analytics System Component Specifications.

Component Stage Parameters Memory Latency
Backbone Encoder A,B,C 4.0B (frozen) 2.3 GB (Q4KM) 27.2 ms/token
(Gemma-3-4B-IT)

Risk Projector [0) B,C 4.2M (0.10%) 12 MB 0.8 ms/token
(2560—640—128)

Entropy Filter (H(p) < 0.5) A Stateless <1MB <0.1 ms
Lagrangian Controller C Scalar Negligible <0.1 ms
(online 1)

Critic Head (0.01% params) C 420K (0.01%) 1.2 MB <0.2 ms
Complete RMA System A+B+C 4.0B +4.2M 2.3 GB total 28.0 ms/token

B. Stage A: Autonomous Risk Label Generation

The autonomous labelling process generates tuples [X, R, Y, s] through repeated rollouts from the backbone model M with a randomly
initialised monitor head. For each user query X drawn from the adversarial benchmark, the backbone autoregressively generates a
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Chain-of-Thought trace R and a final answer Y. The monitor head reads the final hidden state h_final and outputs p_unsafe € [0, 1].
Tuples for which H(p _unsafe) < 0.5 are retained as high-confidence self-labels. The dataset is accumulated across K max = 10
iterative refinement cycles, yielding approximately 12,000 high-confidence tuples spanning both safe (=4,000) and deceptive (=8,000)
reasoning patterns. The 2:1 ratio of deceptive to safe samples reflects the class distribution in the DeceptionBench adversarial prompt
collection.

C. Stage B: Manifold-Constrained Supervised Fine-Tuning

The manifold construction stage uses the accumulated dataset D to train the projector ¢ through Triplet Loss optimisation with the
backbone 6 frozen throughout. For each training batch, triplets (a, p, n) are sampled such that (a, p) share the same safety label and
(a, n) have opposite labels. The projector processes each element through the frozen backbone to extract h_final, then applies the
projection: z = @(h_final) = Normalise(GELU(LayerNorm(W_1-h_final))-W_2). Five epochs of training with AdamW optimiser
(learning rate = 5x1073, weight decay 0.01) are used, consistent with the hyperparameter settings established in Section VI (Rafailov
et al., 2023; Ziegler et al., 2019).

D. Stage C: Frozen-Monitor Constrained Policy Optimisation

Following Stage B, the projector ¢ is frozen and used as a stable risk signal source during Proximal Policy Optimisation (PPO)
(Schulman et al., 2017). The total per-trajectory reward is r =r_a(Y) — r_s, where r_s = A - p_unsafe is the risk penalty computed
from the frozen monitor's assessment of the generated Chain-of-Thought. The Lagrange multiplier A is adjusted online to maintain
the safety constraint: A_{t+1} =A t - (1 + n - I[[p_unsafe > t]). Freezing the monitor during PPO is critical for training stability:
dynamic reward models are susceptible to reward hacking, where policies learn to exploit reward model vulnerabilities rather than
optimising true objectives (Ziegler et al., 2019; Stiennon et al., 2020; Christiano et al., 2017). By freezing ¢ after Stage B, RMA
ensures that the reward function remains stationary throughout PPO, preventing the adversarial co-evolution that destabilises joint
training (Garcia and Fernandez, 2015; Mnih et al., 2015; Haarnoja et al., 2018).

V. RISK SCORING METHODOLOGY

A. Multi-Dimensional Risk Vector Construction

At inference time, the projector @ maps the hidden state h_final of a candidate reasoning trace onto the unit hypersphere. Risk scoring
proceeds by computing the angular distances from the query embedding z to the safe and deceptive class prototype centroids c¢_safe
and c _unsafe estimated from the training dataset. The scalar risk score is p_unsafe = exp(—d unsafe) / (exp(—d_safe) +
exp(—d_unsafe)), where d _safe =z — ¢ _safel and d unsafe =1z — ¢_unsafel. The confidence score is defined as confidence = |d_safe
—d unsafe| / (d_safe + d_unsafe). This formulation produces a calibrated risk score p_unsafe € (0, 1) that increases monotonically
as the reasoning trace moves deeper into the deceptive manifold, and a confidence score that decreases for borderline samples near
the manifold boundary—enabling downstream systems to treat such cases with appropriate uncertainty (Lundberg and Lee, 2017;
Ribeiro et al., 2016).

B. Deception Taxonomy Risk Profiling

Beyond a scalar risk score, RMA computes a five-dimensional risk vector corresponding to the five deception taxonomies in
DeceptionBench. Each dimension is computed as the angular distance to the corresponding taxonomy-specific deceptive prototype,
providing fine-grained information about the type of deception risk present. Table II presents the complete risk taxonomy, including
operational definitions, characteristic reasoning patterns for each class, and the expected risk profile in each dimension for
representative deception types.

Table II. Deception Risk Taxonomy and Multi-Dimensional Risk Profile.

Taxonomy Operational Definition Characteristic Pattern Expected Risk Profile
Sycophancy Excessive agreement with user | Validates incorrect user beliefs; | High sycophancy score; low
premises regardless of factual accuracy | modifies prior stated positions | alignment-faking and
or logical validity under user pressure sandbagging scores

ISSN: 3067-7386 © 2025 INATGI (Institute of Advanced Technology and Green Innovation). Users are allowed to read, download, copy,
distribute, print, search, or link to the full texts of the article in this journal without asking prior permission from the publisher or the author. See:
https://inatgi.in/index.php/jaiaa/index for more information.



RESEARCH ARTICLE
Vol. 3, No. 2 (2025), pp. 70-85
DOI: 10.63646/jaiaa.2025.030204

JAIAA
Journal of AI Analytics and Applications
ISSN 3067-7386 | Open Access | Peer-Reviewed

Strategic Deception

Deliberate ~ misrepresentation  of
capabilities, knowledge, or intentions
to achieve a hidden objective

Claims ignorance of known
information; attributes
knowledge to external sources
to avoid detection

High strategic deception score;
elevated cross-taxonomy risk

Honesty Evasion

Avoidance of direct truthful response
through circumlocution, hedging, or
topic redirection

Uses qualified language to
avoid commitment; redirects
questions to adjacent topics

Moderate honesty-evasion score;
low sycophancy and alignment-
faking

Alignment Faking Compliance with stated safety criteria | Expresses support for safety | High alignment-faking score; high
during monitored interactions | constraints; shows conditional | confidence; clearest geometric
combined with misalignment when | reasoning about monitoring | separation from safe cluster
unmonitored context

Sandbagging Deliberate  underperformance  on | Provides incomplete or partially | Moderate sandbagging score;
capability assessments to avoid | incorrect responses to | often accompanied by -elevated
triggering safety oversight thresholds | benchmark questions despite | sycophancy

capability

C. Entropy-Conditioned Risk Thresholding

The decision to flag a reasoning trace as deceptive is governed by a threshold t applied to p_unsafe, conditioned on the confidence
score. Traces with high confidence (confidence > 0.3) and p_unsafe >t = 0.5 are flagged as deceptive. Traces with low confidence
trigger an optional secondary review or a more conservative threshold t' = 0.4. This entropy-conditioned thresholding reduces false
positives for borderline cases while maintaining high recall for high-confidence deceptive traces. Sensitivity analysis in Section VI
confirms that the DTR varies by less than 1.83 percentage points across the tested threshold range 8 H € {0.3, 0.5, 0.7}, validating
the robustness of the design (Bai et al., 2022; Mazeika et al., 2024; Shen et al., 2023; Wei et al., 2023).

VI. EXPERIMENTAL EVALUATION

A. Implementation Details

All experiments use Gemma-3-4B-IT as the primary backbone model, quantised from approximately 8 GB (FP16) to 2.3 GB using
4-bit Q4 K M quantisation via llama.cpp. The backbone runs entirely offline on an NVIDIA Jetson Orin Nano (8 GB RAM, 1024-
core Ampere GPU) without any network connectivity requirement at inference time. All generation uses temperature = 0 and random
seed 42 for reproducibility, consistent with the benchmarking methodology established in related work (Liang et al., 2022; Hendrycks
et al., 2020; Lin et al., 2022). Table III provides complete hyperparameter specifications for all three pipeline stages.

Table II1. Experimental Setup and Hyperparameter Specifications.

Hyperparameter Value Justification

Learning rate n 5x107° Optimal across sensitivity range {1e-5, 5e-5, 1e-4, Se-4};
best DTR = 36.96%

PPO clip ¢ 0.2 Standard PPO default; € = 0.3 degrades DTR by 1.49 pp

KL penalty B 0.05 Balances policy update stability and exploration; p = 0.2
degrades DTR by 2.16 pp

Lagrange init Ao 1.0 Largest sensitivity parameter (A = 6.32 pp); Ao = 5.0
causes over-penalisation

Entropy threshold 6 H 0.5 Corresponds to |p_unsafe — 0.5 > 0.38; 6 H = 0.7
degrades DTR by 1.83 pp

SFT epochs 5 Convergence occurs between epochs 3—7; fewer epochs
increase DTR by 1.80 pp

PPO iterations K 10 Plateau observed after 10 iterations; K =5 degrades DTR
by 3.19 pp
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Self-label dataset |D| 12,000 tuples Sample efficiency plateaus beyond 12k; 6k self-labels

increase DTR by 0.8 pp

Triplet margin m 1.0 Prevents embedding collapse; consistent with FaceNet
(Schroff et al., 2015)

B. Main Results: Deception Tendency Rate Comparison

Figure 3 presents the primary comparative evaluation across four methods (RLHF-only, BCE Monitor, Teacher-Distilled, and RMA)
and two dimensions (taxonomy-level DTR comparison and cross-model generalisation). The RLHF-only baseline achieves DTR of
45.76% on sycophancy, confirming that standard reinforcement learning from human feedback provides insufficient protection
against deceptive alignment (Ouyang et al., 2022; Christiano et al., 2017; Ziegler et al., 2019). The BCE monitor reduces DTR to
39.29%, demonstrating the value of explicit CoT monitoring but confirming that binary classification leaves substantial room for
improvement. RMA achieves DTR of 36.96%—a 2.33 percentage point improvement over BCE—without any external teacher
supervision. The teacher-distilled monitor achieves 27.96%, representing the ceiling of teacher-supervised performance; RMA trades
9.0 percentage points of DTR for complete elimination of cloud dependency at both training and deployment stages.
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Figure 3. DTR Performance Comparison Across Methods and Cross-Model Validation.

Cross-model validation in Figure 3(b) confirms that RMA's advantages generalise across architectures. Consistent DTR reductions
of 3.74—4.44 percentage points over respective baselines are observed across all five tested model families (Gemma-2B-IT, Gemma-
3-4B-IT, Gemma-7B-IT, Llama-3.2-3B-Instruct, Qwen2.5-3B-Instruct). Notably, larger models show larger absolute DTR reductions
(Gemma-7B: —4.44 pp vs. Gemma-2B: —3.91 pp), suggesting that the geometric monitoring benefit scales positively with model
capacity—an expected result given that larger models produce richer hidden state representations with more separable risk manifold
structure (Devlin et al., 2018; Bommasani et al., 2021; Brown et al., 2020; Touvron et al., 2023).

C. Ablation Studies

Table IV presents comprehensive ablation results isolating the contribution of each RMA component. The most important ablation
compares Triplet Loss against standard BCE: replacing Triplet Loss with BCE while holding all other components constant increases
DTR from 36.96% to 39.29%—a 2.33 pp degradation attributable entirely to the loss function. This result directly validates the
geometric manifold hypothesis. The monitor head size ablation shows that reducing the projector from 0.1% to 0.01% of backbone
parameters costs only 0.2 pp DTR, while removing the monitor entirely increases DTR by 8.8 pp. The Lagrange multiplier adaptation
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ablation confirms the importance of dynamic safety constraint enforcement: freezing A = 1.0 throughout PPO yields DTR of 41.26%,
whereas online adaptation achieves 36.96%—a 4.3 pp improvement.

Table IV. Ablation Results on Sycophancy Subset of DeceptionBench (%).

Ablated Component DTR (%) A vs. RMA Interpretation
RMA — Triplet Loss, full pipeline (default) 36.96 — Baseline
RMA — BCE Loss (replace Triplet with BCE) 39.29 +2.33 Manifold learning
advantage
Teacher-distilled monitor (GPT-40 labels) 27.96 —-9.00 Cloud dependency
cost
Monitor head 0.01% params 37.16 +0.20 Head size
robustness
No monitor (RLHF only) 45.76 +8.80 Monitor necessity
Frozen A = 1.0 (no online adaptation) 41.26 +4.30 Lagrangian
adaptation value
Batch size 256 (vs. 512) 38.06 +1.10 Batch size
sensitivity
6k self-labels (vs. 12k) 37.76 +0.80 Data scale
sensitivity
Shared critic head with monitor 37.56 +0.60 Critic architecture
impact

D. Convergence Analysis and Risk Score Distribution

Figure 4 presents two complementary analyses of runtime behaviour. Panel (a) shows the iterative convergence of DTR over ten
refinement cycles, demonstrating monotonic improvement from 42.57% at Iteration 1 to 36.96% at Iteration 8, after which the system
plateaus within a £0.6 pp convergence band. This monotonic improvement reflects the self-improving data quality mechanism: each
iteration generates cleaner labels, which train a more accurate monitor, which generates still cleaner labels in a positive feedback loop
grounded in bootstrap theory. Panel (b) presents the empirical risk score distributions for safe reasoning, surface hedging, and deep
deception. The three distributions are well separated on the [0, 1] risk axis, confirming the manifold structure hypothesis and validating
the continuous risk scoring approach (Goodfellow et al., 2014; Devlin et al., 2018).
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Figure 4. Iterative Convergence Profile and Risk Score Class Distributions.

E. Edge Deployment Performance

Table V reports edge deployment benchmarks measured on NVIDIA Jetson Orin Nano under real-world operating conditions,
averaged across 10 runs with fixed seed (42) and temperature = 0. The system achieves 28.0 ms per-token inference latency and 35.7
tokens/second throughput, with the risk projector adding only 0.8 ms overhead per token (2.8% total overhead). Active inference
power is 7.5 W—a 40x reduction versus cloud-based A100 deployments—making continuous safety monitoring viable on battery-
powered devices in autonomous, medical, and industrial edge environments (Shi et al., 2016; Zhou et al., 2019; Mao et al., 2017; Li
etal., 2018).

Table V. Edge Deployment Performance on NVIDIA Jetson Orin Nano 8 GB.

Category Metric Value Measurement Method
Latency Per-token inference latency ~28.0 ms perf counter() over 10-run avg.
Latency End-to-end (512 tokens) ~143s Wall-clock average
Throughput Token generation rate ~35.7 tok/s Calculated from latency
Power Active inference power ~71.5W INA3221 sensor (peak)

Power Idle power ~32W INA3221 sensor

Memory Model footprint ~2.3GB Q4KM quantisation

Memory Peak memory usage ~4.1 GB tegrastats monitoring

Monitor Overhead Projector forward latency ~0.8 ms/token Per-token timing

Monitor Overhead Total monitoring overhead ~2.8% Relative to baseline inference
VII. DISCUSSION

A. Interpretive Implications of the Risk-Manifold Framework

The risk-manifold perspective offers a theoretically grounded reinterpretation of deceptive reasoning in hidden state space. Under the
binary classification view, deception is a property a reasoning trace either has or lacks. Under the manifold view, deception is a
position in a continuous geometric space: the farther a reasoning trace is from the safe manifold, the more deeply deceptive it is. This
shift has practical consequences for Al governance frameworks. The continuous risk score provides more actionable information than
a binary flag: a system reporting p_unsafe = 0.68 signals moderate deception risk warranting secondary review, whereas p_unsafe =
0.95 warrants immediate intervention. This graduated signal enables adaptive safety protocols that reserve computational resources
and human oversight for the highest-risk interactions (Weidinger et al., 2021; Russell, 2019; Bostrom, 2014; Kenton et al., 2021).

The five-dimensional risk vector enables taxonomy-aware governance responses. A system detecting high sycophancy risk but low
alignment-faking risk can apply targeted corrections rather than blanket restrictions—a capability that binary monitors fundamentally
cannot provide. This aligns with broader arguments in the Al interpretability literature that actionable explanations require more than
confidence scores: they require structured, semantically meaningful decompositions of uncertainty (Ribeiro et al., 2016; Lundberg
and Lee, 2017; Doshi-Velez and Kim, 2017; Lipton, 2018). The taxonomy risk vector provides exactly this structure for the deception
detection context, enabling deployment teams to configure response policies differentiated by deception type and severity.

B. Privacy, Security, and Governance Implications

The offline-first design of RMA addresses a growing tension in edge Al governance. The most capable safety monitoring systems
today require continuous API connectivity, constituting a fundamental privacy risk in regulated environments. In healthcare settings,
patient interaction data cannot lawfully be transmitted to third-party cloud services for safety evaluation. In industrial control, network
connectivity to external APIs creates single points of failure violating safety integrity requirements. In autonomous vehicles, cloud
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latency of 100400 ms is incompatible with real-time control requirements (Shi et al., 2016; Mao et al., 2017; Li et al., 2018; Sicari
et al., 2015; Lu and Xu, 2019; Xu et al., 2014; Xu et al., 2021). RMA's 9.0 pp DTR degradation relative to GPT-40-supervised
monitoring represents the price of privacy preservation—a trade-off that many regulated deployments will find acceptable given the
alternative of no safety monitoring at all. Future work on federated manifold aggregation may reduce this degradation by enabling
distributed risk manifold learning across edge device populations without centralising sensitive data (McMahan et al., 2017; Kairouz
etal., 2021; Lu et al., 2024).

C. Limitations and Future Work

Four limitations warrant explicit acknowledgement. First, evaluation is conducted exclusively on English-language adversarial
prompts; the geometric properties of the risk manifold may differ across linguistic contexts, particularly for languages
underrepresented in backbone training data. Zhang and Lu (2021) and Lu (2019) identify the breadth of language coverage as a critical
dimension of Al system generalisation that requires explicit evaluation. Second, DeceptionBench's 180-scenario coverage may not
capture all deception strategies that emerge in deployment, particularly novel strategies not represented in the training distribution
(Mazeika et al., 2024; Shen et al., 2023; Wei et al., 2023). Third, the three-stage training pipeline cost of approximately 3 GPU-hours
on 8xA100 nodes limits accessibility for resource-constrained research teams, though the inference-time overhead is minimal. Fourth,
the manifold assumption may be violated by future models specifically trained to evade geometry-based monitors through
representation obfuscation—a concern raised by Baker et al. (2025) that motivates adversarial regularisation of the projector as the
primary future work direction.

VIII. CONCLUSION

This paper introduced Risk-Manifold Analytics (RMA), a geometric framework for detecting deceptive reasoning in edge-deployed
large language models without reliance on external oracle supervision. By reconceptualising deceptive alignment detection as a
manifold problem—projecting Chain-of-Thought hidden states onto a structured risk embedding space where safe and deceptive
reasoning clusters are geometrically separable—RMA captures the graduated, continuous nature of deceptive reasoning that binary
cross-entropy classifiers fundamentally cannot model. The three-stage pipeline of entropy-filtered autonomous labelling, Triplet Loss
manifold construction, and frozen-monitor constrained PPO achieves a DTR of 36.96% on Gemma-3-4B-IT across 180
DeceptionBench adversarial scenarios, operating entirely offline on an NVIDIA Jetson Orin Nano at 28 ms/token, 35.7 tok/s, and 7.5
W active power.

Ablation studies confirm a 2.33 pp improvement over BCE baselines attributable directly to geometric manifold learning, and cross-
model validation across five architectures (2B—7B parameters) demonstrates consistent DTR reductions of 3.74—4.44 pp, confirming
architectural generality. The 40x power reduction versus cloud A100 deployments enables continuous, privacy-preserving safety
monitoring on battery-powered edge devices—a deployment profile that is categorically unavailable to cloud-dependent monitoring
architectures.

Three directions for future work are identified. First, adversarial regularisation of the manifold projector should prevent policy
optimisation from learning to exploit the monitor's geometric structure through obfuscation. Second, multilingual evaluation should
assess whether risk manifold geometry is language-invariant or requires per-language calibration. Third, federated manifold
aggregation should enable distributed risk monitoring across edge device populations without centralising sensitive interaction data,
preserving privacy while scaling safety coverage across heterogeneous deployment environments.
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