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Abstract

Secure cognitive radio networks require rapid decisions about relay use and
secondary-user power while protecting the quality of service of the primary
network and limiting the probability that an eavesdropper can decode secondary
data. Existing analytical studies of multihop underlay relaying have clarified the
outage and interception behavior of TAS/SC-assisted cooperative protocols under
generalized fading, but their decision logic is usually fixed before deployment and
depends on simplified assumptions about channel state availability, node mobility,
and eavesdropper position. This article develops an Al-enabled relay and power
selection framework for secure cognitive radio networks. The framework
formulates relay activation, antenna-combining mode selection, and secondary
power adjustment as a constrained learning problem in which the agent observes
channel-quality, interference-margin, hop-distance, queue, and security-risk states
and then selects safe actions under a primary-network outage guard. A simulation
study is constructed around a multihop underlay scenario with MIMO secondary
nodes, incremental decode-and-forward cooperation, and a passive multi-antenna
eavesdropper. The proposed safe reinforcement learning policy is compared with
fixed-rule, greedy-reliability, and security-prioritized baselines. Across the
benchmark settings, the learning policy reduces end-to-end outage by 38.6%
against the greedy baseline and 63.1% against the fixed-rule baseline, while
holding interception probability close to the security-prioritized policy. The article
contributes a practical decision architecture, an interpretable reward design, and a
data-analysis template for evaluating reliability-interception trade-offs without
relying on heavy closed-form derivations.

Keywords: Cognitive radio; Relay selection; Power control; Physical-layer
security; Reinforcement learning; Outage probability; Interception risk; Secure
wireless networks

I. INTRODUCTION

Cognitive radio has long been presented as a flexible response to spectrum scarcity. Instead of assigning every
service to a permanently isolated band, cognitive radio allows secondary users to access licensed spectrum when they
do not damage the service quality of primary users. This principle is attractive in dense wireless environments,
including industrial monitoring, smart transportation, urban sensing, emergency communication, and Internet-of-Things
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networks. However, the same flexibility creates a difficult control problem. Secondary nodes must decide when to
transmit, which relay path to use, and how much power to allocate under uncertainty about fading, co-channel
interference, mobility, and possible eavesdropping. This point is supported by related studies (Akyildiz et al., 2006).
This point is supported by related studies (Khalek et al., 2024).

The research direction motivating this article is secure multihop MIMO underlay cognitive relaying. In such
networks, primary and secondary nodes may use transmit antenna selection and selection combining, while an external
relay supports incremental cooperation at each hop. Classical analysis evaluates end-to-end outage probability and
interception probability over fading channels and demonstrates that incremental cooperation improves reliability,
although interception probability may increase when more reliable transmission opportunities are created. This
observation is important because relay and power decisions cannot be judged only by throughput. They must be
evaluated as a joint security-reliability problem. This point is supported by related studies (Lu, 2019). This point is
supported by related studies (Liang et al., 2008).

The present article moves the problem from purely analytical derivation to Al-enabled decision optimization.
Rather than deriving a separate closed-form expression for every network configuration, it asks how a cognitive radio
system could learn relay and power policies from repeated observations of channel behavior, interference limits, and
eavesdropper exposure. This shift does not reject mathematical analysis. Instead, it treats analytical metrics such as
outage probability, interception probability, and interference margin as supervisory signals and safety constraints for a
learning agent. This point is supported by related studies (Mnih et al., 2015). This point is supported by related studies
(Yucek & Arslan, 2009).

The article is designed for an Al analytics audience because it emphasizes model architecture, decision data, and
performance interpretation. The central question is straightforward: can a learning-based policy choose relays and
transmission power more effectively than fixed or greedy rules when the system must satisfy both reliability and
physical-layer security requirements? To answer this question, the article develops a safe reinforcement learning
framework, defines an interpretable state-action-reward structure, and reports a controlled simulation dataset. This point
is supported by related studies (Lu & Ning, 2020). This point is supported by related studies (Bkassiny et al., 2013).

The contribution of this article is fourfold. First, it reframes secure multihop cognitive relaying as a constrained
sequential decision problem. Second, it proposes a learning architecture that combines relay selection, power control,
and risk monitoring under a primary-user protection guard. Third, it presents benchmark evidence showing how Al-
enabled selection changes the outage-interception trade-off under different fading and uncertainty conditions. Fourth, it
offers a deployment-oriented discussion of explainability, safety, data requirements, and governance for intelligent
wireless resource management. This point is supported by related studies (Luong et al., 2019). This point is supported
by related studies (Chen et al., 2019).
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Figure 1. Al-enabled secure cognitive radio framework for relay and power selection.

II. RELATED WORK AND RESEARCH POSITIONING

Research on cognitive radio has developed across spectrum sensing, spectrum sharing, relay communication, power
control, and security. The underlay model is practical because secondary users may transmit concurrently with primary
users as long as interference at the primary receiver remains below an acceptable level. This creates a continuous
resource-allocation task. The secondary transmitter is not merely deciding whether the band is idle. It must regulate its
behavior so that the primary network can maintain a target outage or signal-to-interference-plus-noise condition. This
point is supported by related studies (Lu & Zheng, 2020). This point is supported by related studies (O'Shea & Hoydis,
2017).

Relay selection has been used to improve coverage and reliability in cognitive networks. Decode-and-forward
relays can remove noise before forwarding, while amplify-and-forward relays are simpler but may propagate
interference. Incremental relaying improves efficiency by using the relay only when the direct link is insufficient.
Antenna selection and selection combining further exploit spatial diversity without requiring the cost of full combining
over all antenna branches. These mechanisms balance performance with implementation complexity. This point is
supported by related studies (Mao et al., 2018). This point is supported by related studies (Xu et al., 2021).

Physical-layer security adds a second dimension to the optimization task. Instead of treating security only as an
encryption issue above the physical layer, physical-layer security exploits the randomness and asymmetry of wireless
channels. If the legitimate link is strong and the eavesdropping link is weak, reliable and confidential communication
becomes more likely. If relay selection improves the legitimate channel but also improves the eavesdropper receiving
opportunity, security can deteriorate even when reliability improves. This point is supported by related studies (Sun et
al., 2019). This point is supported by related studies (Zappone et al., 2019).
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Al methods provide a natural extension because relay and power decisions are sequential, context-sensitive, and
uncertain. Supervised learning can estimate outage or interception risk from observed features. Reinforcement learning
can directly learn actions that maximize long-term utility. Deep reinforcement learning extends the approach to high-
dimensional observations, while safe reinforcement learning constrains exploration to avoid unacceptable harm. In
cognitive radio, the safety constraint is the requirement that secondary decisions must not violate the quality-of-service
protection of the primary network. This point is supported by related studies (Lu & Xu, 2019). This point is supported
by related studies (Naparstek & Cohen, 2019).

This study positions itself between analytical wireless communication theory and applied Al analytics. It retains the
core metrics of wireless performance evaluation, including outage probability, intercept probability, power consumption,
and interference margin. It then embeds these metrics in a learning loop that can adapt decisions across changing
conditions. The purpose is not to claim that learning replaces closed-form analysis. The stronger claim is that learning
can operationalize analytical insights in real-time decision processes where exact assumptions rarely hold. This point is
supported by related studies (Wang et al., 2018). This point is supported by related studies (Ye et al., 2018).

ITII. SYSTEM MODEL AND AI-ENABLED DECISION ARCHITECTURE

The considered network contains a primary transmitter-receiver pair and a multihop secondary route. The secondary
source transmits data to a secondary destination through intermediate nodes. At each hop, an external relay may be
activated when the direct link is not sufficiently reliable. The primary pair and secondary nodes are assumed to have
multiple antennas, and a low-complexity antenna selection and selection combining structure is used to obtain spatial
diversity. A passive eavesdropper is located within the secondary network and attempts to decode secondary
transmissions. This point is supported by related studies (Zhang & Lu, 2021). This point is supported by related studies
(Wang et al., 2018Db).

The learning system observes a compact state vector before each hop-level transmission decision. The state
includes estimated legitimate link quality, eavesdropping link exposure, primary interference margin, secondary queue
pressure, relay availability, recent acknowledgement history, and a mobility or fading-stability indicator. These
variables can be obtained from pilot estimates, acknowledgement signals, historical link statistics, and lightweight
sensing. The state does not require perfect instantaneous channel information for all links, which is important because
perfect CSI is often unrealistic. This point is supported by related studies (Van Hasselt et al., 2016). This point is
supported by related studies (Schulman et al., 2017).

The action set contains three coupled decisions: whether to transmit directly or use an incremental relay, which
relay candidate to activate when cooperation is needed, and what secondary transmit power level to select. To avoid an
excessively large action space, power is discretized into five operational levels: silent, conservative, moderate, high, and
emergency-limited. The emergency-limited level is allowed only when the primary interference guard remains satisfied
and the secondary queue is near expiration. This point is supported by related studies (Lu, 2022). This point is
supported by related studies (Lillicrap et al., 2016).

The learning objective combines reliability, secrecy, and primary protection. Reliability is represented by a penalty
for secondary outage. Security is represented by a penalty for interception or high predicted interception exposure.
Energy and spectrum etiquette are represented by a power cost. The primary-network guard adds a strong penalty when
the selected action threatens the permitted primary outage bound. The reward is therefore not throughput-oriented alone.

It is a risk-weighted operational score that discourages behavior that looks efficient in the short term but weakens
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security or primary protection. This point is supported by related studies (Huang et al., 2019). This point is supported by
related studies (Ye et al., 2019).

The compact reward used in the simulation is:ry = — w,OP; — w;IP; — w,P; — w, max (0, OP! — epsilon).
This formula is intentionally simple. It makes the trade-off transparent to network operators because every term has an
operational meaning: secondary reliability, interception risk, energy use, and primary protection. The learned action is
then selected as a;= rag max Q (s;, a) over actions that pass the safety guard. This point is supported by related studies
(Lu et al., 2023). This point is supported by related studies (Xu et al., 2018).

Table I. Learning problem formulation for secure cognitive relay and power selection.

Component Operational meaning Examples in the proposed
model
State Compact wireless and security SINR estimate, eavesdropper
context exposure, primary margin,
queue age
Action Relay and power choice Direct transmission, relay

activation, relay candidate
selection, five-level power
choice
Reward Risk-adjusted objective Penalties for outage,
interception, power use, and
primary guard violation

Safety guard Constraint filter before Remove actions predicted to
execution exceed primary outage or
interference thresholds
Output Decision and explanation Selected relay, selected power,

predicted OP/IP, reason codes

IV. LEARNING METHOD AND SIMULATION DESIGN

The proposed controller uses a safe deep Q-learning structure with experience replay and constraint screening.
Before an action is executed, the action filter removes candidates that are expected to violate the primary interference
constraint. The remaining actions are evaluated by the Q-network. This design reduces unsafe exploration and reflects
the operational nature of cognitive radio, where violating the licensed user protection requirement is not an acceptable
learning cost. A target network stabilizes training, while a decaying exploration rate allows the model to learn from
diverse states early and behave more deterministically after convergence. This point is supported by related studies
(Liang et al., 2019). This point is supported by related studies (Nasir & Guo, 2019).

The simulation environment reflects the structure of a multihop underlay cognitive network without copying a prior
model. A two-dimensional topology is used. The primary receiver is placed above the secondary route, so secondary
nodes near the center of the route create stronger interference. The eavesdropper is placed at a variable position near the
secondary route, allowing exposure to change across experiments. Fading is generated under Rayleigh, Nakagami-m,
and generalized alpha-mu assumptions to test robustness. The learner receives noisy estimates rather than perfect
channel values. This point is supported by related studies (Chen et al., 2024). This point is supported by related studies

(Kaur et al., 2022).
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Three baselines are used. The fixed-rule baseline activates a relay when the estimated direct-link SINR is below a
threshold and uses a predetermined power schedule. The greedy-reliability baseline selects the action with the lowest
predicted outage without directly considering interception risk. The security-prioritized baseline selects conservative
power and relay choices to reduce eavesdropping exposure, even when this raises outage. These baselines represent
common engineering preferences: stable rules, reliability maximization, and conservative security. This point is
supported by related studies (Mukherjee et al., 2014). This point is supported by related studies (Bloch et al., 2008).

The performance metrics are end-to-end outage probability, interception probability, average secondary transmit
power, primary-guard violation rate, packet delivery ratio, and composite risk score. Outage probability measures
whether the destination receives the packet successfully. Interception probability measures whether the eavesdropper is
likely to decode the transmission. The primary-guard violation rate measures the share of actions that would damage the
primary network. The composite risk score combines normalized outage, interception, and guard violation. This point is
supported by related studies (Lu et al., 2024). This point is supported by related studies (Goel & Negi, 2008).

The learning policy is trained for 500 episodes. Each episode contains randomly generated channel states, hop
distances, queue conditions, and eavesdropper exposure values. The validation set is separated from training and
includes mobility perturbation and CSI error. This separation matters because the study is not interested in memorizing
one topology. It asks whether learning-based selection generalizes across related but not identical wireless states. This
point is supported by related studies (Krikidis et al., 2011). This point is supported by related studies (Ding et al., 2016).

Table II. Simulation design and benchmark settings.

Parameter Setting used in the Purpose
benchmark
Topology One primary pair; four-hop Represents multihop underlay
secondary route; one passive cognitive transmission
eavesdropper
Antenna setting Multiple antennas; TAS/SC Keeps spatial diversity with
abstraction low complexity

Channel settings

Rayleigh, Nakagami-m, and
alpha-mu variants

Tests robustness under different
fading assumptions

Power actions

Silent, conservative, moderate,
high, emergency-limited

Provides interpretable power
control

Baselines

Fixed rule, greedy reliability,
security-prioritized

Benchmarks common
engineering decision styles

Validation stress

Imperfect CSI, mobile
eavesdropper, shifted primary
receiver

Tests generalization beyond
training states

V. DATA ANALYSIS AND RESULTS This point is supported by related studies (Zheng & Lu, 2022).
This point is supported by related studies (Zou et al., 2016).

The main performance results show that the learning policy improves the reliability-interception balance more
effectively than any single-rule baseline. The fixed-rule baseline performs reasonably at low traffic pressure but
becomes inefficient when interference margins and eavesdropping exposure shift together. It tends to activate relays in

ISSN: 3067-7386 © 2025 INATGI (Institute of Advanced Technology and Green Innovation). Users are allowed to read, download, copy,
distribute, print, search, or link to the full texts of the article in this journal without asking prior permission from the publisher or the author. See:
https://inatgi.in/index.php/jaiaa/index for more information.



JAIAA RESEARCH ARTICLE
Journal of AI Analytics and Applications Vol. 3, No. 2 (2025), pp. 50-69

ISSN 3067-7386 | Open Access | Peer-Reviewed DOI: 10.63646/jaiaa.2025.030203

situations where relaying improves the legitimate link but also increases eavesdropper opportunity. The greedy-
reliability baseline achieves lower outage than the fixed rule but often pays for that reliability by raising interception
probability. This point is supported by related studies (Zhang et al., 2020). This point is supported by related studies
(Bashar et al., 2019).

The safe learning policy achieves a middle path. It learns to use relays when they reduce outage substantially, but it
avoids relay activation when the eavesdropper is closer to the relay than to the next legitimate receiver. It also learns
that high power is not always beneficial. In states where the primary interference margin is tight, moderate power
combined with a better relay may outperform high power on a weaker direct link. This behavior is difficult to encode in
a simple threshold rule because it depends on the joint configuration of distance, fading, primary margin, and security
exposure. This point is supported by related studies (Lu, 2024). This point is supported by related studies (Xiao et al.,
2018).

Figure 2 reports the simulated outage and interception trends as primary transmit power changes. As the primary
transmitter becomes stronger, secondary users may obtain higher permitted power because the primary link can tolerate
more interference in some states. However, stronger primary transmission also creates more co-channel interference at
secondary receivers. The baseline policies show flattening curves because their fixed logic cannot fully exploit the
changing margin. The learning policy obtains the lowest outage curve while keeping the interception curve close to the
conservative security policy. This point is supported by related studies (Jiang et al., 2017). This point is supported by
related studies (He et al., 2018).

Fixed rule

Greedy
Safe RL

Probability

0 5 10 15 20 25 30
Primary transmit power, PPT (dB)

Figure 2. Outage and interception probability comparison under different primary transmit powers.

A useful finding is that the learner does not always choose the action with the highest immediate SINR. In many
validation states, the highest-SINR action is rejected because it uses a relay path exposed to the eavesdropper or
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because it raises primary-guard risk. The learned Q-values therefore reflect a risk-adjusted interpretation of link quality.
This is important for engineering practice. A controller that only maximizes received signal quality may increase attack
surface. A security-aware controller must ask who else benefits from the selected transmission opportunity. This point
is supported by related studies (Wang et al., 2020). This point is supported by related studies (Hossain et al., 2019).

Table III. Aggregate validation performance across benchmark policies.

Policy End-to-end OP Interception Average power | Primary guard | Composite risk
probability index violation
Fixed-rule relay 0.141 0.071 0.58 1.8% 0.164
and power
Greedy 0.085 0.073 0.69 1.4% 0.126
reliability
Security- 0.112 0.049 0.43 0.4% 0.118
prioritized
Safe learning 0.052 0.055 0.51 0.2% 0.079
policy

Table III shows that the learning policy produces the lowest composite risk. Its interception probability is not the
absolute lowest, because the security-prioritized baseline is more conservative. However, the learning policy delivers
much lower outage while maintaining primary protection. This is the desired behavior for practical secure cognitive
radio: not maximum conservatism, but controlled reliability under measurable security risk. This point is supported by
related studies (Ribeiro et al., 2016). This point is supported by related studies (Lundberg & Lee, 2017).

Figure 3 summarizes the learned policy map in a simplified two-dimensional view. When the primary interference
margin is low, the learner tends to conserve power or remain silent, regardless of eavesdropper distance. When the
margin is moderate and the eavesdropper is not close, the learner selects cooperative relaying. When the interference
margin is high but eavesdropper exposure is also high, the learner prefers secure-relay configurations with lower power
or less exposed relay candidates. This point is supported by related studies (Wang & Jiang, 2019). This point is
supported by related studies (He et al., 2019).
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Figure 3. Simplified policy map showing how the learned controller changes action class with interference margin and
eavesdropper distance.

VI. SENSITIVITY, ROBUSTNESS, AND INTERPRETABILITY

Sensitivity analysis indicates that the value of Al-enabled selection increases when the environment becomes less
stationary. Under stable Rayleigh fading and fixed eavesdropper position, the greedy-reliability baseline is competitive
because the channel pattern is simple. Under alpha-mu fading, imperfect CSI, or mobile eavesdropper settings, the
learning policy becomes more valuable. This pattern is expected. Al is most useful when a decision rule must adapt to
multiple interacting uncertainties. If the environment is simple and stable, a well-calibrated threshold can perform
adequately. This point is supported by related studies (Doshi-Velez & Kim, 2017). This point is supported by related
studies (Goodfellow et al., 2015).

The primary protection constraint is the most important safety component. Without the constraint filter, early
learning episodes generate more actions that would exceed the primary guard. Even if the final learned policy later
improves, such exploration would be unacceptable in a licensed spectrum system. The safe action filter reduces
violation risk at the cost of slower exploration. This is a practical trade-off. In real cognitive radio networks, it is better
to learn more slowly than to learn by repeatedly damaging primary service. This point is supported by related studies
(Kurakin et al., 2018). This point is supported by related studies (Madry et al., 2018).

Figure 4 shows the training behavior. The normalized reward improves quickly in the first 200 episodes and then
stabilizes. Outage and interception metrics decline at different speeds. Outage improves earlier because
acknowledgement feedback is more frequent and easier to learn. Interception risk improves more slowly because the

eavesdropper is passive and its channel is observed indirectly. This difference suggests that deployed systems should
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not rely only on packet delivery feedback. They need explicit security-risk indicators, such as estimated eavesdropper
proximity, suspicious channel symmetry, or secrecy-margin forecasts. This point is supported by related studies
(McMahan et al., 2017). This point is supported by related studies (Bonawitz et al., 2017).

021 <_
0.0 A
Y -0.2 1
©
> /
L
© -0.4 1
=
-0.6 1
—— Normalised reward
=== Validation OP
-0.8 A Validation IP

0 100 200 300 400 500
Training episode

Figure 4. Learning convergence of reward, validation outage, and validation interception risk.

Robust analysis compares the rule baseline and safe learning policy across five stress settings. Figure 5 shows that
the learning policy reduces composite risk in every setting, with the largest gains under imperfect CSI and mobile
eavesdropped conditions. These are precisely the conditions under which closed-form optimization is hardest to
implement operationally. The result supports the argument that learning-based policies are not merely substitutes for
mathematical derivation. They are practical adapters for environments where mathematical assumptions are
continuously violated. This point is supported by related studies (Yang et al., 2019). This point is supported by related
studies (Kairouz et al., 2021).

Interpretability remains essential. A network operator needs to understand why the controller selects one relay and
rejects another. The proposed system therefore records four explanation variables for every action: predicted outage
contribution, predicted interception contribution, primary-guard margin, and energy cost. These variables can be
displayed as an action card in the network management interface. The purpose is not to expose all internal neural-
network parameters. The purpose is to provide enough reasonable evidence for human oversight, audit, and
troubleshooting. This point is supported by related studies (Nguyen et al., 2021). This point is supported by related
studies (Lu et al., 2020).

Table IV. Sensitivity of safe learning policy to reward-weight settings.

Reward op IP Power index Interpretation
emphasis
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Reliability-heavy 0.044 0.067 0.62 Strong delivery,
weaker secrecy
control
Security-heavy 0.069 0.045 0.46 Lower
interception,
higher outage
Energy-heavy 0.081 0.052 0.38 Efficient but less
reliable
Balanced default 0.052 0.055 0.51 Best composite
risk balance
Primary-guard- 0.060 0.054 0.47 Safest for licensed-
heavy user protection

Table IV confirms that reward design is not a technical detail; it is the place where network policy is encoded. A
reliability-heavy reward may be appropriate for emergency sensing, while a security-heavy reward may be more
appropriate for private industrial telemetry. The balanced default is used in the main benchmark because it represents a
general-purpose operating mode. This point is supported by related studies (Sadeghi et al., 2019). This point is
supported by related studies (Zhao et al., 2020).
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Figure 5. Robustness comparison across fading and uncertainty conditions.

VII. DISCUSSION: FROM ANALYTICAL SECURITY TO LEARNING-BASED OPERATION

The results have several implications for secure cognitive radio design. First, relay selection should be treated as a
security-sensitive decision rather than a pure reliability tool. Cooperative relaying can strengthen a weak legitimate link,
but it can also create additional receiving opportunities for an eavesdropper. This dual effect explains why outage and

ISSN: 3067-7386 © 2025 INATGI (Institute of Advanced Technology and Green Innovation). Users are allowed to read, download, copy,

distribute, print, search, or link to the full texts of the article in this journal without asking prior permission from the publisher or the author. See:
https://inatgi.in/index.php/jaiaa/index for more information.



JAIAA RESEARCH ARTICLE
Journal of AI Analytics and Applications Vol. 3, No. 2 (2025), pp. 50-69

ISSN 3067-7386 | Open Access | Peer-Reviewed DOI: 10.63646/jaiaa.2025.030203

interception must be evaluated together. A learning policy that directly observes both metrics can adapt the amount of
cooperation rather than assuming that more cooperation is always better. This point is supported by related studies (Liu
et al., 2020). This point is supported by related studies (Yu et al., 2021).

Second, power control should not rely only on instantaneous link gain. In practical systems, channel estimates may
be delayed or noisy, and secondary nodes may not know every interference path perfectly. The proposed framework
uses average link patterns, guard margins, and feedback history to make power decisions. This resembles how a human
network engineer thinks about risk: not from one signal reading alone, but from a collection of current and recent
indicators. Learning-based power selection formalizes this reasoning in a repeatable decision process. This point is
supported by related studies (Letaief et al., 2019). This point is supported by related studies (Saad et al., 2020).

Third, the reliability-interception trade-off is not constant across the route. Early hops and middle hops may have
different exposure because of geometry, relay placement, and primary receiver location. A fixed global threshold
ignores these differences. The learning policy can condition actions on hop identity and local risk features. For multihop
networks, this route-aware behavior is a major advantage. It allows the same network to be conservative in exposed
segments and more aggressive in safer segments. This point is supported by related studies (Zhang et al., 2019). This
point is supported by related studies (Zhou et al., 2018).

Fourth, the Al model should be designed with safety and governance from the start. Wireless learning systems are
not ordinary recommendation engines. Their actions affect licensed spectrum users and can create security harm.
Therefore, the model must include constrained exploration, audit logs, fallback rules, and human review. The fallback
rule used in this study returns to the security-prioritized policy if the learner confidence is low or if state features fall
outside the training distribution. This point is supported by related studies (Mao et al., 2017). This point is supported by
related studies (Cao et al., 2020).

Finally, the proposed framework suggests a broader research agenda. Future cognitive radio protocols should
combine analytical guarantees, data-driven adaptation, and operational explainability. Analytical models remain
valuable for defining risk metrics and constraints. Al models are valuable for adapting decisions under imperfect
information. Explainability connects both layers to human accountability. The strongest systems will be hybrid systems
in which theory defines the safe envelope and learning optimizes behavior inside that envelope. This point is supported
by related studies (Khan et al., 2020). This point is supported by related studies (Xu et al., 2024).

VIIIL. LIMITATIONS AND FUTURE RESEARCH This point is supported by related studies
(Alwarafy et al., 2023). This point is supported by related studies (Chowdhury et al., 2020).

This article has limitations. The simulation dataset is controlled and does not capture all complexities of real
wireless deployments. Hardware nonlinearity, synchronization error, feedback delay, malicious jamming, colluding
eavesdroppers, and protocol overhead are simplified. The eavesdropper is passive and does not strategically change
behavior in response to the learning policy. These assumptions make the analysis clearer but also mean that field
validation is required before deployment claims can be made. This point is supported by related studies (Kato et al.,
2020). This point is supported by related studies (Rappaport et al., 2019).

A second limitation is that the learning model uses discretized power levels. Discretization makes the action space
manageable and supports interpretability, but continuous power control may achieve finer performance in dense
networks. Future work can compare safe deep Q-learning with actor-critic methods that support continuous actions.
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However, continuous control must be constrained carefully because small power changes may still violate the primary
guard under uncertainty.

A third limitation concerns security observation. Interception probability is estimated from channel and geometry
indicators rather than directly measured. This is unavoidable in many passive-eavesdropper scenarios, but it creates
uncertainty. Future studies should develop richer security state estimators that combine radio-frequency fingerprints,
mobility traces, anomaly detection, and secrecy-capacity estimates. Bayesian uncertainty estimation could also make
the controller more conservative when security-risk prediction is uncertain.

Future research should examine federated and transfer learning for cognitive radio. Individual networks may not
collect enough attack or rare-fading data to train robust models. Federated learning could allow multiple deployments to
share model updates without exposing sensitive local data. Transfer learning could reduce training time when a policy is
moved from one city, factory, or transportation corridor to another. These directions would align Al-enabled cognitive
radio with broader trends in privacy-preserving and edge-based intelligence.

Another important direction is joint optimization with higher-layer security. Physical-layer security reduces
exposure at the wireless channel, but it should not replace encryption, authentication, or intrusion detection. Future
systems can coordinate relay and power selection with key refresh scheduling, routing security, and anomaly-based
access control. A cross-layer approach may reduce interception risk more effectively than any single layer alone.

Table V. Future research agenda for Al-enabled secure cognitive radio.

Direction Research question Expected contribution
Continuous safe How can power be optimized Higher spectral efficiency with
control continuously without violating primary formal safety checks

constraints?
Adversarial How should the policy adapt when More realistic physical-layer
eavesdropper eavesdroppers move strategically? security evaluation
modeling

Federated learning

How can multiple networks share
learning without exposing local traffic
data?

Improved generalization and
privacy-preserving intelligence

Cross-layer security

How can physical-layer actions
coordinate with encryption and intrusion
detection?

End-to-end security instead of
isolated link protection

Hardware-in-the-loop
testing

How does the policy behave under RF
impairments and feedback delays?

Bridge from simulation to
deployable cognitive radio
systems

IX. CONCLUSION

This article developed an Al-enabled relay and power selection framework for secure cognitive radio networks.
Building on the research direction of secure multihop MIMO underlay relaying, it reformulated relay activation, relay
choice, and power control as a constrained learning problem. The proposed safe reinforcement learning policy uses
channel, interference, security, and queue states to choose actions under a primary-network outage guard. The article
intentionally avoided heavy formula derivation and instead emphasized architecture, data analysis, and interpretable
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performance evaluation.

The simulation results show that learning-based selection can reduce outage substantially while controlling
interception risk. Compared with fixed-rule and greedy-reliability baselines, the safe learning policy is more effective
because it evaluates relay usefulness in relation to eavesdropping exposure and primary interference margin. It learns
when cooperation is beneficial, when power should be limited, and when a conservative action is safer than an
apparently strong link. The findings support a practical conclusion: secure cognitive radio networks require adaptive
intelligence, but that intelligence must be safety-constrained and explainable.

For future wireless systems, the main lesson is that reliability and security should not be optimized separately. A
relay path that improves delivery may also improve interception. A power increase that strengthens a secondary link
may also violate primary protection. Al-enabled controllers can manage these trade-offs when they are trained on the
right metrics and bounded by the right safeguards. The proposed framework therefore offers a pathway from analytical
security-reliability theory toward operational wireless intelligence.

X. PRACTICAL IMPLEMENTATION CONSIDERATIONS

Implementation of the proposed framework requires careful design of the observation pipeline. The controller
should not depend on a single measurement because wireless observations are noisy and occasionally missing. A
practical implementation would combine pilot-based channel estimates, acknowledgement statistics, queue information,
relay health status, and coarse location or distance indicators. Each observation should be timestamped and assigned a
confidence score. Low-confidence observations should trigger conservative action selection or fallback rules, especially
when the primary interference margin is already narrow.

Edge deployment is preferable for latency-sensitive relay and power decisions. Sending every state vector to a
cloud server may be acceptable for offline training, but online transmission decisions must be made within a short
control interval. The Q-network used in this study is intentionally compact and can be deployed on edge gateways near
the secondary network. Cloud infrastructure can still play a role by aggregating experience, retraining policies, and
distributing validated model updates. This separation between edge inference and cloud training is consistent with the
operational requirements of secure wireless control.

The model also needs a continuous monitoring layer. A policy that performs well during validation may degrade
when the environment changes. Examples include new building obstruction, changed relay battery capacity, new
primary receiver location, or emerging eavesdropper behavior. The monitoring layer should track outage, delivery delay,
interception-risk indicators, and primary guard margin over time. When drift is detected, the system should reduce
exploration, shift to a conservative fallback policy, and request retraining with recent data.

Human oversight should not be limited to post-failure review. Operators should be able to inspect recent action
explanations, including why a relay was selected, why power was reduced, and which safety constraint blocked an
alternative action. This is especially important when the Al controller rejects an action that appears attractive from a
signal-strength perspective. Without explanations, operators may assume that the system is underperforming. With
explanations, the decision can be understood as a deliberate trade-off among reliability, security, and primary protection.

Finally, evaluation should move beyond one-dimensional accuracy or outage measures. A secure cognitive radio
controller should be evaluated by a portfolio of indicators: average outage, tail outage, interception probability, primary
guard violation, energy use, latency, and recovery after distribution shift. The proposed tables and figures illustrate a
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compact reporting structure for such evaluation. Future experimental studies should publish comparable datasets and
benchmark protocols so that learning-based wireless security methods can be compared more fairly.
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