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ABSTRACT 
This review examines how artificial intelligence is reshaping cybersecurity analytics 
across three tightly connected domains: threat detection, explanatory decision support, 
and operational resilience. Rather than treating AI as a stand-alone detection tool, the 
paper positions it as a layered analytical infrastructure that links telemetry collection, 
representation learning, anomaly scoring, malware and botnet recognition, threat 
correlation, analyst triage, and governance. The review synthesizes evidence from 
classical machine learning, deep learning, graph learning, transformers, explainable AI, 
federated intelligence, and early quantum-enhanced approaches. It argues that the main 
contribution of AI in cybersecurity lies not only in higher predictive accuracy but also in 
the ability to connect descriptive, predictive, and prescriptive analytics under fast-
changing threat conditions. The paper further shows that operational value depends on 
data quality, benchmark realism, false-alarm control, model interpretability, lifecycle 
monitoring, and the fit between algorithmic outputs and security workflows. The 
strongest systems are not those that maximize laboratory metrics in isolation, but those 
that combine robust representations, calibrated uncertainty, explainability, and human 
oversight. Future directions are identified in multimodal cyber intelligence, continual 
and causal learning, graph-native detection, privacy-preserving collaboration, and 
adaptive architectures that treat resilience as an organizational capability rather than a 
model score.  

Keywords: Artificial intelligence; Cybersecurity analytics; Intrusion detection; Deep 
learning; Explainable AI; Threat intelligence; Operational resilience 

1. INTRODUCTION 

Cybersecurity has become a decision problem as much as a technical one. Modern organizations 
now collect security logs, endpoint traces, authentication records, packet captures, DNS activity, 
vulnerability scans, malware indicators, and user behavior signals at a scale that would have 
overwhelmed most security teams only a few years ago. Yet a larger volume of telemetry has not 
automatically produced clearer judgment. Analysts still face alert floods, fragmented tooling, and threat 
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patterns that evolve faster than rule sets can be updated. In that environment, artificial intelligence has 
moved from the margins of cyber defense to the center of detection and triage. It is increasingly used 
not simply to classify packets or flag anomalies, but to connect raw evidence with operational action 
(Buczak & Guven, 2016; Garcia-Teodoro et al., 2009; Sperotto et al., 2010; Wu & Banzhaf, 2010; Xin 
et al., 2018; Berman et al., 2019; Macas et al., 2022; Yan et al., 2022). 

The practical appeal of AI in cybersecurity comes from its ability to work across the full analytical 
stack. Classical machine learning can rank suspicious events, prioritize response queues, and identify 
nonlinear relationships that signature-based systems miss. Deep learning extends that capacity to high-
dimensional, sequential, visual, and graph-structured data, enabling richer representations of malware 
binaries, network flows, command sequences, phishing content, and multi-stage attacks. More recent 
work on transformers, graph neural networks, explainable AI, and federated learning suggests that 
cyber analytics is shifting from isolated detection models toward broader decision architectures that 
combine pattern recognition, contextual reasoning, and governance (Xin et al., 2018; Berman et al., 
2019; Macas et al., 2022; Yan et al., 2022; Hozouri et al., 2025; Sommer & Paxson, 2010). 

Even so, the AI turn in cybersecurity should not be romanticized. The literature repeatedly shows 
that strong results in benchmark experiments do not necessarily translate into dependable performance 
in operational environments. Dataset artifacts, unrealistic class distributions, narrow task definitions, 
concept drift, weak labeling practices, and limited interpretability can all create a false sense of 
capability. A model that performs extremely well on NSL-KDD or a balanced slice of CICIDS2017 
may still struggle in a live enterprise environment where benign traffic changes daily and attack signals 
are rare, noisy, and adversarially manipulated (Garcia-Teodoro et al., 2009; Macas et al., 2022; Tsai et 
al., 2009; Tavallaee et al., 2009; Moustafa & Slay, 2015; Moustafa & Slay, 2016; Sharafaldin et al., 
2019; Ring et al., 2019). 

This review therefore asks a broader question than whether AI improves threat detection. It 
examines how AI changes the structure of cybersecurity analytics itself. The article develops three 
arguments (Table 1).  

Table 1. Representative Streams of AI-based Cybersecurity Analytics Literature. 

Analytical stream Typical methods Primary task focus Main practical value 

Classical ML for IDS RF, SVM, boosting, 
isolation forests Flow-level attack detection Strong baselines, low 

compute, easier inspection 

Deep representation 
learning 

CNN, RNN, autoencoders, 
GANs 

High-dimensional and 
sequential telemetry 

Richer feature extraction 
under weak structure 

Relational and language-
aware analytics 

GNNs, transformers, LLM-
assisted retrieval 

Entity correlation, log 
mining, threat intelligence 

Campaign-level reasoning 
and contextual enrichment 

Governed hybrid defense XAI, federated learning, 
robust optimization 

Operational triage and 
cross-site learning 

Actionable outputs under 
privacy and oversight 
constraints 
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First, the value of AI lies less in any single model family than in how models are embedded in data, 
workflow, and escalation architectures. Second, hybridization is now a defining feature of the field: 
high-performing systems increasingly combine multiple model types, multiple data sources, and 
multiple decision layers. Third, operational resilience depends not only on predictive power but also on 
explanation, calibration, monitoring, and human organizational capacity (Figure 1). Framed this way, 
the field is no longer just about intrusion detection accuracy; it is about building analytical systems that 
remain useful under uncertainty, drift, and attack adaptation (Berman et al., 2019; Macas et al., 2022; 
Yan et al., 2022; Hozouri et al., 2025; Sommer & Paxson, 2010; Mirsky et al., 2018; Meidan et al., 
2018; Koroniotis et al., 2019; Alsaedi et al., 2020; Diro & Chilamkurti, 2018). 

 

Figure 1. Layered AI-enabled Cybersecurity Analytics Workflow Linking Telemetry, Learning, Risk 
Scoring, and Action 

The remainder of the paper is organized as follows. Section 2 clarifies cybersecurity analytics as a 
layered decision architecture rather than a single detection task. Section 3 reviews the major AI model 
families now used in cyber defense, from classical machine learning to deep, graph, transformer, 
federated, explainable, and quantum-enhanced approaches. Section 4 examines benchmark datasets and 
evaluation practices, with particular attention to what current performance numbers often hide. Section 
5 discusses hybrid architecture and emerging design patterns for adaptive defense. Section 6 turns to 
deployment challenges and governance. Section 7 outlines future research directions, and Section 8 
concludes by arguing for a more integrated and human-centered view of AI-enabled cybersecurity 
(Buczak & Guven, 2016; Xin et al., 2018; Macas et al., 2022; Yan et al., 2022; Hozouri et al., 2025; 
Sommer & Paxson, 2010). 

There is also a historical reason why the AI debate in cybersecurity has become so intense. For 
years, security operations were dominated by signature logic, deterministic correlation rules, and 
manually tuned thresholds. Those approaches were not irrational; they were a rational response to 
environments where interpretability and control mattered more than broad generalization. What 
changed was the speed and heterogeneity of the threat landscape. Cloud-native infrastructure, software-
defined perimeters, mobile work, API ecosystems, and machine-to-machine communication generated 
behaviors that were difficult to capture with static rules alone. AI did not replace the old logic so much 
as expose its scaling limits. That is why the most productive question today is not whether signatures or 
machine learning are better, but which combinations of symbolic knowledge and statistical inference 
are most effective under specific threat conditions (Buczak & Guven, 2016; Garcia-Teodoro et al., 
2009; Sperotto et al., 2010; Wu & Banzhaf, 2010; Xin et al., 2018; Berman et al., 2019; Macas et al., 
2022; Yan et al., 2022). 
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Another force behind the expansion of AI in cyber defense is the rise of cyber threat intelligence as 
a data problem. Intelligence programs now draw not only on indicators of compromise, but on narrative 
reports, social media signals, dark-web discussions, vulnerability disclosures, software supply chain 
advisories, and geopolitical context. Many of these sources are textual, uncertain, or only loosely 
structured. Natural language processing and retrieval-based models have therefore become increasingly 
relevant to cybersecurity analytics. They help link noisy threat reporting to operational evidence, 
support alert enrichment, and make historical knowledge more accessible to analysts. This 
development reinforces the central argument of the paper: AI in cybersecurity is not just a faster way to 
classify packets. It is becoming a broader infrastructure for turning scattered technical and contextual 
evidence into decisions (Xin et al., 2018; Berman et al., 2019; Macas et al., 2022; Yan et al., 2022; 
Hozouri et al., 2025; Sommer & Paxson, 2010; Yousefi-Azar et al., 2017; Wang et al., 2017; Lotfollahi 
et al., 2020; Apruzzese et al., 2018; Ribeiro et al., 2016; Guidotti et al., 2018; Adadi & Berrada, 2018; 
Doshi-Velez & Kim, 2017; Chen & Guestrin, 2016; Breiman, 2001; Cortes & Vapnik, 1995; 
Rumelhart et al., 1986). 

2. CYBERSECURITY ANALYTICS AS A LAYERED DECISION ARCHITECTURE 

Much of the early literature treated cyber defense as a classification problem given a record, a 
packet, a flow, or a file, decide whether it is benign or malicious. That framing remains useful, but it is 
incomplete. In practice, cybersecurity analytics unfold across several layers. Raw events must be 
collected and normalized; related events must be grouped into sessions or entities; statistical or learned 
representations must be constructed; suspicious patterns must be scored; and results must be placed in a 
queue, workflow, or playbook that a human analyst or automated control can actually use. The best 
way to understand AI in cybersecurity is therefore as a layered analytical architecture in which 
detection is only one stage in a larger sensemaking and response (Garcia-Teodoro et al., 2009; Sperotto 
et al., 2010; Xin et al., 2018; Sommer & Paxson, 2010; Yin et al., 2017; Tang et al., 2020). 

At the first layer, organizations deal with heterogeneous and often messy telemetry. Some signals 
come from networks, some from hosts, some from identity systems, and some from emails, cloud APIs, 
or industrial controllers. These signals have different time granularities, schemas, and trust levels. They 
are also unevenly labeled. AI enters here as a tool for representation and fusion. Feature engineering, 
autoencoding, embedding, and sequence modeling all help convert raw operational traces into forms 
that support downstream inference. This is one reason why the strongest papers in the field pay careful 
attention to preprocessing, normalization, temporal windowing, feature selection, and data balancing 
rather than jumping directly to classifier design (Xin et al., 2018; Berman et al., 2019; Macas et al., 
2022; Tavallaee et al., 2009; Moustafa & Slay, 2015; Moustafa & Slay, 2016; Sharafaldin et al., 2019; 
Ring et al., 2019; Mirsky et al., 2018; Meidan et al., 2018; Niyaz et al., 2016). 

The second layer concerns detection and correlation (Figure 2). A binary classifier can be useful 
when the task is narrow, but most production settings require more nuanced outputs. Security teams 
need to know whether an event resembles credential abuse, malware staging, command-and-control 
traffic, lateral movement, or data exfiltration. They also need to understand how low-level signals 
combine across time. This is why recurrent, attention-based, and graph-based models have attracted 
growing interest. They are better aligned with the fact that many attacks are not atomic events but 
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sequences and relationships distributed across hosts, users, protocols, and time windows (Xin et al., 
2018; Macas et al., 2022; Hozouri et al., 2025; Mirsky et al., 2018; Alom & Taha, 2017; Aminanto & 
Kim, 2017; Maimó et al., 2018; Yousefi-Azar et al., 2017; Wang et al., 2017; Lotfollahi et al., 2020; 
Apruzzese et al., 2018). 

 

Figure 2. Taxonomy of Major AI Families Currently Used in Cybersecurity Analytics and Their 
Relationship to Hybrid System Design 

The third layer is decision support. Here the challenge is not simply to identify suspicious activity 
but to make the output usable. Analysts care about ranking, uncertainty, similarity to previous incidents, 
likely blast radius, and whether the alert can be explained quickly enough to justify action. A model 
that raises slightly fewer false positives may still be inferior if it produces opaque decisions that force 
analysts to spend more time in manual verification. The literature on explainable machine learning and 
human-AI collaboration suggests that explanation is not a cosmetic add-on. In security operations, it 
changes triage speed, trust, escalation behavior, and the ability to translate an alert into a defensible 
response (Yan et al., 2022; Kloft & Laskov, 2010; Goodfellow et al., 2015; Papernot et al., 2018; 
Biggio & Roli, 2018; Carlini & Wagner, 2017; Tramèr et al., 1705; Shabtai et al., 2014). 

Finally, there is an organizational layer that is often neglected in technical papers. Cybersecurity 
performance depends on staffing, policy, playbooks, asset visibility, business criticality, and legal 
constraints. AI outputs do not operate in a vacuum. They are interpreted and acted upon by people 
working under pressure. This organizational reality explains why resilience is a better endpoint than 
raw accuracy. A resilient cyber analytics system should help the organization anticipate, absorb, 
respond to, and learn from disruptive events. That requires calibrated models, robust data flows, 
version control, continuous evaluation, and explicit accountability for overrides and automated actions 
(Sperotto et al., 2010; Berman et al., 2019; Macas et al., 2022; Yan et al., 2022; Alsaedi et al., 2020; 



Journal of AI Analytics and Applications                                                             6 
 

ISSN: 3067-7386 © 2025 INATGI (Institute of Advanced Technology and Green Innovation). Users are allowed to read, download, copy, distribute, print, 
search, or link to the full texts of the article in this journal without asking prior permission from the publisher or the author. 

See: https://inatgi.in/index.php/jaiaa/index for more information. https://doi.org/10.63646/jaiaa.2025.030201 

Goodfellow et al., 2015; Tuor et al., 2017; Creech & Hu, 2014; Rigaki & Garcia, 2018; Vinayakumar 
et al., 2018). 

A useful way to see this layered structure is to distinguish detection, correlation, attribution, and 
action. Detection asks whether something is unusual or matches a known malicious pattern. Correlation 
asks how multiple weak signals may belong to the same event chain. Attribution asks what actor, 
toolset, or campaign family the activity resembles, even if confidence remains partial. Action asks what 
the organization should do next given uncertainty, asset criticality, business impact, and resource 
constraints. AI contributes differently at each stage. Detection benefits from discriminative 
performance; correlation benefits from temporal and relational modeling; attribution benefits from 
richer knowledge representations; and action benefits from explanation, prioritization, and calibrated 
confidence. Treating all of these as one generic classification task obscures the real structure of the 
problem (Garcia-Teodoro et al., 2009; Sperotto et al., 2010; Xin et al., 2018; Macas et al., 2022; 
Hozouri et al., 2025; Alsaedi et al., 2020; Yin et al., 2017; Tang et al., 2020; Rosenblatt, 1958; 
McCulloch & Pitts, 1943; Kingma & Ba, 2015; Kingma & Welling, 2014; Goodfellow et al., 2014). 

This layered perspective also clarifies why security teams often feel disappointed by technically 
impressive tools. A detector that is excellent at the first stage may add little value at the fourth if it 
cannot explain itself, cannot be tuned to business context, or cannot be mapped to playbooks. 
Conversely, a model with only moderate raw accuracy may still create value if it consistently surfaces 
the right cases early, reduces analyst search time, and integrates well with response workflows. In 
terms of operations, cybersecurity analytics is an orchestration problem. It depends on queues, context, 
thresholds, exception handling, and feedback loops. AI becomes strategically important when it 
supports that orchestration, not when it is judged only by leaderboard performance (Yan et al., 2022; 
Alsaedi et al., 2020; Kloft & Laskov, 2010; Goodfellow et al., 2015; Papernot et al., 2018; Biggio & 
Roli, 2018; Carlini & Wagner, 2017; Tramèr et al., 1705; Shabtai et al., 2014; Tuor et al., 2017; Creech 
& Hu, 2014; Rigaki & Garcia, 2018; Vinayakumar et al., 2018). 

3. AI MODEL FAMILIES IN CONTEMPORARY CYBER DEFENSE 

Classical machine learning remains highly relevant in cybersecurity, even in an era dominated by 
deep learning. Random forests, support vector machines, logistic regression, k-nearest neighbors, 
gradient boosting, and isolation-based methods continue to offer strong baselines, especially when data 
are tabular, labels are limited, and interpretability matters. Their importance is sometimes 
underestimated because the field tends to celebrate complexity. Yet classical methods often remain 
competitive on structured flow datasets and, crucially, are easier to inspect, recalibrate, and deploy 
under resource constraints. In settings where speed and accountability matter more than marginal gains 
on a benchmark, simpler models still have a meaningful place (Buczak & Guven, 2016; Wu & Banzhaf, 
2010; Tsai et al., 2009; Tang et al., 2020; Kloft & Laskov, 2010; Millar et al., 2018; Kim et al., 2016; 
Vinayakumar et al., 2019; LeCun et al., 2015; Jordan & Mitchell, 2015; Hinton & Salakhutdinov, 
2006). 

Deep learning changed the field by making it feasible to learn higher-order representations directly 
from raw or minimally engineered inputs. Convolutional networks became attractive for packet-level or 
byte-level pattern learning, image-like traffic encodings, and malware analysis. Recurrent networks and 
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long short-term memory models became important for login streams, protocol dialogues, and other 
sequential behaviors. Autoencoders, especially stacked and variational variants, proved useful for 
anomaly detection when reliable malicious labels were scarce. Generative adversarial models later 
entered the field both as data augmentation tools and as a reminder that attackers can also use 
generative learning to evade detectors. The net effect was a shift from shallow feature dependence 
toward representation-rich cyber analytics (Xin et al., 2018; Berman et al., 2019; Macas et al., 2022; 
Mirsky et al., 2018; Niyaz et al., 2016; Aminanto & Kim, 2017; Maimó et al., 2018; Krizhevsky et al., 
2017; He et al., 2016; Szegedy et al., 2015; Hochreiter & Schmidhuber, 1997; Cho et al., 2014; 
Vaswani et al., 2017; Devlin et al., 2019; Dosovitskiy et al., 2021; Kipf & Welling, 2017; Veličković et 
al., 2018). 

This shift was visible across application areas. In intrusion detection, recurrent and autoencoder-
based models improved the ability to capture temporal dependencies and subtle deviations in traffic. In 
malware analysis, deep architecture supported opcode-sequence modeling, image-based binary 
classification, and API-call interpretation. In phishing and malicious URL detection, character-level 
and sequence models helped detect patterns beyond hand-crafted lexical features. In IoT and industrial 
settings, distributed or edge-aware deep models improved the detection of attacks under limited 
computing and fragmented visibility. A common pattern emerges from these diverse cases: deep 
learning is most valuable when the raw signal is complex, weakly structured, or temporally dependent 
(Xin et al., 2018; Berman et al., 2019; Macas et al., 2022; Mirsky et al., 2018; Meidan et al., 2018; 
Niyaz et al., 2016; Alom & Taha, 2017; Aminanto & Kim, 2017; Maimó et al., 2018; Yousefi-Azar et 
al., 2017; Wang et al., 2017; Lotfollahi et al., 2020; Apruzzese et al., 2018; Cho et al., 2014; Vaswani 
et al., 2017; Devlin et al., 2019; Dosovitskiy et al., 2021; Kipf & Welling, 2017; Veličković et al., 2018; 
Hamilton et al., 2017; Lundberg & Lee, 2017). 

Table 2. AI Model Families, Strengths, Limitations, and Deployment Fit in Cybersecurity 

Model family Strength in cyber settings Typical weakness Best-fit use cases 

Classical ML Fast on structured tabular 
features 

May miss deep context or 
sequence structure 

Flow IDS, risk scoring, 
interpretable baselines 

CNN/RNN/AE 
Captures local patterns, 
temporal dependencies, and 
anomaly signatures 

Needs careful tuning and 
can be opaque 

Traffic analytics, malware, 
endpoint and IoT 
monitoring 

Transformers / GNNs Handles long-range 
relations and entity context 

Higher compute and data 
demands 

Log mining, campaign 
correlation, knowledge-rich 
detection 

Federated / hybrid / 
quantum-inspired 

Supports distributed 
learning and specialized 
optimization 

Operational complexity and 
immature tooling 

Cross-site learning, privacy-
sensitive defense, frontier 
experimentation 

 

The recent arrival of transformers and self-attention architecture has expanded this trajectory (Table 
2). Their appeal lies in their ability to model long-range dependencies and cross-feature interactions 
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without the strict sequential bottlenecks associated with classical recurrent networks. In cybersecurity, 
attention mechanisms are increasingly used for flow classification, log mining, malicious traffic 
analysis, insider-threat modeling, and cyber threat intelligence extraction from text (Figure 3). The rise 
of large language models has also revived interest in using pretrained architectures for report 
generation, alert summarization, retrieval over threat knowledge, and analyst copilots. However, this 
line of work remains uneven. Strong results exist, but the field is still working out how to preserve 
accuracy, reduce hallucination, and align language-generated explanations with security-grade 
evidence requirements (Yousefi-Azar et al., 2017; Wang et al., 2017; Lotfollahi et al., 2020; Apruzzese 
et al., 2018; Ribeiro et al., 2016; Guidotti et al., 2018; Adadi & Berrada, 2018; Doshi-Velez & Kim, 
2017; Chen & Guestrin, 2016; Breiman, 2001; Cortes & Vapnik, 1995; Rumelhart et al., 1986). 

 

Figure 3. Representative Hybrid Cybersecurity Analytics Pipeline from Data Preparation to Decision 
Support 

Graph neural networks respond to a different but equally important reality: cyber systems are 
relational. Devices connect to services, users log into hosts, processes spawn child processes, domains 
resolve to IPs, and alerts cluster around entities rather than isolated records. Graph-based learning has 
therefore become attractive for lateral movement detection, attack-path analysis, provenance 
reconstruction, botnet coordination, and knowledge-driven threat reasoning. By encoding nodes, edges, 
and neighborhood context, graph models often capture structural signals that tabular and sequential 
models miss. Their promise is especially strong in environments where the question is not simply 
whether an event is suspicious, but how activity propagates through a digital ecosystem (Wang et al., 
2017; Lotfollahi et al., 2020; Rosenblatt, 1958; McCulloch & Pitts, 1943; Kingma & Ba, 2015; Kingma 
& Welling, 2014; Goodfellow et al., 2014). 

Explainable AI sits across all these model families. In cybersecurity, explanation is valuable for at 
least four reasons. It can reduce analyst fatigue by showing why a case is unusual, improve model 
debugging when false alarms spike, support regulatory or policy-based accountability, and create a 
common language between data scientists and security operators. Techniques such as SHAP, LIME, 
attention visualization, feature attribution, and counterfactual reasoning are therefore increasingly 
discussed in cyber research. Yet explanation is not solved by adding a post hoc plot. Good explanations 
in security must be timely, context-aware, robust to adversarial manipulation, and aligned with how 
analysts actually reason about incidents (Yan et al., 2022; Kloft & Laskov, 2010; Goodfellow et al., 
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2015; Papernot et al., 2018; Biggio & Roli, 2018; Carlini & Wagner, 2017; Tramèr et al., 1705; Shabtai 
et al., 2014; Vincent et al., 2008; Hinton et al., 2006; Baldi, 2012; Brownlee, 2016). 

Federated and privacy-preserving learning has added another layer of complexity. Security data are 
often siloed across organizations, business units, clouds, and devices. Sharing raw telemetry may be 
impossible for legal, commercial, or privacy reasons. Federated learning provides a way to collaborate 
on model training while keeping data local. For cyber applications, this opens the possibility of cross-
site anomaly detection, distributed IoT defense, and privacy-conscious threat modeling. At the same 
time, federated settings introduce their own risks, including poisoned updates, non-IID data, system 
heterogeneity, and difficulties in validation. The literature increasingly suggests that the future of cyber 
AI will involve not one centralized model but a family of coordinated models learning under 
constrained data-sharing conditions (Settles, 2009; He & Sun, 2015; Kraskov et al., 2004; Wang et al., 
2017; McMahan et al., 2017; Kairouz et al., 2021; Li et al., 2020). 

Quantum-enhanced learning remains exploratory, but it has already shaped how some researchers 
think about the next phase of cybersecurity analytics. Variational quantum circuits, quantum kernels, 
and hybrid quantum-classical workflows are being explored for optimization-intensive classification 
and anomaly detection problems. The current hardware limitations are substantial, and practical 
deployment remains distant. Still, this stream is analytically relevant because it reflects a broader move 
toward hybrid architecture: systems that combine conventional learning for representation with 
specialized computational modules for search, optimization, or uncertainty handling. In that sense, 
quantum work matters less because it is immediately deployable and more because it highlights how 
future cyber analytics may become increasingly modular and heterogeneous (Yang et al., 2019; Smith 
et al., 2017; Bonawitz et al., 2017; Shokri & Shmatikov, 2015; Carlini et al., 2019; Kasongo & Sun, 
2023). 

Self-supervised and representation-learning methods deserve special attention because they respond 
to one of the oldest problems in cybersecurity: the scarcity of trustworthy labels. Massive volumes of 
logs and flows exist, but only a tiny fraction is ever validated as malicious or benign with high 
confidence. Pretraining, contrastive learning, masked modeling, denoising objectives, and sequence 
prediction can exploit this unlabeled abundance to build stronger embeddings before downstream 
tuning. This direction is especially promising in environments where the signal of interest is rare or 
delayed, such as insider risk, cloud misuse, or low-and-slow lateral movement. It also fits well with 
transfer learning, which may reduce the dependence on narrow benchmark datasets and make it easier 
to adapt models across organizations (Krizhevsky et al., 2017; He et al., 2016; Szegedy et al., 2015; 
Hochreiter & Schmidhuber, 1997; Cho et al., 2014; Vaswani et al., 2017; Devlin et al., 2019; 
Dosovitskiy et al., 2021; Kipf & Welling, 2017; Veličković et al., 2018; Ribeiro et al., 2016; Guidotti 
et al., 2018; Adadi & Berrada, 2018; Doshi-Velez & Kim, 2017; Chen & Guestrin, 2016; Breiman, 
2001; Cortes & Vapnik, 1995; Rumelhart et al., 1986; Settles, 2009; He & Sun, 2015; Kraskov et al., 
2004; Wang et al., 2017; McMahan et al., 2017; Kairouz et al., 2021; Li et al., 2020). 

Reinforcement learning has received less attention than supervised classification, but it is relevant 
wherever cyber defense involves sequential decision making. Examples include adaptive honeypot 
placement, dynamic thresholding, moving-target defense, response prioritization, and automated 
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containment under uncertainty. The attraction of reinforcement learning is obvious: cyber defense is 
full of trade-offs between action and delay, sensitivity and false positives, or containment and business 
disruption. Yet the literature also shows why reinforcement learning remains hard in this domain. 
Reward design is difficult, environments are partially observed, actions can have irreversible costs, and 
safe exploration is a major concern. For this reason, the most credible near-term uses of reinforcement 
learning are likely to be advisory or simulation-based rather than fully autonomous (Bonawitz et al., 
2017; Shokri & Shmatikov, 2015; Carlini et al., 2019; Kasongo & Sun, 2023). 

One further trend is the re-emergence of hybrid symbolic-statistical approaches. Security 
knowledge is often encoded in rules, attack graphs, ontologies, MITRE ATT&CK mappings, and 
expert heuristics. Purely neural systems may ignore that structure, while purely symbolic systems may 
be too brittle. Hybrid models seek to combine both forms of intelligence: learned representations for 
flexible pattern recognition and symbolic frameworks for constraints, causality, and explanation. In 
phishing detection, for example, lexical models can be enriched with domain registration rules and 
URL parsing logic. In endpoint defense, event embedding can relate to provenance rules and process 
hierarchies. This hybrid turn is likely to matter more over time because security operations still depend 
heavily on explicit semantics and auditable reasoning (Yan et al., 2022; Wang et al., 2017; Lotfollahi et 
al., 2020; Apruzzese et al., 2018; Kloft & Laskov, 2010; Goodfellow et al., 2015; Papernot et al., 2018; 
Biggio & Roli, 2018; Carlini & Wagner, 2017; Tramèr et al., 1705; Shabtai et al., 2014; Rosenblatt, 
1958; McCulloch & Pitts, 1943; Kingma & Ba, 2015; Kingma & Welling, 2014; Goodfellow et al., 
2014; Vincent et al., 2008; Hinton et al., 2006; Baldi, 2012; Brownlee, 2016). 

4. DATASETS, EVALUATION PROTOCOLS, AND WHAT THE NUMBERS OFTEN HIDE 

Benchmark datasets have played an indispensable role in the growth of AI-based cybersecurity 
research, but they have also shaped the field in problematic ways. KDD Cup 99, NSL-KDD, UNSW-
NB15, CICIDS2017, Bot-IoT, TON_IoT, N-BaIoT, and Kitsune all made it easier to compare methods 
and reproduce experiments. At the same time, over-reliance on a small family of public benchmarks 
has encouraged narrow optimization around specific traffic profiles and label structures. Many papers 
report excellent accuracy without showing whether the underlying benchmark reflects realistic attack 
diversity, benign noise, temporal drift, cross-environment variability, or analyst-relevant costs such as 
false positive burden (Tavallaee et al., 2009; Moustafa & Slay, 2015; Moustafa & Slay, 2016; 
Sharafaldin et al., 2019; Ring et al., 2019; Mirsky et al., 2018; Meidan et al., 2018; Koroniotis et al., 
2019). 

Table 3. Common Benchmark Datasets and the Design Implications They Introduce 

Dataset Environment / emphasis Key analytical value Persistent caution 

NSL-KDD Legacy network intrusion 
benchmark Historical comparability Outdated traffic and attack 

assumptions 

UNSW-NB15 / 
CICIDS2017 

Enterprise-like modern 
traffic with richer features 

Broader attack diversity and 
stronger tabular baselines 

Possible environment-
specific artifacts and 
leakage risks 
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Bot-IoT / TON_IoT / N-
BaIoT 

IoT and IIoT botnet and 
telemetry scenarios 

Brings edge and device 
behavior into evaluation 

Limited transfer to 
heterogeneous production 
IoT settings 

Kitsune-style local datasets Resource-aware online 
anomaly monitoring 

Closer view of streaming 
local network behavior 

Harder cross-study 
comparability 

 

The problem begins with historical inertia. KDD Cup 99 and NSL-KDD remain deeply embedded 
in literature despite well-known weaknesses, including redundant records, outdated attacks, and 
unrealistic operating assumptions (Table 3). More recent datasets such as UNSW-NB15 and 
CICIDS2017 improved realism by expanding feature richness and attack diversity, while Bot-IoT, 
TON_IoT, and N-BaIoT helped bring IoT and industrial scenarios into view. Yet even these newer 
datasets are not neutral mirrors of production reality. They reflect the design choices of their creators: 
what attack tools were used, which traffic was simulated, how labels were assigned, what flows were 
retained, and what background noise was present (Figure 4). Models trained on them often learn not 
only malicious behavior but also dataset-specific artifacts (Moustafa & Slay, 2015; Moustafa & Slay, 
2016; Sharafaldin et al., 2019; Ring et al., 2019; Mirsky et al., 2018; Meidan et al., 2018; Koroniotis et 
al., 2019; Hochreiter & Schmidhuber, 1997; Cho et al., 2014). 

 

Figure 4. Relationship between Benchmark Datasets, Cybersecurity Tasks, and the Evaluation Metrics 
Most Often Reported 

Class imbalance is another recurring issue. Real organizations generate huge volumes of benign 
activity and relatively few confirmed attacks, but public datasets handle this imbalance in different 
ways. Some balance classes for convenience, which can distort precision-recall tradeoffs. Others 
include rare attack types that are too underrepresented for stable learning or reliable comparison. This 
matters because accuracy can look impressive even when a model is operationally weak. In security 
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operations, the burden of false positives can be more consequential than a small drop in overall 
accuracy. Precision, recall, F1-score, ROC-AUC, PR-AUC, detection latency, calibration, and cost-
sensitive metrics therefore need to be interpreted together rather than selectively reported (Garcia-
Teodoro et al., 2009; Macas et al., 2022; Tavallaee et al., 2009; Moustafa & Slay, 2015; Moustafa & 
Slay, 2016; Sharafaldin et al., 2019; Ring et al., 2019; Diro & Chilamkurti, 2018). 

Temporal design is also crucial. Many studies shuffle records randomly before train-test splitting, 
which makes the task easier but less realistic. In production, models confront future data that may 
differ from the past because of changing user behavior, infrastructure updates, new applications, 
seasonal patterns, and attacker adaptation. Random splits can leak environment-specific regularities 
into both training and testing. Time-aware evaluation, cross-dataset transfer, and out-of-domain testing 
offer a more demanding but more honest picture of model robustness. The literature on concept drift, 
continual learning, and domain adaptation suggests that future cyber benchmarking should focus much 
more explicitly on change over time (Macas et al., 2022; Alsaedi et al., 2020; Vaswani et al., 2017; 
Settles, 2009). 

Another issue concerns labeling. Many cyber tasks involve weak supervision, partial labels, or 
after-the-fact incident reconstruction. What is called benign in a benchmark may include undetected 
malicious behavior; what is labeled malicious may represent a narrow subset of a broader campaign. 
This ambiguity is especially strong in insider risk, phishing campaigns, and advanced persistent threats, 
where intent and context matter. Weak labels do not make AI unusable, but they should temper how we 
interpret performance. They also strengthen the case for semi-supervised, self-supervised, contrastive, 
and anomaly-aware methods that do not depend entirely on clean binary labels (Mirsky et al., 2018; 
Alom & Taha, 2017; Maimó et al., 2018; Ribeiro et al., 2016; Rosenblatt, 1958). 

In short, current metrics often hide the hardest part of the problem. High scores on a fixed dataset 
are informative, but they are not the same as dependable cyber defense. A mature evaluation culture 
would ask a broader set of questions: How stable is the model under drift? How many alerts does it 
generate per day at a given threshold? What kinds of false positives dominate? How quickly can an 
analyst understand the explanation? What happens when labels are delayed or partially wrong? Does 
the model transfer across networks or clouds? And how does performance change when the adversary 
adapts? Until these questions become standard, the field will continue to overestimate some capabilities 
and underestimate the social and operational costs of deployment (Yan et al., 2022; Alsaedi et al., 2020; 
Kloft & Laskov, 2010; Goodfellow et al., 2015; Papernot et al., 2018; Biggio & Roli, 2018; Carlini & 
Wagner, 2017; Tramèr et al., 1705; Shabtai et al., 2014). 

Reproducibility deserves more attention than it typically receives. Many papers describe feature 
counts, training ratios, and headline metrics, but omit critical details such as feature leakage, exact 
preprocessing order, deduplication rules, imbalance treatment, threshold selection, and hyperparameter 
search strategy. These omissions matter because small design choices can generate large metric swings 
on widely used cyber datasets. The field has therefore reached a point where better reporting standards 
would create as much value as yet another incremental architecture paper. Transparent pipeline 
reporting, fixed evaluation splits, public code, and cross-dataset validation protocols would make 
comparisons more meaningful and reduce the risk of benchmark gaming (Macas et al., 2022; 



Journal of AI Analytics and Applications                                                             13 
 

ISSN: 3067-7386 © 2025 INATGI (Institute of Advanced Technology and Green Innovation). Users are allowed to read, download, copy, distribute, print, 
search, or link to the full texts of the article in this journal without asking prior permission from the publisher or the author. 

See: https://inatgi.in/index.php/jaiaa/index for more information. https://doi.org/10.63646/jaiaa.2025.030201 

Sharafaldin et al., 2019; Ring et al., 2019; Mirsky et al., 2018; Meidan et al., 2018; Koroniotis et al., 
2019; Alsaedi et al., 2020; Diro & Chilamkurti, 2018). 

There is also a deeper methodological issue. Most benchmark tasks are framed around retrospective 
detection: the model sees a curated slice of traffic and predicts a label already known to the researcher. 
Real security work is often prospective, open-ended, and resource constrained. Analysts do not inspect 
everything. They choose what to investigate. That means ranking quality, alert clustering, case 
narrative, and evidence sufficiency can matter more than raw classification on a balanced test fold. 
Some of the most useful future benchmarks may therefore look less like conventional machine learning 
datasets and more like analyst workbench simulations in which the model is judged by its contribution 
to triage quality and investigation efficiency (Yan et al., 2022; Alsaedi et al., 2020; Kloft & Laskov, 
2010; Goodfellow et al., 2015; Papernot et al., 2018; Biggio & Roli, 2018; Carlini & Wagner, 2017; 
Tramèr et al., 1705; Shabtai et al., 2014; Tuor et al., 2017; Creech & Hu, 2014; Rigaki & Garcia, 2018; 
Vinayakumar et al., 2018). 

The issue becomes even sharper in cloud, SaaS, and identity-centric environments, where the 
semantics of events can vary across vendors and change rapidly with software updates. A benchmark 
collected at one moment may lose realism surprisingly quickly. This is another reason to complement 
static dataset evaluation with synthetic stress tests, time-aware replay, and environment-sensitive 
validation. It may also explain why some of the strongest industrial systems emphasize continual 
monitoring, threshold management, and analyst feedback channels rather than relying on one high-
performing model frozen in time (Alsaedi et al., 2020; Ribeiro et al., 2016; Settles, 2009; He & Sun, 
2015; Kraskov et al., 2004; Wang et al., 2017; McMahan et al., 2017; Kairouz et al., 2021; Li et al., 
2020). 

5. HYBRID ARCHITECTURES AND EMERGING DESIGN PATTERNS 

A major lesson from the literature is that no single model family is sufficient for the diversity of 
cybersecurity tasks. This is why hybrid architecture now dominates much of the serious work in the 
field. Hybridization can mean several things. It may refer to combining handcrafted features with 
learned embeddings, using CNNs to capture local patterns and RNNs or transformers to capture 
temporal dependencies, fusing graph structure with text or flow data, or linking predictive models with 
post hoc explanation modules. In some studies, hybridization also includes optimization layers, 
federated coordination, or quantum-enhanced kernels. The common idea is that cyber problems are 
heterogeneous and therefore benefit from analytical pipelines that are heterogeneous as well (Xin et al., 
2018; Berman et al., 2019; Macas et al., 2022; Yan et al., 2022; Hozouri et al., 2025; Mirsky et al., 
2018; Niyaz et al., 2016; Alom & Taha, 2017; Yousefi-Azar et al., 2017; Wang et al., 2017; Lotfollahi 
et al., 2020; Apruzzese et al., 2018; Yang et al., 2019; Smith et al., 2017; Bonawitz et al., 2017; Shokri 
& Shmatikov, 2015; Carlini et al., 2019; Kasongo & Sun, 2023). 

A representative hybrid pipeline begins with data engineering. Raw flows, endpoint events, and 
identity traces are normalized into consistent time windows or entity-centric views. Feature selection 
and embedding then reduce sparsity while preserving operational semantics. A deep representation 
layer learns temporal, spatial, or relational patterns. A fusion layer integrates multiple sources, and a 
decision layer generates ranked outputs, confidence measures, or explanations. Finally, an analyst-
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facing layer translates the result into a triage action, hunting lead, block recommendation, or escalation 
path. The advantage of this architecture is not merely better classification. It is the ability to connect 
model inference with downstream action, which is the step that many narrowly designed academic 
systems leave underdeveloped (Sperotto et al., 2010; Xin et al., 2018; Berman et al., 2019; Macas et al., 
2022; Yan et al., 2022; Mirsky et al., 2018; Alsaedi et al., 2020; Alom & Taha, 2017; Kloft & Laskov, 
2010). 

Hybridization also appears in the growing relationship between supervised learning and anomaly 
detection. Supervised models work well when labels are abundant and attack categories are known. 
Anomaly detectors become more valuable when labels are scarce, attacks are novel, or the environment 
changes rapidly. The strongest systems increasingly combine these logics. Known threats can be 
handled with discriminative classifiers; unknown or weakly understood deviations can be surfaced 
through reconstruction error, density estimation, distance-based outlier detection, or one-class learning. 
This mixed strategy better matches operational reality, where defenders must recognize both what they 
have seen before and what does not fit known patterns (Garcia-Teodoro et al., 2009; Sperotto et al., 
2010; Mirsky et al., 2018; Niyaz et al., 2016; He et al., 2016; Szegedy et al., 2015; Hochreiter & 
Schmidhuber, 1997; Cho et al., 2014). 

Another important design pattern is multimodal fusion. Cyber incidents rarely reveal themselves in 
one source alone. A phishing campaign may combine email text, domain reputation, authentication 
anomalies, browser events, and endpoint behavior. Cloud intrusion may involve API abuse, privilege 
escalation, and lateral movement reflected in entirely different log types. Combining these signals is 
analytically hard because they have different schemas and time scales, but it is precisely where AI can 
offer value. Sequence models can align event streams, graph models can connect entities, and attention 
mechanisms can learn which modalities matter most in a given context. Multimodal fusion is therefore 
becoming central to the move from single-event alerting toward campaign-level reasoning (Yousefi-
Azar et al., 2017; Wang et al., 2017; Lotfollahi et al., 2020; Apruzzese et al., 2018; Ribeiro et al., 2016; 
Guidotti et al., 2018; Adadi & Berrada, 2018; Doshi-Velez & Kim, 2017; Chen & Guestrin, 2016; 
Breiman, 2001; Cortes & Vapnik, 1995; Rumelhart et al., 1986; Rosenblatt, 1958; McCulloch & Pitts, 
1943; Kingma & Ba, 2015; Kingma & Welling, 2014; Goodfellow et al., 2014). 

Explainability is itself becoming hybrid. Post hoc explanation methods such as SHAP and LIME 
remain important, but many researchers now argue that explainability should be built into system 
design rather than appended afterward. Rule extraction, concept bottlenecks, prototype-based 
classification, attention mapping, and hierarchical evidence presentation all reflect this shift. In 
cybersecurity, this matters because the user of the explanation is often an analyst under time pressure 
who needs evidence that is actionable rather than philosophically satisfying. A useful explanation may 
consist of a handful of decisive features, a short behavioral narrative, and a comparison with similar 
incidents, rather than a full mathematical decomposition of the model (Yan et al., 2022; Kloft & 
Laskov, 2010; Goodfellow et al., 2015; Papernot et al., 2018; Biggio & Roli, 2018; Carlini & Wagner, 
2017; Tramèr et al., 1705; Shabtai et al., 2014; Vincent et al., 2008; Hinton et al., 2006; Baldi, 2012; 
Brownlee, 2016). 
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Federated and distributed architectures are another branch of hybrid thinking. Large organizations 
and critical infrastructures rarely operate as one uniform environment. They contain business units, 
partner networks, operational technology segments, cloud regions, and edge devices with different data 
access rules and risk profiles. Federated learning and split-learning approaches offer a way to share 
model intelligence without centralizing raw data. This can strengthen collective defense, especially in 
IoT and cross-enterprise settings. However, hybrid federated systems must address non-IID data, 
communication cost, update poisoning, and the practical problem that each site often labels incidents 
differently. The most promising work therefore combines federated learning with trust scoring, robust 
aggregation, local explainability, and drift-aware adaptation (Settles, 2009; He & Sun, 2015; Kraskov 
et al., 2004; Wang et al., 2017; McMahan et al., 2017; Kairouz et al., 2021; Li et al., 2020). 

Quantum-enhanced cybersecurity remains a frontier rather than a mature deployment domain, but it 
fits naturally into the hybrid design logic. Current proposals often use classical deep networks for 
feature extraction and quantum kernels or variational circuits for downstream optimization and 
classification. Whether these approaches will outperform strong classical baselines on a scale remains 
open. Still, they have already pushed the field to think more carefully about computational bottlenecks, 
search efficiency, and the possibility of modular analytic stacks that do not depend on one 
computational paradigm alone. Even if near-term practical impact is limited, the conceptual 
contribution is useful: cyber analytics is becoming an ecosystem of interoperable components rather 
than a single monolithic detector (Yang et al., 2019; Smith et al., 2017; Bonawitz et al., 2017; Shokri & 
Shmatikov, 2015; Carlini et al., 2019; Kasongo & Sun, 2023). 

Security operations centers increasingly resemble multimodal decision rooms rather than pipeline-
driven alert factories. A single incident may involve mail telemetry, identity anomalies, DNS requests, 
endpoint processes, ticket history, business-unit criticality, and prior threat reports. Hybrid 
architectures are well suited to this environment because they let designers allocate different 
representational tasks to different modules. Sequence models can summarize time dependence; graph 
modules can connect entities; language models can digest case notes or intelligence reports; and 
explanation layers can translate the result back into analyst-relevant evidence. In effect, hybridization is 
not just a model choice. It is a recognition that cyber incidents are composite objects that require 
composite analytics (Yousefi-Azar et al., 2017; Wang et al., 2017; Lotfollahi et al., 2020; Apruzzese et 
al., 2018; Ribeiro et al., 2016; Guidotti et al., 2018; Adadi & Berrada, 2018; Doshi-Velez & Kim, 2017; 
Chen & Guestrin, 2016; Breiman, 2001; Cortes & Vapnik, 1995; Rumelhart et al., 1986; Rosenblatt, 
1958; McCulloch & Pitts, 1943; Kingma & Ba, 2015; Kingma & Welling, 2014; Goodfellow et al., 
2014). 

Operational technology and industrial control environments add another twist. These environments 
often involve strict latency constraints, limited tolerance for false shutdowns, and unusual protocol 
behavior that differs sharply from enterprise IT. Here, hybrid systems may combine lightweight edge 
inference with central contextual reasoning. Some signals must be analyzed close to the asset for speed, 
while others require broader cross-system context to become meaningful. This layered design 
reinforces the point that cybersecurity AI is increasingly an architectural discipline. Designers must 
think about where computation happens, where context is stored, how evidence is synchronized, and 
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when the system should escalate to humans rather than act autonomously (Meidan et al., 2018; 
Koroniotis et al., 2019; Alsaedi et al., 2020; Diro & Chilamkurti, 2018; Maimó et al., 2018; Tuor et al., 
2017; Creech & Hu, 2014; Rigaki & Garcia, 2018; Vinayakumar et al., 2018; Settles, 2009; He & Sun, 
2015; Kraskov et al., 2004; Wang et al., 2017; McMahan et al., 2017; Kairouz et al., 2021; Li et al., 
2020). 

Another important frontier is fusion between anomaly detection and external intelligence. 
Traditional anomaly detectors are strong at identifying deviation but weak at telling defenders why the 
deviation matters. Threat intelligence, by contrast, provides semantics but can be noisy, incomplete, 
and difficult to operate. Hybrid systems can potentially connect the two. For example, anomalous 
traffic toward infrastructure previously associated with a malware family carries a different meaning 
than the same anomaly directed toward an unknown destination. Likewise, a suspicious process lineage 
combined with intelligence about a newly abused toolchain may justify a faster response. This kind of 
fusion is still uneven in the literature, but it is one of the clearest paths from isolated analytics toward 
truly contextual cyber decision support (Yousefi-Azar et al., 2017; Wang et al., 2017; Lotfollahi et al., 
2020; Apruzzese et al., 2018; Ribeiro et al., 2016; Guidotti et al., 2018; Adadi & Berrada, 2018; Doshi-
Velez & Kim, 2017; Chen & Guestrin, 2016; Breiman, 2001; Cortes & Vapnik, 1995; Rumelhart et al., 
1986; Rosenblatt, 1958; McCulloch & Pitts, 1943; Kingma & Ba, 2015; Kingma & Welling, 2014; 
Goodfellow et al., 2014). 

6. DEPLOYMENT CHALLENGES, GOVERNANCE, AND THE LIMITS OF ALGORITHMIC 
CONTROL 

The move from benchmark success to operational value remains the most difficult step in AI-based 
cybersecurity. One persistent challenge is data quality. Security logs are often incomplete, inconsistent, 
duplicated, or missing contextual fields needed for reliable interpretation. Asset inventories are 
inaccurate, identities are poorly resolved, and cloud environments generate telemetry with changing 
semantics. When model builders discuss feature importance without discussing the fragility of the 
underlying telemetry, they overstate what the model itself is doing. A technically sophisticated 
architecture cannot compensate indefinitely for weak instrumentation and unstable data pipelines 
(Sperotto et al., 2010; Berman et al., 2019; Macas et al., 2022; Alsaedi et al., 2020; Goodfellow et al., 
2015; Tuor et al., 2017). 

False positives remain another decisive barrier. Security operations centers can tolerate some level 
of imperfection, but they cannot sustainably absorb large volumes of low-quality alerts. This is where 
the literature on model calibration, threshold design, active learning, and cost-sensitive evaluation 
becomes practically important. A detector with slightly lower recall may create more operational value 
if it produces clearer, more stable, and more explainable cases. Conversely, a technically impressive 
model may fail because it shifts triage labor onto analysts without improving decision quality. Cyber 
AI should therefore be evaluated not only by classification metrics but also by analyst workload, time-
to-triage, override frequency, and response outcomes (Yan et al., 2022; Alsaedi et al., 2020; Kloft & 
Laskov, 2010; Goodfellow et al., 2015; Papernot et al., 2018; Biggio & Roli, 2018; Carlini & Wagner, 
2017; Tramèr et al., 1705; Shabtai et al., 2014). 
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Adversarial pressure makes cybersecurity different from many other AI application domains. 
Attackers adapt. They can poison data, probe model behavior, exploit blind spots, or mimic benign 
patterns (Table 4). They can also use AI themselves to generate phishing lures, craft malware variants, 
manipulate content, and accelerate reconnaissance. This means that cyber models should not be treated 
as static artifacts. They must be monitored for drift, stress-tested under adversarial conditions, and 
periodically revalidated against new tactics and environments. The literature on adversarial machine 
learning is therefore highly relevant to cybersecurity even when the two communities use different 
terminology (Tramèr et al., 1705; Lundberg & Lee, 2017). 

Table 4. Operational Risks of AI-Enabled Cyber Defense and Corresponding Governance 
Responses 

Operational risk Why it matters Governance response 

False alarm overload High alert volume erodes trust and 
wastes analyst time 

Use calibrated thresholds, case 
ranking, and analyst feedback loops 

Opacity and drift Models become hard to justify and 
degrade under change 

Maintain explanation layers, 
monitoring, retraining, and version 
control 

Privacy and surveillance creep Security analytics can exceed 
legitimate monitoring scope 

Apply minimization, purpose 
limitation, and reviewable access 
governance 

Vendor black-box dependence Third-party tools may hide 
assumptions and blind spots 

Require auditability, benchmark 
disclosure, and escalation transparency 

Governance is equally important. As AI becomes more deeply embedded in cyber operations, 
organizations need clear policies for model ownership, versioning, approval, override, and audit. They 
need to know which models are advisory and which can trigger automated action. They need processes 
for documenting training data, monitoring drift, explaining major changes, and handling incidents in 
which the model itself becomes part of the problem. In regulated sectors, explainability and 
accountability are not optional extras; they shape whether AI can be used at all. The field is beginning 
to recognize this, but governance discussion is still far thinner than model innovation discussion (Yan 
et al., 2022; Alsaedi et al., 2020; Goodfellow et al., 2015; Tuor et al., 2017; Creech & Hu, 2014; Rigaki 
& Garcia, 2018; Vinayakumar et al., 2018; Vincent et al., 2008; Hinton et al., 2006; Baldi, 2012; 
Brownlee, 2016). 

A final limitation concerns strategic overreach. AI can meaningfully improve certain parts of cyber 
defense, but it cannot eliminate structural vulnerability. Weak identity controls, poor patch discipline, 
unmanaged attack surface, brittle supply chains, or under-resourced security teams cannot be solved by 
a better classifier alone. In practice, the most valuable AI deployments are often those that augment 
disciplined operational programs rather than substitute for them. This is why resilience is such a useful 
framing. A resilient organization uses AI to improve visibility, prioritization, and learning, but it does 
not imagine that models alone will resolve the political, organizational, and infrastructural realities of 
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cybersecurity (Sperotto et al., 2010; Berman et al., 2019; Alsaedi et al., 2020; Goodfellow et al., 2015; 
Tuor et al., 2017; Creech & Hu, 2014; Vinayakumar et al., 2018). 

The workforce dimension should also be taken seriously. AI changes what security analysts do. It 
can reduce repetitive screening, but it can also create new burdens in prompt engineering, threshold 
tuning, explanation interpretation, and model monitoring. Teams need not only data scientists and 
detection engineers, but people who can translate between operational pain points and analytical design. 
When that bridge is missing, models are often tuned to what is easy to measure rather than what 
analysts genuinely need. In this respect, cyber-AI is partly a capability-building problem. Success 
depends on whether organizations develop the human roles and collaboration routines required to make 
AI outputs actionable (Yan et al., 2022; Alsaedi et al., 2020; Kloft & Laskov, 2010; Goodfellow et al., 
2015; Papernot et al., 2018; Biggio & Roli, 2018; Carlini & Wagner, 2017; Tramèr et al., 1705; Shabtai 
et al., 2014; Tuor et al., 2017; Creech & Hu, 2014; Rigaki & Garcia, 2018; Vinayakumar et al., 2018). 

Ethics and privacy are equally central. Cybersecurity systems frequently process employee activity, 
communication metadata, browsing traces, and behavioral profiles. Even when the goal is legitimate 
defense, poorly designed analytics can create excessive surveillance, opaque risk scoring, and 
secondary uses of data that exceed original security purposes. Explainability and governance matter 
here not only because regulators may ask for them, but because internal legitimacy depends on them. 
Organizations need to distinguish narrowly tailored security monitoring from generalized behavioral 
control. As AI becomes more powerful, that distinction will be harder to maintain unless privacy, 
minimization, and purpose limitation are built into design and oversight (Yan et al., 2022; Kloft & 
Laskov, 2010; Goodfellow et al., 2015; Papernot et al., 2018; Biggio & Roli, 2018; Carlini & Wagner, 
2017; Tramèr et al., 1705; Shabtai et al., 2014; Vincent et al., 2008; Hinton et al., 2006; Baldi, 2012; 
Brownlee, 2016; Settles, 2009; He & Sun, 2015; Kraskov et al., 2004; Wang et al., 2017; McMahan et 
al., 2017; Kairouz et al., 2021; Li et al., 2020). 

A related concern is procurement and dependency risk. Many organizations adopt cyber-AI through 
vendors, managed services, or cloud-native security platforms rather than building systems internally. 
This creates efficiency, but it also introduces opacity. Buyers may receive a risk score without knowing 
how the model was trained, what telemetry it uses, how often it drifts, or how false positives are 
handled across customer environments. Vendor concentration can also create systemic exposure if 
widely deployed models share common blind spots. Future governance work therefore needs to address 
not only internal model control but also third-party assurance, benchmarking, and auditability for AI-
enabled security products (Berman et al., 2019; Macas et al., 2022; Yan et al., 2022; Hozouri et al., 
2025; Sommer & Paxson, 2010; Alsaedi et al., 2020; Goodfellow et al., 2015; Tuor et al., 2017; Creech 
& Hu, 2014; Rigaki & Garcia, 2018; Vinayakumar et al., 2018). 

7. FUTURE RESEARCH DIRECTIONS 

Future research is likely to move in several mutually reinforcing directions. The first is multimodal 
cyber intelligence. The field has already shown that logs, flows, binaries, text, and graph structures can 
each be modeled effectively. The next step is learning across them. This includes linking threat reports 
to telemetry, connecting identity context to endpoint anomalies, and combining graph structure with 
natural-language analyst notes. Progress here depends not only on larger models but also on better data 
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alignment, temporal synchronization, and entity resolution. The biggest gains may come less from 
bigger architectures and more from cleaner ways of connecting heterogeneous evidence (Yousefi-Azar 
et al., 2017; Wang et al., 2017; Lotfollahi et al., 2020; Apruzzese et al., 2018; Ribeiro et al., 2016; 
Guidotti et al., 2018; Adadi & Berrada, 2018; Doshi-Velez & Kim, 2017; Chen & Guestrin, 2016; 
Breiman, 2001; Cortes & Vapnik, 1995; Rumelhart et al., 1986; Rosenblatt, 1958; McCulloch & Pitts, 
1943; Kingma & Ba, 2015; Kingma & Welling, 2014; Goodfellow et al., 2014). 

A second direction concerns continual, transfer, and causal learning (Figure 5). Current cyber 
models often assume that the data-generating process is stationary enough for repeated retraining to be 
sufficient. Operational environments do not behave that way. Applications change, users change, 
attackers change, and infrastructure changes. Continual learning and drift-aware updating are therefore 
essential. Yet adaptation should not be purely reactive. Causal perspectives may help the field move 
beyond correlation-heavy detection toward reasoning about interventions: what would happen if access 
policies change, if a segment is isolated, or if a suspicious process is killed? Cybersecurity analytics 
will become more valuable when it can support not just detection but intervention design (Alsaedi et al., 
2020; Ribeiro et al., 2016; Settles, 2009). 

 

Figure 5. Research Roadmap from Narrow Detection Toward Resilient, Context-Rich, and Adaptive 
Cybersecurity Decision Infrastructure 

A third direction is human-AI collaboration. Many papers still evaluate models as if decisions were 
taken directly from algorithmic outputs. In real operations, analysts investigate, override, escalate, and 
reinterpret alerts. Future work should therefore examine the interaction between explanation design, 
analyst trust, workload, and incident outcomes. Which explanation formats actually help? When does 
confidence information improve decisions, and when does it mislead? How should systems learn from 
analyst feedback without overfitting local habits or bias? These are not secondary questions. They 
shape whether AI becomes a force multiplier or merely another dashboard (Yan et al., 2022; Kloft & 
Laskov, 2010; Goodfellow et al., 2015; Papernot et al., 2018; Biggio & Roli, 2018; Carlini & Wagner, 
2017; Tramèr et al., 1705; Shabtai et al., 2014; Vincent et al., 2008; Hinton et al., 2006; Baldi, 2012; 
Brownlee, 2016). 

A fourth direction is privacy-preserving collaborative defense. As attacks increasingly cross 
organizational and sectoral boundaries, isolated learning becomes less attractive. Federated learning, 
secure aggregation, homomorphic techniques, split learning, and privacy-aware synthetic data 
generation may all contribute to a more cooperative defense ecosystem. But technical feasibility alone 
will not be enough. Incentives, liability, data governance, and trust between institutions matter. The 
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most interesting work in this area will likely sit at the intersection of machine learning, security 
engineering, and institutional design (Settles, 2009; He & Sun, 2015; Kraskov et al., 2004; Wang et al., 
2017; McMahan et al., 2017; Kairouz et al., 2021; Li et al., 2020). 

Finally, hybrid and specialized computing will remain an active frontier. This includes not only 
quantum-enhanced learning, but also graph-native inference engines, neuromorphic anomaly detection, 
and hardware-aware edge models for constrained devices. The future will probably not belong to one 
universal architecture. It will belong to interoperable systems that allocate different tasks to different 
analytical components depending on latency, data modality, privacy constraints, and evidentiary 
requirements. In that sense, the long-term trajectory of cybersecurity analytics is toward modular 
intelligence: architectures that are adaptive, explainable, and operationally grounded rather than merely 
accurate in isolation (Wang et al., 2017; Lotfollahi et al., 2020; Apruzzese et al., 2018; Rosenblatt, 
1958; McCulloch & Pitts, 1943; Kingma & Ba, 2015; Kingma & Welling, 2014; Goodfellow et al., 
2014; Yang et al., 2019; Smith et al., 2017; Bonawitz et al., 2017; Shokri & Shmatikov, 2015; Carlini 
et al., 2019; Kasongo & Sun, 2023). 

Synthetic data generation is likely to play a larger role in future cyber research, but it should be 
approached carefully. Synthetic environments can help address privacy barriers, rare-event scarcity, 
and the need for stress testing. Generative models may also be useful for creating harder negative 
samples or simulating attacker adaptation. Yet synthetic data can easily reproduce the blind spots of the 
generator or create unrealistic regularities that make tasks artificially easy. The most valuable work in 
this space will probably combine synthetic augmentation with rigorous checks against real-world 
heterogeneity and analyst judgment, rather than treating synthetic generation as a substitute for difficult 
data collection (Hamilton et al., 2017; Lundberg & Lee, 2017; Cortes & Vapnik, 1995; Settles, 2009; 
He & Sun, 2015; Kraskov et al., 2004; Wang et al., 2017; McMahan et al., 2017; Kairouz et al., 2021; 
Li et al., 2020). 

Large language models and agentic systems will also become more visible in cybersecurity, 
especially in alert summarization, threat intelligence extraction, case-note drafting, retrieval over 
knowledge bases, and natural-language interfaces for analysts. Their promise is clear: they can reduce 
cognitive overhead and make historical knowledge easier to use. Their risks are equally clear: 
hallucination, overconfidence, prompt injection, data leakage, and the possibility that fluent output may 
be mistaken for validated evidence. Research in this area should therefore focus less on generic 
enthusiasm and more on evidence grounding, source attribution, confidence signaling, and the design 
of human verification loops (Ribeiro et al., 2016; Guidotti et al., 2018; Adadi & Berrada, 2018; Doshi-
Velez & Kim, 2017; Chen & Guestrin, 2016; Breiman, 2001; Cortes & Vapnik, 1995; Rumelhart et al., 
1986; Vincent et al., 2008; Hinton et al., 2006; Baldi, 2012; Brownlee, 2016; Bonawitz et al., 2017; 
Shokri & Shmatikov, 2015; Carlini et al., 2019; Kasongo & Sun, 2023). 

Public-private collaboration is another area likely to shape the next decade of cyber AI. Threats 
move across sectors, but data-sharing arrangements remain fragmented. More progress will depend on 
institutions that can support privacy-preserving joint analysis, common evaluation practices, 
interoperable schemas, and trusted mechanisms for distributing model updates or intelligence. Here 
again, the challenge is not purely technical. It involves governance, incentives, legal compatibility, and 
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long-term stewardship. If these institutional questions remain unresolved, even technically strong 
collaborative learning methods may struggle to achieve meaningful scale (Settles, 2009; He & Sun, 
2015; Kraskov et al., 2004; Wang et al., 2017; McMahan et al., 2017; Kairouz et al., 2021; Li et al., 
2020). 

8. CONCLUSION 

Artificial intelligence changes cybersecurity analytics from a largely retrospective and rule-bound 
activity into a more continuous, context-rich, and intervention-oriented decision process. Its strongest 
contribution lies not only in better pattern recognition but in the possibility of linking heterogeneous 
telemetry, layered inference, explanation, and action. The review has shown that deep learning, graph 
models, transformers, explainable AI, federated learning, and quantum-enhanced ideas each contribute 
pieces of this transformation. At the same time, the literature makes clear that predictive power alone is 
not enough. Data realism, evaluation discipline, explanation quality, drift management, governance, 
and organizational fit all shape whether AI creates practical security value (Buczak & Guven, 2016; 
Garcia-Teodoro et al., 2009; Sperotto et al., 2010; Wu & Banzhaf, 2010; Xin et al., 2018; Berman et al., 
2019; Macas et al., 2022; Yan et al., 2022; Hozouri et al., 2025; Sommer & Paxson, 2010; Alsaedi et 
al., 2020; Kloft & Laskov, 2010; Goodfellow et al., 2015; Papernot et al., 2018; Biggio & Roli, 2018; 
Carlini & Wagner, 2017; Tramèr et al., 1705; Shabtai et al., 2014; Tuor et al., 2017; Creech & Hu, 
2014; Rigaki & Garcia, 2018; Vinayakumar et al., 2018). 

The field is therefore best understood not as a race to find a universally superior detector, but as a 
broader effort to design dependable cyber decision infrastructure. Models must be selected and 
combined in ways that reflect task structure, evidence quality, operational constraints, and human 
accountability. Benchmark culture must become more honest about what current numbers mean. And 
future systems must treat resilience, not just accuracy, as the central endpoint. Organizations that 
approach AI in this layered way are more likely to build cyber capabilities that remain useful when 
environments change, attackers adapt, and security teams need not only alerts, but defensible judgment 
(Sperotto et al., 2010; Berman et al., 2019; Macas et al., 2022; Yan et al., 2022; Hozouri et al., 2025; 
Sommer & Paxson, 2010; Alsaedi et al., 2020; Goodfellow et al., 2015; Tuor et al., 2017; Creech & Hu, 
2014; Rigaki & Garcia, 2018; Vinayakumar et al., 2018). 

The broad lesson of the current literature is therefore double-edged. AI has undeniably expanded 
the reach of cybersecurity analytics; it can surface patterns, correlations, and weak signals that manual 
methods or static rules often miss. But it has also forced the field to confront questions that are more 
organizational and epistemic than purely technical: what counts as reliable evidence, how much 
automation is defensible, where explanation becomes necessary, and how to preserve human judgment 
without surrendering speed. Those questions will shape the real trajectory of cyber AI at least as much 
as the next incremental gain in benchmark accuracy (Buczak & Guven, 2016; Garcia-Teodoro et al., 
2009; Sperotto et al., 2010; Wu & Banzhaf, 2010; Xin et al., 2018; Berman et al., 2019; Macas et al., 
2022; Yan et al., 2022; Hozouri et al., 2025; Sommer & Paxson, 2010; Alsaedi et al., 2020; Kloft & 
Laskov, 2010; Goodfellow et al., 2015; Papernot et al., 2018; Biggio & Roli, 2018; Carlini & Wagner, 
2017; Tramèr et al., 1705; Shabtai et al., 2014; Tuor et al., 2017; Creech & Hu, 2014; Rigaki & Garcia, 
2018; Vinayakumar et al., 2018). 
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