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ABSTRACT 

There are many rumours that have been spread on Twitter during a time of crisis and mass 

convergence events in Malaysia. Malicious rumours can affect national economy, politic and 

social impacts which can lead to possible threats especially to the Malaysian Critical National 

Information Infrastructure (CNII) organisations. Therefore, this paper takes several case studies 

that were reported in Malaysian news sources and relates them to the national economy, politic 

and social impacts later highlight the possible threats to CNII organisations. As a result, the 

findings of this paper can help to raise awareness on malicious rumours attack among the 

scholars and the CNII stakeholders. 
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INTRODUCTION 

 

Lately, the spread of rumours on social media sites, particularly Twitter are becoming more 

common in Malaysia. The increasing of internet penetration and the highly trusted on the online 

information was seen as one of contributing factors to more widespread of rumours [4]. With 

140 characters long text-based messages in Twitter, known as tweets, users can stay close to 

everything they care with simpler and faster way to communicate with each other [18]. It has 

also been used as a tool of communications during the emergency and mass convergence events 

[5, 7].  

Several cases of the spreading of malicious rumours on CNII organisations in Malaysia 

through Twitter, have been identified over the last few years.  In the Malaysian context, CNII 

sectors are national defence and security, banking and finance, information and 

communications, energy, transportation, water, health services, government, emergency 

services, food and agriculture [3]. CNII assets in real and virtual form should be protected as 

their incapacity or destruction assets would have a devastating impact on national economic 

strength, image, defence and security, government capability to functions and public health and 

safety [14]. Therefore, this paper reviews three case studies on rumours that spread on the 

Twitter which can lead to a crucial impact on the national economy, politic and social and its 

threat to the CNII organisations. 

We have proposed a conceptual framework (Figure 1) to assist us in reviewing the 

propagation of rumours on CNII organisations in Malaysia through Twitter and its implications. 

First, we reviewed newspaper articles which report the rumours propagation on Twitter and 

monitor the trending topics on Twitter based on the articles report. An analysis performed to 

determine implications from the rumours that has been propagated on Twitter so the potential 

threat and affected CNII organisations can be drawn. 
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Figure 1: Conceptual Framework for Reviewing the Propagation of Rumour on CNII Organisations 

in Malaysia through Twitter and Its Implications 

 

 

THREE CASE STUDIES 

 

Since the advent of Twitter, the network of Twitter makes the dissemination of the information 

faster to large mass of people [7, 13]. There were few cases reported regards to the rumours 

circulated on Twitter that can be seen as threats to the CNII organisations. 

In this paper, three incidents of rumours are selected as the case studies such as Sabah 

invasion, phantom voters during the general election and racial clashes in Sungai Petani, Kedah. 

The following excerpts drawn from various Malaysian news sources highlight the concerns 

within the CNII sectors that were affected by the spreading of rumours on Twitter: 

 

A. Sabah Invasion by Sulu Terrorist 

 

In March 2013, a rumour circulating in the social media and via short messaging services (SMS) 

that 700 more Sulu militants would enter Sabah through Kota Kinabalu and Tawau to create 

havoc was reported during the Lahad Datu intrusion [15]. 

 

B. Bangladeshi Phantom Voters during 13th General Election 

 

During the 13th general elections, rumours have been circulated on social media by the 

opposition pact that 40,000 Bangladeshis had came to Malaysia within a week to vote [10]. 
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C. Racial Clashes in Sungai Petani 

 

Rumours on racial clashes involving killings or burning of houses of worship in Sungai Petani 

had been circulated through postings on Facebook and Twitter by the police on December 2012. 

Another rumours circulated that an emergency had been declared due to the racial clashes [8]. 

 

The next section explains the impact of the three above mentioned cases in term of its 

implications to Malaysia. 

 

IMPLICATIONS 

 

Our initial review found that the rumours spread on Twitter have implications to the social, 

economic and political, directly and indirectly. The following subsections will explain these 

implications based on the rumours that have been selected in the previous section. 

 

A. Social Impact 

 

The rumours highlight that another 700 more Sulu militants would be entering Sabah through 

Kota Kinabalu and Tawau have inflamed tensions and panic among the public. It will also cause 

anxiety among the people especially in Sabah. In addition, local people who are not from Sulu 

origin will have a wrong perception on Sabahan Sulu which may lead to racial discrimination 

and xenophobia. 

On the spreading claims of phantom voters from Bangladeshi, the rumours have created 

‘foreigner phobia’ to the community and some voters from the opposition pact took on vigilante 

roles to "monitor" polling centres and checking people's identity cards at polling centres [16]. A 

bus of 54 foreigners consisting of Myanmar, Nepal and Bangladesh nationals factory workers 

who were returning home from a trip into town on their day off pelted with rocks and all 

windows were smashed by a group of political supporters. Some of them were beaten while 

trying to escape. There are few cases that were reported relates to the harassed of voters. In 

Rawang Selangor, a Malaysian citizen who looks like foreigner has been confronted and beaten 

while trying to cast a vote [17]. 

 

B. Economy Impact 

 

The rumours on the Sabah security situation had caused the decline in tourist arrivals in the 

state [2] and many warehouses and shops reported have run out of stocks due to the panic 

buying of essential items [9]. Until mid of May 2013, most of the foreign countries still issued 

the travel warnings regarding the situation in Malaysia [19]. Consequently, the travel warning 

can influence the confidence among international tourist on Malaysia particularly Sabah. 

 

C. Political Impact 

 

 Up to this moment, the rumours on Sabah invasion by the Sulu terrorist and Sungai Petani 

racial clashes have not given any significant impact on political matters. However, the rumours 

of 40,000 Bangladeshis had been flown into Malaysia for voting in the 13th general election 

(GE13) can be a threat to the relationship between Malaysia and Bangladesh. The rumour can 

lead to a serious case of xenophobia and put Bangladeshi workers at a greater risk of abuse by 

the locals. The Bangladeshi High Commissioner to Malaysia mentioned that portraying 
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Bangladeshis as phantom voters may cause their citizens in Malaysia feel insecure as well as 

giving Bangladesh a negative image [10]. 

In the next section, this paper will discuss on how these impacts can lead to potential 

threats to CNII organisations in Malaysia. 

 

 

THREATS TO THE MALAYSIAN CNII 

 

Although the malicious rumours that have been spread on Twitter not only give incorrect 

allegation to the nation’s social, economy and politic in general, the rumours also pose threats 

to the CNII organisations. For instance, the potential threats from rumours are panic, racial 

tension, investor confidence, xenophobia and foreign relation. As a result, these threats would 

give crucial impacts to the Malaysia’s image, economy and the government capability to 

functions.  Finally, we have summarized the potential threats to the potential CNII organisations 

which is illustrated on Table 1. 

 
Table 1:  The Summary of Potential Threats to the Potential Affected CNII Organisations 

 

Rumour Potential Threat 
Potential Affected CNII 

Organisations 

Sabah Invasion by 

Sulu terrorist 

 

Panic buying, investor 

confidence, tourist 

confidence 

Malaysian Government, Royal 

Malaysian Police, Malaysian 

Armed Forces, Ministry of 

Home Affairs 

Racial Clashes in 

Sungai Petani 

Racial tensions, racial  

discrimination, panic 

buying, xenophobia 

Malaysian Government, 

Ministry of Home Affairs, 

Royal Malaysian Police  

Bangladeshi 

Phantom Voters 

during 13th 

General Election 

Racial tensions, foreigner 

phobia, foreign relation, 

xenophobia   

Malaysian Government, 

Election Commission (EC), 

Royal Malaysian Police, 

Ministry of Foreign Affairs, 

Ministry of Home Affairs 

 

The potential threats and affected CNII organisations has been extracted by reviewing 

news articles from various sources. As a result, a list of potential threats and organisations has 

been identified. A list of affected organisations subsequently revised with a list of organisations 

that have been defined by CyberSecurity Malaysia, agency responsible for the protection of 

CNII in Malaysia as a CNII Organisation. 

This study is the first to review the spreading of rumours against the Malaysia’s CNII 

organisations on Twitter and its implications. Study on the implications of the spread of 

rumours on Twitter will be improved to allow more in-depth analysis and the mechanism of 

rumours identification on Twitter will be developed. It is very important to allow the CNII 

organisations to take any protection from the rumours spread as soon as possible in order to 

minimise the impact of the spread of the rumours. 
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CONCLUSION 

 

The propagation of rumours can be done easily through the Twitter network [12]. Based on the 

rumours on Twitter recently in Malaysia, we have found that incorrect information gave bad 

implication to the nation’s social, economy and politic and it has also at least threatened the 

stability of the Malaysian CNII organisations. In our future works, development of a framework 

on controlling Twitter’s rumour propagation especially to the CNII organisations will be studied 

and later developed. 
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