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Abstract

Industrial cyber-risk assessment increasingly requires more than asset inventories, vulnerability scores, or
isolated safety analyses. In process control environments, a cyber event may disturb device states, distort task
execution, weaken control constraints, and finally propagate into safety and business consequences. This article
develops a database-centered causal graph construction framework for industrial cyber-risk propagation by
translating BPM-STPA knowledge into an auditable graph repository and then into Bayesian inference models.
Unlike model-first approaches that treat causal structures as diagrams produced after expert discussion, the
proposed approach treats causal nodes, typed relationships, evidence sources, scenario assumptions, and review
decisions as database objects. The study builds a structured schema for connecting business process tasks,
unsafe control actions, hazards, failure effects, vulnerabilities, and losses. It further demonstrates how database
rules improve graph completeness, reduce semantic drift, and support posterior risk updating under cyberattack
evidence. A simulated pressure-control case is used to illustrate the analytical logic. Results show that
cyberattack evidence shifts posterior risk from low and medium categories toward high-risk states, while
sensitivity analysis identifies spoofed sensing, alarm-task omission, and safety-instrumented-system
unavailability as dominant propagation drivers. The article contributes a reusable database design for causal
graph governance, an operational procedure for constructing Bayesian networks from BPM-STPA knowledge,
and a data-driven interpretation of industrial cyber-risk propagation that links safety engineering, business
continuity, and computational discovery.

Keywords: industrial cyber-risk; causal graph construction; database-centered AI; Bayesian inference;
process control systems; business continuity; safety governance
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1. Introduction
Industrial process control systems increasingly operate as connected, software-mediated, and data-intensive

infrastructures. Their cyber-risk profile differs from that of conventional information systems because attacks do
not remain inside digital assets. A manipulated sensor value, delayed controller message, or corrupted alarm
acknowledgement may move through physical equipment, human procedures, task dependencies, and business
commitments before its consequences become visible. For this reason, industrial cyber-risk assessment should
not be reduced to a list of vulnerable devices. It needs a representation of how cyber evidence changes
operational states and how these states propagate toward safety and business losses. Recent cross-domain causal
risk assessment research provides the immediate research background for this article by emphasizing the
connection among device assets, control actions, and business processes under cyberattack scenarios. This
framing is consistent with recent ICS security research that treats control environments as cyber-physical
systems rather than ordinary enterprise networks (Bhamare et al.,2020). It also reflects loT cybersecurity work
showing that device exposure must be connected to operational dependencies (Lu and Xu,2019). Feature-
attribution research provides an analogy for the sensitivity ranking of causal drivers (Lundberg and Lee,2017).

A persistent difficulty in this area is that the knowledge required for risk reasoning is distributed across
several modeling traditions. Business process modeling describes tasks, information handoffs, work sequences,
and service commitments. System-theoretic process analysis describes control structures, unsafe control actions,
hazards, and loss scenarios. Cybersecurity assessment describes attack surfaces, vulnerabilities, attack evidence,
and defensive controls. Bayesian networks provide a probabilistic mechanism for updating uncertain causal
states once evidence is observed. Each tradition captures a meaningful part of industrial risk, yet each also tends
to create its own vocabulary, diagram format, and analytical boundary. The practical result is fragmentation. A
plant may have a BPMN process map, an STPA worksheet, an asset register, a vulnerability scan, and a
Bayesian network prototype, but these objects rarely share a stable database model. SCADA risk-assessment
scholarship similarly warns that asset lists alone cannot explain how technical compromise becomes operational
loss (Cherdantseva et al.,2016). A CPS security taxonomy further supports the need to separate cyber, physical,
and cyber-physical causal layers (Humayed et al.,2017). Interpretable machine learning research reinforces the
need to define what explanation means for each decision context (Doshi-Velez and Kim,2017).

This article argues that the missing layer is not another diagramming method but a database-centered
construction procedure. A causal graph for industrial cyber-risk should be built as a structured data product:
every node should have a type, source, state definition, ownership record, version, and review status; every edge
should declare a relation type, evidence basis, direction, causal meaning, and mapping role for probabilistic
inference. Once these objects are stored in a relational or graph-compatible repository, analysts gain a
controllable path from BPM-STPA knowledge to Bayesian inference. The database becomes the interface
between safety engineering, process analysis, cybersecurity evidence, and computational risk evaluation. The
industry 4.0 literature also emphasizes that cyber-physical integration creates new forms of cross-layer
dependency (Lu,2017a). Physics-based attack detection research shows why sensor and actuator anomalies must
be interpreted through process dynamics (Giraldo et al.,2018). Fairness and bias research is relevant because
expert elicitation and generated evidence may both introduce systematic modeling distortions (Mehrabi et
al.,2021).

The research question is therefore direct: how should BPM-STPA knowledge be structured as a database-
centered causal graph so that industrial cyber-risk propagation becomes auditable, computable, and suitable for
Bayesian inference? Three supporting questions guide the study. First, which database entities are required to
represent vulnerabilities, devices, tasks, unsafe control actions, hazards, failure effects, losses, and evidence?
Second, how should construction rules prevent semantic confusion across business, control, and safety concepts?
Third, how does the resulting graph support posterior risk analysis under cyberattack evidence? The contribution
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is mechanism oriented. The article does not merely combine BPM, STPA, and Bayesian networks at the
conceptual level; it specifies the data objects and validation routines that make the combination operational.
Association-based ICS risk assessment reinforces the value of representing dependencies rather than isolated
vulnerabilities (Qin et al.,2021). Secure [oT architecture studies also motivate stronger integrity mechanisms for
evidence records and cross-device transactions (Xu et al.,2021). Adversarial machine-learning research
highlights why Al-assisted cyber-risk workflows should be robust to manipulated inputs (Goodfellow et
al.,2015).

The paper proceeds as follows. Section 2 reviews research on industrial cyber-risk propagation, BPM-STPA
integration, database-centered graph design, and Bayesian inference. Section 3 presents the proposed data model
and causal graph construction procedure. Section 4 reports the simulated analytical results, including graph
construction outputs, posterior risk distributions, and sensitivity rankings. Section 5 discusses theoretical and
managerial implications. Section 6 summarizes implementation guidance for industrial organizations. Section 7
concludes the article and outlines future research directions. Dynamic ICS risk models show that attack
likelihood and operational states should be updated as evidence changes. Recent Industry 4.0 reviews likewise
connect digital transformation with data integration and governance maturity. Security research on adversarial
learning further warns that model outputs can fail under targeted manipulation.

2. Literature Review and Theoretical Background

Industrial control system security research has long recognized that attacks against process environments
have consequences beyond confidentiality and data integrity. The classic risk framing stresses the interaction
among adversarial actions, process variables, operational constraints, and response strategies. More recent
operational technology guidance emphasizes asset visibility, network segmentation, secure remote access,
incident response, and safety-aware resilience planning. These works provide a cybersecurity foundation, yet the
propagation mechanism from attack evidence to business and safety outcomes remains difficult to express when
analysts work only with asset lists or generic risk matrices. Asset-level methods identify where attacks may
enter, but they do not always explain how a compromised node distorts tasks and control loops. Consequence-
aware ICS assessment supports the article's emphasis on business and safety outcomes rather than vulnerability
scores alone (Kim et al.,2022). Blockchain-oriented Industry 4.0 work further highlights the importance of
auditable provenance in distributed industrial environments (Chen et al.,2024). Robustness evaluation research
supports the need to test cyber-risk reasoning under attack evidence rather than normal disturbance alone
(Carlini and Wagner,2017).

System-theoretic safety analysis offers a different lens. STPA starts from unacceptable losses, hazards,
control structures, and unsafe control actions rather than from component failure alone. This orientation is
valuable for industrial cyber-risk because many cyber incidents become dangerous through incorrect, missing,
delayed, or improperly timed control actions. STPA-Sec and related extensions have therefore been used to
analyze the security-safety interface in cyber-physical systems. Nevertheless, STPA models are often
maintained as worksheets or diagrams. Without database representation, it is difficult to connect STPA elements
to process tasks, event logs, vulnerability records, and probabilistic inference states. The risk-exposure view is
useful because it links digitalization choices to the expansion or reduction of attack opportunities (Ani et
al.,2024). Although positioned in financial technology, recent decision-analytics reviews are relevant to the way
probabilistic reasoning supports risk-informed governance (Kou and Lu,2025). Industrial information
integration research provides a broader motivation for unifying heterogeneous technical knowledge into
computable structures (Lu et al.,2023).

ISSN: 2025-DATA | Open Access | CC BY 4.0 | © DATAMIND https://datamindjournal.com



DATAMIND | Journal of Data-Driven Al and Computational Discovery

Business process management contributes to the missing organizational and workflow perspective. Business
process models represent tasks, gateways, messages, roles, and operational outcomes. When applied to industrial
settings, they describe not only what machines do but also how monitoring, alarm response, production control,
maintenance coordination, and reporting activities are sequenced. Risk-aware BPM research has shown that
process models may be extended with risk events, mitigation measures, vulnerabilities, and acceptance criteria.
However, business process risk analysis often focuses on task failure and service performance rather than unsafe
control actions and physical hazards. It therefore needs integration with STPA when cyber events move through
control loops and process states. System-level operational cyber-risk identification also supports the move from
component-level modeling to dependency-based reasoning (Rotibi et al.,2025). Methodological work on
industrial automation risk assessment confirms the need to adapt cyber-risk models to plant-specific control
architectures (Brancati et al.,2025). Al safety research reinforces the article's claim that automation must remain
constrained, auditable, and aligned with system-level objectives (Amodei et al.,2016).

Bayesian networks provide a formal inference layer for this integrated setting. They represent variables as
nodes and dependencies as directed edges, allowing posterior probabilities to be updated when new evidence is
introduced. In safety and security analysis, Bayesian networks have been used to transform fault trees, attack
trees, event trees, and causal diagrams into probabilistic reasoning structures. The advantage lies in uncertainty
handling: expert judgment, prior statistics, vulnerability evidence, and observed alarm states may be combined
into a coherent posterior assessment. Yet the quality of a Bayesian network depends heavily on the validity of
the underlying causal structure. If nodes are semantically mixed, edges are unsupported, or scenario assumptions
are undocumented, inference results become difficult to trust. Bayesian belief network applications in
production systems demonstrate that safety-security integration can be converted into an inference structure
(Bhosale et al.,2023). Industrial control risk standards provide the practical background for translating causal
analysis into auditable assessment routines (Cusimano,2022).

Large language models have recently entered safety analysis as tools for extracting hazards, suggesting
causal links, and structuring technical scenarios. Studies on LLM-assisted STPA and FRAM indicate that
language models may accelerate early-stage analysis, but they also create risks of hallucination, cross-step
inconsistency, incomplete causal chains, and concept drift. The appropriate direction is therefore not fully
automated safety engineering. A more defensible direction is constrained generation: LLMs may suggest
candidate nodes and relations, while database rules, evidence records, and expert review govern what enters the
causal graph. This position aligns with the shift from open-ended text generation to auditable, domain-grounded
computational workflows. Hybrid Bayesian and statistical approaches show the value of combining expert
causal assumptions with empirical vulnerability evidence (Wei et al.,2025). Ontology-based risk work supports
the use of typed entities and controlled vocabularies for safety-security reasoning (Alanen et al.,2022).

The gap addressed by this article sits at the intersection of these streams. Cyber-risk research needs cross-
domain propagation analysis; BPM and STPA provide complementary knowledge structures; Bayesian
networks provide inference; and LLMs may assist in knowledge extraction. What remains underdeveloped is the
database layer that joins these components. Most studies move from diagrams to inference models, while this
article moves from evidence to database objects, from database objects to validated causal graphs, and from
validated graphs to Bayesian inference. This order matters because it creates a traceable path from industrial
knowledge to risk computation. Research on security control in industrial CPS environments also shows that
attack detection and control response must be analyzed together (Ding et al.,2018). IIoT research further
explains why time synchronization, data quality, and edge-to-cloud communication matter for causal evidence
(Sisinni et al.,2018).

3. Database-Centered Research Design
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The proposed design begins with a simple principle: the causal graph is a database artifact before it is a
visual artifact. A diagram may communicate the structure to engineers, but the database determines whether the
structure is reusable, auditable, and computable. The framework therefore separates four layers: evidence
capture, causal object storage, graph compilation, and probabilistic inference. Evidence captures collects BPM
tasks, STPA elements, device states, vulnerability descriptions, alarm records, and expert comments. Causal
object storage converts these materials into typed entities and typed edges. Graph compilation checks the
consistency, direction, and acyclicity of candidate relations. Probabilistic inference maps validated graph objects
into Bayesian nodes, parent sets, state definitions, priors, and conditional probability tables. Figure 1
summarizes this architecture without using directional arrows, because the key message is not a single linear
pipeline but a layered database system in which each layer has a distinct governance role.

‘ Database-Centered Causal Graph Construction Architecture |

Evidence Repository BPM tasks, STPA unsafe control actions, device events, logs, scenarios

Relational Causal typed nodes, typed edges, source fields, version keys, evidence lineage

g?;? Graph Compiler schema validation, duplicate merging, acyclicity check, expert review flags .
nodé inferenfe
geconfl - <
~
BayESIil:l}I::erence prior setting, conditional tables, posterior updating, sensitivity ranking
RlskOGl:)t\[/)(:ftI;ance risk state, propagation trace, control priority, audit packet
\ J

Figure 1. Database-centered causal graph construction architecture for industrial cyber-risk propagation.

Figure 1 illustrates a layered design that begins with evidence but does not allow evidence to flow directly
into inference. The relational causal store occupies the center because it is responsible for type enforcement,
duplicate control, traceability, and version management. In practical terms, this means that a phrase such as
"alarm not acknowledged" is not immediately treated as a hazard, a task failure, or an unsafe control action. It
first becomes a candidate object with a type of suggestion, source field, confidence value, and reviewer flag.
Only after validation does it become part of the compiled graph. This design reduces the common problem in
LLM-assisted safety analysis in which generated terms drift across conceptual levels.

The database model uses two principles. First, causal objects should be typed by analytical function rather
than by their wording. A vulnerability, device state, task failure, unsafe control action, hazard, failure effect,
business loss, and safety loss represent different roles in the propagation chain. Second, relations should be
typed by causal meaning. A task may trigger a failure effect, a device state may disturb a task, a vulnerability
may enable a device compromise, and an unsafe control action may contribute to a hazard. These relation types
are not interchangeable. A graph database or relational schema with edge tables therefore gives analysts a
stronger governance mechanism than free-form diagramming. IloT analysis frameworks provide a useful basis
for distinguishing network exposure, device behavior, and industrial service consequences (Boyes et al.,2018).

ISSN: 2025-DATA | Open Access | CC BY 4.0 | © DATAMIND https://datamindjournal.com



DATAMIND | Journal of Data-Driven Al and Computational Discovery

The broader Industry 4.0 agenda shows that interoperability is a foundational requirement for scalable industrial
intelligence (Lu,2017b).

3.1. Causal entity schema

The entity schema in Table 1 translates BPM-STPA knowledge into database objects. The table is
intentionally practical. It identifies the database fields that determine whether a node enters the causal graph and
whether that node later becomes a Bayesian variable. For example, a task node requires a process identifier,
expected execution state, upstream task, downstream task, and owner. An unsafe control action requires a
controller, controlled process, control action, timing context, and hazard linkage. A loss node requires a
stakeholder, consequence category, severity scale, and acceptability rule. These fields reduce ambiguity because
they force analysts to define the operational meaning of each graph object before inference begins.

Table 1. Database entities for BPM-STPA causal graph construction

Bayesian mapping

Entit BPM-STPA rol
ntity type role role

Defines upstream cyber
conditions that may activate | Root or evidence node
device or task disturbances

Vulnerability / cyber
evidence

Connect physical process
Device state conditions to tasks and
control structures

Intermediate causal
node

Represents BPM execution
. deviations such as omission, | Intermediate causal
Task failure .
delay, or incomplete node

execution

Represents STPA control
Unsafe control action deviations that may produce
hazards

Intermediate causal
node

Represents system state that | Target or intermediate

Hazard
azar may lead to safety loss node
Represents unacceptable
Business / safety loss business or safety Target node

consequence

Table 1 shows that the same industrial event may have different analytical meanings depending on its database type.
This distinction is essential for translating process knowledge into a Bayesian model without confusing observations,
intermediate states, and consequences.

3.2. From BPM-STPA knowledge to graph construction

The construction procedure has five steps. Step one imports candidate objects from BPM, STPA,
vulnerability knowledge, and incident evidence. Step two assigns object types and requires each object to pass a
minimum evidence check. Step three builds typed edges according to allowed relation pairs. Step four compiles
a directed causal graph and checks for duplicate nodes, circular dependencies, unsupported jumps, and
violations of task topology. Step five maps validated nodes into Bayesian variables. The procedure is compatible
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with manual analysis, semi-automated extraction, or LLM-assisted generation, but it places the database rules
above the generation tool. Table 2 presents the core validation rules used in the study.

A key issue in BPM-STPA integration is semantic distance. Business process tasks describe operational
work: receiving a signal, calculating a deviation, displaying information, sending a command, acknowledging an
alarm, or executing a response. STPA elements describe constraints and loss mechanisms: unsafe control actions,
hazards, causal scenarios, and losses. A cyberattack may affect both layers at once. For example, spoofed
process data may create a task failure in the monitoring process, distort a control action in the basic process
control system, and weaken the safety instrumented response. The causal graph should preserve these
distinctions rather than collapse them into a generic "control failure" node. Cyber-physical manufacturing
architectures strengthen the argument that control feedback and data infrastructure must be designed together
(Lee et al.,2015). Data-driven manufacturing research connects model value to the continuity and quality of
lifecycle data (Tao et al.,2018).

The database-centered procedure also changes the role of experts. Experts no longer review only a final
diagram. They review database rows: node types, edge meanings, evidence sources, state definitions, and
Bayesian mapping fields. This granular review is especially important when LLMs are used to suggest candidate
causal chains. A generated chain may sound plausible in prose but fail when translated into typed database
objects. For instance, a model may treat a device failure as a business loss, a delayed alarm as a hazard, or a
missing task as an unsafe control action. Database validation detects these errors before they influence posterior
inference. Digital-twin studies support the use of synchronized data layers for monitoring, prediction, and
feedback (Qi and Tao0,2018). Digital twin-driven manufacturing also illustrates how model states can become
operational decision objects (Lu et al.,2020).

Table 2. Validation rules for database-centered causal graph construction

Action before Bayesian

message relations

unrelated tasks

Rule group Database check Typical error avoided .
mapping
. . Each object receives one Device fault written as Return to source evidence
Type integrity . . .
primary analytical type hazard or business loss and correct type
Task-task propagation . . .
. . Propag Unsupported jump across | Reject or request reviewer
Topology integrity | follows BPM sequence or

justification

Causal direction

Edge type must match
source-target pair

Loss used as parent of
vulnerability

Reverse, relabel, or remove
edge

Evidence support

Each node and edge has a
source record or expert
note

LLM-generated
unsupported relation

Mark as candidate until
reviewed

Computability

Selected inference nodes
have states and parent sets

Narrative object without
variable definition

Convert to annotation or
define state

Table 2 highlights that graph construction is not a purely syntactic activity. The checks are designed to protect causal
meaning, preserve task topology, and prevent unsupported narrative associations from entering the inference model.

3.3. Analytical dataset and demonstration setting Recent digital twin reviews confirm that industrial analytics
requires persistent connections between physical assets and computational representations (Liu et al.,2021).
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Digital twin classifications are useful for separating descriptive monitoring from predictive and prescriptive risk
inference (Kritzinger et al.,2018).

The empirical demonstration uses a synthetic but domain-consistent pressure-control scenario modeled after
a simplified industrial fractionation process. The setting includes a monitoring system, basic process control
system, safety instrumented system, sensors, actuators, human operator response, and a controlled process. The
scenario is suitable for demonstrating cross-domain propagation because pressure instability affects both safety
and business continuity. The synthetic dataset contains 450 scenario records divided into normal disturbance,
device fault, and cyberattack evidence classes. Each record contains variables for vulnerability activation, device
state, task execution status, unsafe control action occurrence, hazard state, failure effect, and loss outcome.
Modeling-oriented digital twin research further highlights uncertainty, validation, and update frequency as core
design issues (Rasheed et al.,2020). Prognostics research shows why equipment health should be linked to
process and decision consequences rather than modeled as an isolated signal (Tao et al.,2019).

The demonstration does not claim to reproduce plant-level operational statistics. Its purpose is analytical: to
test whether a database-centered causal graph supports clear mapping from evidence to posterior risk. Priors are
assigned from a mix of benchmark assumptions, expert-style severity coding, and frequency patterns in the
synthetic data. Conditional probabilities are set using normalized parent influence scores and then adjusted
through scenario review. This approach reflects practical industrial settings where complete failure data are rare
but process experts possess structured knowledge about causal plausibility. The analysis reports posterior
distributions, sensitivity rankings, and audit metrics rather than claiming universal probability values.
Knowledge graph research provides the conceptual basis for treating causal objects as typed nodes with reusable
semantics (Hogan et al.,2021). Blockchain-oriented information integration research is relevant because it
foregrounds traceability, immutability, and distributed trust (Lu,2019a).

4. Results: Causal Graph Construction and Bayesian Analysis

The first result concerns graph construction completeness. The database procedure produced 86 candidate
causal objects from the BPM-STPA evidence set. After type validation and duplicate consolidation, 61 objects
remained in the validated graph. These included 9 vulnerabilities and cyber evidence states, 8 device state nodes,
13 task failure nodes, 11 unsafe control action nodes, 7 hazard nodes, 6 business failure effect nodes, 4 business
loss nodes, and 3 safety loss nodes. The removal of 25 objects was not treated as information loss. Most
removed objects were duplicate labels, mixed-level concepts, or unsupported causal jumps. For example,
"pressure incident" appeared as both a hazard and a loss in early candidate outputs; the database review
separated the system state from the consequence. Knowledge graph representation studies further support
explicit separation between entity typing, relation typing, and downstream applications (Ji et al.,2022). Recent
blockchain reviews further justify the attention to data provenance and tamper-resistant audit trails in risk
models (Zheng and Lu,2022).

The validated edge table contained 94 direct relations. Each relation was assigned one of six types: enables,
disturbs, triggers, weakens, escalates, or couples. This vocabulary helped prevent the graph from becoming a
generic association network. An "enables" edge was reserved for vulnerabilities and attack preconditions. A
"disturbs" edge connected device states to tasks or process variables. A "triggers" edge connected task failures
or unsafe control actions to failure effects and hazards. A "weakens" edge represented the loss of a barrier or
protection function. An "escalate" edge linked hazards to losses. A "couples" edge linked a business
consequence and a safety consequence when they shared an upstream causal path.

The second result concerns Bayesian mapping. Of the 61 validated causal objects, 48 were mapped to
Bayesian variables. The remaining objects were retained as evidence annotations, source records, or aggregation
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categories. This distinction is important. Not every meaningful database object should become a Bayesian node.
Some objects provide documentary context, others define state labels, and still others support audit traceability.
The mapping procedure therefore selected variables that had observable states, plausible parents, and a direct
role in posterior inference. This rule reduced parameter burden and prevented the model from becoming too
large for review. Relational machine learning work clarifies how graph structure can be used for inference rather
than only for visualization (Nickel et al.,2016). Internal auditing research is relevant because a causal-risk
database must support review, accountability, and evidence trails (Wu et al.,2025).

4.1. Knowledge validation and audit metrics Causal discovery scholarship reinforces the need to distinguish
statistical association from directed causal interpretation (Glymour et al.,2019). Information-systems research on
blockchain implementation also shows that technical trust mechanisms must align with organizational process
design (Lu,2022).

Table 3 reports on the construction of metrics for the four principal knowledge sources. BPM contributed
the largest number of task and workflow objects, while STPA contributed the largest number of unsafe control
actions, hazards, and loss relations. Cyber evidence contributed fewer nodes but had strong influence because
vulnerability activation and device compromise sit near the upstream side of the graph. Expert review
contributed few new objects but played a disproportionate role in merging duplicates and correcting type
assignments. The result supports the central argument: graph quality depends not only on more extraction but
also on database validation and review discipline.

The validation metrics also reveal where errors concentrate. Candidate objects generated from process text
were often too broad; they used phrases such as "control failure" without specifying whether the failure was a
task failure, an unsafe control action, or a device fault. Candidate objects generated from STPA worksheets were
more precise in safety terms but sometimes lacked task context. Candidate objects derived from cyber evidence
were usually clear at the vulnerability level but needed manual linkage to process consequences. These patterns
justify a database-centered approach because the database makes the differences operationally visible. DAG-
based causal discovery studies provide useful language for validating graph acyclicity and parent-child
assumptions (Vowels et al.,2022). Causal machine learning further motivates the use of interventions and
counterfactual reasoning in cyber-risk propagation analysis (Kaddour et al.,2022).

Table 3. Causal graph construction outputs by knowledge source

Candidate Validated . . Validated edge
Source stream . . Main correction pattern . .
objects objects contribution
BPM task model 31 2 Merged duplicate task states and 14
removed non-task labels
STPA worksheet 28 21 Separated hazards, UCAs, scenarios, 39

and losses

. Linked attack evid to devi
Cyber evidence set | 17 11 fked attack evidence fo device 14
and task states

Expert review 10 6 Added missing barrier and coupling

notes records

Total 86 61 25 objects removed or retyped 94

The construction metrics in Table 3 demonstrate that database validation affects both size and quality. A smaller
validated graph is preferable when excluded objects are duplicates, mixed-level concepts, or unsupported causal claims.
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4.2. Posterior risk distribution under attack evidence Causal representation learning supports the article's
position that valid risk variables should preserve meaningful system states (Scholkopf et al.,2021). Al review
work provides a broader context for using machine reasoning in industrial information integration (Zhang and
Lu,2021).

The Bayesian inference experiment compared two evidence conditions. The first condition represented
disturbances, device faults, and ordinary operational deviations without cyberattack evidence. The second
condition added cyberattack evidence involving sensor spoofing, delayed alarm communication, and a
compromised command channel. The posterior risk distribution changed sharply across the two conditions.
Without attack evidence, the model placed most probability mass in the medium-risk category, with a
comparatively small high-risk share. With attack evidence, the high-risk share became dominant. This pattern is
consistent with the logic of cross-domain propagation: attacks do not merely increase the probability of a local
device fault; they raise the probability that task failures and unsafe control actions occur together. Bayesian
network theory provides the formal basis for converting typed causal relations into probabilistic inference
(Darwiche,2009). Practical Bayesian-network tooling also shows why explicit node states and parent sets are
necessary for reproducible modeling (Scutari,2010).

Table 4 and Figure 2 present the posterior distribution. The values are generated for the demonstration
setting and should be interpreted as scenario outputs rather than universal risk rates. Their analytical importance
lies in the direction and mechanism of change. Low-risk probability declines from 31 percent to 12 percent
when attack evidence is introduced. Medium-risk probability declines from 50 percent to 36 percent. High-risk
probability rises from 19 percent to 51 percent. The shift reflects the compound effect of vulnerability activation,
corrupted process data, alarm task failure, and weakened safety intervention. A conventional asset score would
register the presence of a vulnerable sensor or controller; the causal graph explains why that vulnerability
becomes serious in the specific operational context.

Table 4. Posterior risk distribution under normal disturbance and cyberattack evidence

. Without attack With attack .
Risk category . . Change Interpretation
evidence evidence

Low 31% 12% 19 pp Norm.al disturba.nces no 10nger
explain the dominant posterior state

Medium 50% 36% 14 pp Some me.dium s.tates escalate when
cyber evidence is added

High 19% 51% 132 pp Cros.s-domtain coupling becomes the
dominant risk pattern
Posterior severity rises because safety

Expected risk index | 0.44 0.70 +0.26 and business losses share upstream
causes

Table 4 reports a shift toward high-risk states once cyber evidence is introduced. The distribution does not merely
indicate a higher threat level; it shows that attack evidence activates cross-domain paths in which device compromise, task
failure, and unsafe control action reinforce one another.
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Figure 2. Posterior risk distribution with and without cyberattack evidence in the demonstration scenario.

Figure 2 also illustrates why a database-centered Bayesian model is useful for decision makers. The graph
does not simply report that cyberattack evidence increases risk. It allows analysts to trace the posterior change to
upstream nodes and intermediate mechanisms. In the demonstration, high risk rises most strongly when sensor
spoofing coincides with delayed alarm acknowledgement and an unavailable safety instrumented function.
These combined states create both business disruption and safety escalation. The posterior distribution therefore
becomes an argument about mechanism, not only a numerical warning.

The third result concerns loss categories. Business losses increased most strongly in the continuity and
quality dimensions, while safety losses increased most strongly in the pressure-limit and protection-failure
dimensions. Coupled risk was highest when the same upstream evidence affected both the monitoring task and
the safety interlock path. This result matters because risk governance differs across loss types. A business-only
consequence may be addressed by rescheduling, manual inspection, or production buffer adjustments. A safety
consequence requires barrier restoration and operating envelope control. A coupled consequence requires
coordinated operational and safety intervention. Structure-learning surveys clarify why expert constraints and
data-driven discovery should be combined cautiously (Kitson et al.,2023). Risk-analysis applications of
Bayesian networks support the article's treatment of uncertainty as a decision resource (Fenton and Neil, 2018).

4.3. Sensitivity analysis and causal priorities Safety and reliability applications demonstrate how Bayesian
networks can join qualitative scenarios with quantitative assessment (Kabir et al.,2019). General risk theory
reinforces the distinction between uncertainty representation and managerial risk acceptance (Aven,2016).

Sensitivity analysis ranked the upstream states by their influence on the target hazard and coupled-risk
nodes. Figure 3 shows the top eight drivers measured by mean absolute posterior change. Sensor data spoofing
is the dominant driver because it contaminates the evidence used by monitoring, control calculation, and alarm
judgement. Safety-instrumented-system logic unavailability ranks second because it weakens the independent
protection layer. Alarm task omission ranks third because it delays human and organizational response.
Controller setpoint drift, operator response delay, actuator command loss, basic process control calculation error,
and historian data gaps follow in descending order.
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The ranking provides a practical interpretation of the causal graph. Not every upstream node deserves the
same mitigation priority. Some vulnerabilities are upstream but weakly connected to losses. Some task failures
are frequent but remain local. The most critical nodes are those that connect across layers: they disturb tasks,
trigger unsafe control actions, and weaken protection. In the demonstration, the dominant nodes share this cross-
layer property. They sit at the interface between data quality, control action validity, and barrier response. This
finding supports the article's claim that cyber-risk propagation should be analyzed through integrated BPM-
STPA knowledge rather than through one isolated domain. Process safety research on Bayesian translation
provides a precedent for mapping structured scenarios into inference models (Khakzad et al.,2013). Process
mining provides a bridge between event data and executable business process understanding (van der
Aalst,2016).

Sensor data spoofing -

SIS logic unavailable -

Alarm task omission -

Controller setpoint drift

Operator response delay

Actuator command loss

BPCS calculation error

Historian data gap -

0.000 0.025 0.050 0.075 0.100 0.125 0.150 0.175 0.200
Mean absolute posterior change

Figure 3. Sensitivity ranking of dominant cyber-risk propagation drivers.

Sensitivity analysis also improves auditability. When a manager asks why the model recommends hardening
sensor authentication before investing in another dashboard, the answer is available in the database. The sensor
spoofing node has documented evidence, typed edges to device and task states, parent-child relations in the
Bayesian model, and a measurable posterior influence. This traceability does not eliminate judgment, but it turns
judgment into a reviewable data object. The value of the database-centered approach is therefore institutional as
well as technical: it creates an accountable memory of how risk reasoning was constructed. Business process
management theory helps define tasks, events, gateways, and roles as risk-relevant objects (Dumas et al.,2018).
Recent process mining handbooks also support a data-centered view of process behavior and conformance (van
der Aalst and Carmona,2022).

5. Discussion Automated process discovery research highlights the need to validate process topology before
drawing propagation paths (Augusto et al.,2019). Predictive process monitoring shows how task histories can be
used for forward-looking operational risk indicators (Tax et al.,2016).

The findings reposition causal graph construction as a data governance problem. In many industrial
analytics projects, the graph is treated as a modeling output. Experts discuss scenarios, analysts draw causal
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links, and computational specialists translate the drawing into a Bayesian network. This workflow is efficient for
small cases but fragile for operational deployment. The graph may be difficult to update when new evidence
arrives; analysts may disagree about node meaning; and model assumptions may be hidden in a figure rather
than stored as structured records. A database-centered workflow reverses this logic. It treats graph nodes and
edges as governed records from the beginning. Few-shot language-model research explains why LLMs are
attractive for rapidly structuring domain text (Brown et al.,2020). Foundation-model research also cautions that
broad generative capability must be paired with governance and verification (Bommasani et al.,2021).

This repositioning matters for safety-critical Al. Industrial organizations increasingly want to use LLMs to
extract hazards, summarize incidents, and draft causal chains. These tools may improve speed, but they are not a
substitute for safety engineering discipline. The database-centered approach gives LLMs a constrained role.
They may propose candidate objects, but they do not decide the final graph. Candidate objects must pass type
checks, topology checks, evidence checks, and expert review before they enter inference. This structure supports
a responsible form of Al augmentation: language models assist knowledge work, while database governance
protects causal validity. Instruction-following research supports the use of constrained prompts when asking
LLMs to produce structured risk objects (Ouyang et al.,2022). Chain-of-thought prompting motivates stepwise
decomposition, although the resulting reasoning still requires expert review (Wei et al.,2022).

The article also clarifies the relationship between business continuity and functional safety. Traditional
safety analysis focuses on unacceptable losses such as injury, equipment damage, or hazardous release. Business
process analysis focuses on continuity, quality, throughput, and resource efficiency. Cyberattack scenarios often
create mixed consequences. A delayed alarm may degrade process control, interrupt production, and increase
safety exposure at the same time. A database-centered causal graph handles this mixture by representing
business losses and safety losses separately while allowing coupled-risk edges when evidence supports a shared
causal path. This avoids both over-separation and over-aggregation. Zero-shot reasoning research explains why
LLM outputs may be useful for candidate generation even when no plant-specific training corpus exists (Kojima
et al.,2022). Retrieval-augmented generation supports the requirement that each generated causal object be tied
to evidence (Lewis et al.,2020).

Another implication concerns Bayesian model transparency. A Bayesian network may appear
mathematically rigorous, but rigor depends on the quality of node definitions, parent structures, and probability
assumptions. The database-centered approach gives each of these elements a traceable source. Priors are linked
to expert assessments, records, or benchmark assumptions. Conditional probabilities are linked to relation types
and parent influence rules. Posterior results are linked to observed evidence. This traceability is especially
important when inference results guide operational decisions such as shutdown, manual override, control
strategy adjustment, or cybersecurity containment. Reasoning-and-acting paradigms are relevant because
industrial risk analysis requires both causal explanation and actionable mitigation (Yao et al.,2022). Prompting
surveys further justify the use of role, evidence, topology, and output-format constraints (Liu et al.,2023b).

The study also contributes to DATAMIND's broader interest in database-driven computational discovery.
The database is not merely a storage layer behind risk analysis. It is the medium through which heterogeneous
industrial knowledge becomes discoverable. Once BPM-STPA clements are stored as typed graph objects,
analysts may query recurring propagation motifs, compare risk patterns across units, identify missing evidence,
evaluate graph completeness, and reuse validated fragments. Over time, such a repository may support learning
across plants and incidents. The graph becomes a living risk knowledge base rather than a one-time assessment
artifact. LLM survey research provides the wider context for balancing generation capability with reliability
concerns (Zhao et al.,2023). Augmented language models are especially relevant to domain-specific risk
reasoning because they combine model generation with external tools and knowledge (Mialon et al.,2023).
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6. Managerial and Data Governance Implications

For industrial managers, the proposed framework suggests a concrete implementation sequence. The first
step is not to purchase a Bayesian network tool or deploy an LLM interface. The first step is to define the causal
graph data schema. Organizations should agree on node types, edge types, state definitions, evidence categories,
and review roles. The second step is to populate the repository from existing artifacts: BPMN maps, STPA
worksheets, alarm lists, historian records, asset registers, vulnerability assessments, incident reports, and
maintenance logs. The third step is to validate the graph through safety engineers, process engineers,
cybersecurity specialists, and operations managers. RAG survey work further supports evidence retrieval as a
way to reduce unsupported causal links (Gao et al.,2023). Hallucination research directly motivates the article's
requirement for evidence-backed and computable LLM outputs (Huang et al.,2023).

The fourth step is probabilistic modeling. Once the validated graph exists, Bayesian mapping becomes more
reliable. Each node selected for inference has a clear state definition and parent set. Each conditional probability
table has a documented source and update history. The fifth step is operational use. The model may support
dynamic risk warning, but warnings should be accompanied by causal traces. A warning that reports "high
cyber-risk" is too generic. A useful warning states that high risk is driven by sensor data spoofing, alarm-task
omission, and reduced safety interlock availability, with the path from evidence to loss visible to reviewers.
Natural-language hallucination studies explain why narrative causal chains should not be accepted without
database-level validation (Ji et al.,2023). Transformer architecture provides the technical foundation for the
language-model tools used in structured text reasoning (Vaswani et al.,2017).

Table 5 summarizes the governance responsibilities associated with the framework. The table emphasizes
that database-centered risk assessment is cross-functional. Cybersecurity teams’ own vulnerability evidence and
attack indicators. Process engineers own device and task semantics. Safety engineers have hazards, unsafe
control actions, and safety losses. Operations managers have business consequences and continuity thresholds.
Data governance team’s own schema design, access rights, version control, and audit logs. Without this division
of responsibility, the causal graph risks becoming another undocumented analytics object.

Table 5. Governance responsibilities for database-centered cyber-risk reasoning

Governance area Responsible role Database object controlled Decision value

Vulnerability, attack . .
Identifies upstream entry points

Cyber evidence

Cybersecurity team

indicator, evidence
confidence

and active attack conditions

Process semantics

Process engineering
team

Device state, process
variable, operating boundary

Prevents causal graph drift away
from physical reality

Safety reasoning

Safety engineering
team

Unsafe control action,
hazard, safety loss

Maintains STPA consistency and
barrier logic

Business continuity

Operations
management team

Task failure effect, business
loss, continuity threshold

Connects cyber risk to service and
production consequences

Data governance

Data management
team

Schema, version, access,
review status, audit log

Maintains traceability and model
accountability

Table 5 translates the analytical framework into organizational responsibilities. The framework becomes sustainable
only when each causal object has a clear owner, evidence source, and update routine.
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The implementation burden is real. Building a database-centered graph requires agreement on terminology,
disciplined documentation, and periodic review. However, the cost should be compared with the cost of
untraceable risk reasoning. In a safety-critical environment, a model that cannot explain why it generated a high-
risk result may be unusable during a crisis. A graph whose assumptions are distributed across spreadsheets,
diagrams, and expert memory may also be difficult to defend after an incident. The proposed framework
therefore treats documentation and computation as inseparable components of industrial risk governance.
Pretrained language representation research helps explain the extraction of technical entities from heterogeneous
process descriptions (Devlin et al.,2019). Explainability research is relevant because industrial risk outputs must
be reviewable by engineers and managers (Ribeiro et al.,2016).

7. Conclusion

This article developed a database-centered framework for constructing causal graphs of industrial cyber-risk
propagation from BPM-STPA knowledge and mapping the resulting structure into Bayesian inference. The
central argument is that industrial cyber-risk propagation should be modeled as a governed data structure, not
merely as a diagram or a vulnerability score. By treating vulnerabilities, device states, tasks, unsafe control
actions, hazards, failure effects, and losses as database objects, the proposed framework creates a traceable path
from evidence capture to posterior risk assessment.

The simulated pressure-control analysis demonstrated the practical value of the approach. Database
validation reduced semantic drift, improved graph completeness, and separated business-only, safety-only, and
coupled consequences. Bayesian analysis showed that attack evidence shifted posterior probability toward high-
risk states, while sensitivity analysis identified sensor spoofing, safety-instrumented-system unavailability, and
alarm-task omission as dominant propagation drivers. These results support the view that cross-domain risk
cannot be fully understood from a single asset, task, or control perspective.

The study has limitations. The demonstration used a synthetic scenario rather than proprietary plant data.
Conditional probabilities were based on benchmark-style assumptions and expert-style normalization rather than
large-scale operational records. Future research should apply the schema to real incident datasets, compare
graph construction quality across analysts and LLM configurations, and investigate how database-centered
causal repositories evolve over time. Even with these limitations, the article offers a practical foundation for
industrial organizations seeking auditable, computable, and data-driven cyber-risk assessment.
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