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Abstract

Clinical research across institutions is increasingly constrained by fragmented data silos, heterogeneous
record systems, and strict regulatory requirements for patient privacy. While individual hospitals accumulate
rich longitudinal datasets, the inability to perform cross-institutional queries without centralising patient data
creates significant barriers to reproducible multi-centre studies, rare-disease cohort assembly, and large-scale
clinical artificial intelligence model validation. HealthQueryHub is a federated database gateway designed to
address these challenges by providing a secure, auditable query interface over distributed clinical repositories.
The system enables researchers to construct and execute cohort queries spanning multiple institutions without
transferring raw patient records. Four technical components form the core architecture: a semantic ontology
layer built on UMLS and SNOMED-CT for cross-site field harmonisation, a role-based access control module
with institutional ethics enforcement, a secure aggregation pipeline combining differential privacy and
homomorphic encryption, and an immutable audit logging subsystem for regulatory accountability. The
underlying database schema follows an extended OMOP Common Data Model augmented with provenance
metadata and quality-control fields. Experimental evaluation using simulated multi-institutional datasets
across three hospital nodes demonstrates overall query accuracy of 97.4%, mean federated query latency of
2.79 seconds, and differential privacy budget expenditure within epsilon = 1.0 per session. Ablation
experiments confirm that the ontology mapping layer contributes the largest single accuracy gain, while the
privacy pipeline introduces only a modest latency overhead of 0.91 seconds relative to an unprotected baseline.
HealthQueryHub provides a reusable, reproducible, and ethically governed infrastructure for clinical research,
with its full schema, API specification, and pipeline code released under an open-access licence.
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1. Introduction

The accumulation of electronic health records (EHRSs) at scale has created an unprecedented opportunity for
data-driven clinical research. Individual hospitals and health systems now routinely capture structured
encounters, diagnoses, laboratory measurements, medication orders, and vital signs for millions of patients
over extended periods. Yet paradoxically, the richness of this distributed data has not translated into
proportionally richer multi-institutional science. The core barrier is not a shortage of records but rather an
architectural mismatch between where data reside and where analytical capacity exists (Weiskopf and Weng,
2013). Patient records stay inside institutional firewalls for regulatory, legal, and ethical reasons, while
researchers who need large, representative cohorts to answer complex clinical questions must work around
those boundaries through cumbersome data-sharing agreements, de-identification pipelines, and bespoke
extraction scripts.

Federated learning and federated query systems have emerged as a principled response to this structural
problem. Rather than moving data to computations, the federated paradigm moves computation to data:
analytical models or aggregation functions are dispatched to each participating site, executed locally, and only
the outputs, not the raw records, are returned and combined (Li et al., 2020; Rieke et al., 2020). In the clinical
domain, early demonstrations have shown that federated approaches can reproduce or approximate centrally
trained models for tasks such as mortality prediction, tumour segmentation, and COVID-19 severity scoring
with minimal loss of statistical power (Sheller et al., 2020; Dayan et al., 2021). These results have generated
considerable optimism about federated infrastructure as a vehicle for advancing clinical Al at scale.

However, most published federated learning systems for healthcare focus on model training rather than
structured database querying. A clinician or epidemiologist who needs to define a study cohort, count events,
retrieve time-series measurements, or compute cross-site prevalence statistics requires a different kind of
infrastructure: not a training loop, but a query gateway. The gateway must translate a researcher's intent into
site-specific queries, harmonise heterogeneous schemas and terminologies, enforce access permissions,
protect result sets against re-identification, and produce a traceable audit record for ethics governance. These
requirements are simultaneously technical and institutional, and few existing tools address all of them in an
integrated, open-source fashion (Pfohl et al., 2019; Jochems et al., 2016).

HealthQueryHub is a federated database gateway that fills this gap. The system is designed around four
principles. First, privacy by default: no individual-level record ever leaves an institutional node; only
differentially private aggregated results are transmitted. Second, semantic interoperability: a shared ontology
layer resolves field-name and coding-system differences across sites before any query is dispatched. Third,
governance-aware access control: every query is gated by role-based permissions tied to ethical approval status
and is recorded in an immutable audit log. Fourth, reproducibility: the gateway exposes a versioned APIL,
publishes its full database schema and query grammar, and archives result provenance so that any published
result can be independently verified (Rajkomar et al., 2018; Miotto et al., 2018).

This article describes the architecture, schema design, privacy mechanisms, and experimental evaluation of
HealthQueryHub. Section 2 maps the database gap in cross-institutional clinical research and motivates the
specific use cases the system is designed to support. Section 3 describes the data sources and the extended
OMOP schema that underpins the gateway. Section 4 explains the construction method: the ontology pipeline,
access control model, privacy engine, and audit system. Section 5 reports experimental results on query
accuracy, latency, privacy budget consumption, and scalability. Sections 6, 7, and 8 address reproducibility,
limitations, and conclusions respectively.

2. Database Gap and Use Cases

ISSN: 2023-DATA | Open Access | CC BY 4.0 | © DATAMIND https://datamindjournal.com



DATAMIND | Journal of Data-Driven Al and Computational Discovery

The gap between the promise and the reality of clinical data sharing has three interrelated dimensions:
technical heterogeneity, regulatory fragmentation, and privacy risk. Each dimension contributes to the barrier
that HealthQueryHub is designed to reduce. Technical heterogeneity is pervasive. Even institutions that
nominally use the same EHR vendor may represent the same clinical concept using different local code sets,
free-text conventions, or table structures. International Classification of Diseases (ICD) codes differ across
version and localisation. Laboratory LOINC codes may be supplemented with institution-specific identifiers.
Medication records may use NDC codes at one site and RxNorm at another. Vital-sign intervals and
observation windows differ by care setting. Any cross-institutional query that does not account for these
differences will produce silently wrong cohort counts (Hripcsak et al., 2016; Bodenreider, 2004). The OMOP
Common Data Model was developed precisely to address this problem by standardising clinical concept
representation, but adoption remains uneven and local adaptations persist.

Regulatory fragmentation compounds the technical challenge. In India, where the institutions participating in
the HealthQueryHub pilot are located, the Digital Personal Data Protection Act 2023 restricts the transfer of
identifiable health information without explicit patient consent or statutory exemption. Ethics review boards
at different institutions apply their own interpretations of what constitutes adequate de-identification. A cross-
institutional query infrastructure must therefore embed ethics governance rather than assume it is handled
elsewhere (Vayena et al., 2018; Bonomi et al., 2020). Privacy risk completes the triad. Even aggregate results
returned from a clinical query can carry residual privacy risk when the queried cohort is small, when multiple
queries are combined, or when an adversary has partial background knowledge. Formal privacy frameworks
such as differential privacy quantify and bound this residual risk in a mathematically rigorous way, but they
impose an accuracy cost that must be characterised for each application domain (Dwork and Roth, 2014).

Table 1. Comparison of existing federated clinical data systems against HealthQueryHub across six design
dimensions.

System Architecture Privacy Ontology Audit Log Open Source
Method Support

i2b2 / SHRINE Centralised None Partial (ICD) No Yes (MIT)
Query

TriNetX Federated Aggregation SNOMED-CT | Limited No
Query only

OMOP CDM Single-site None OMOP No Yes (Apache)

alone Vocabulary

DataSHIELD Federated DP + None Partial Yes (GPL)
Analysis aggregation

PCORnet Distributed Aggregation Partial (ICD- Yes Yes
Query only 10)

HealthQueryHub | Federated DP + HE + UMLS + Full Yes (MIT)
Gateway RBAC SNOMED (immutable)

Table 1 situates HealthQueryHub within the landscape of existing systems. While platforms such as
12b2/SHRINE and PCORnet have pioneered federated querying, and DataSHIELD has demonstrated privacy-
preserving analytics, none combines differential privacy, homomorphic encryption, UMLS-based ontology
mapping, and immutable audit logging in a single integrated open-source gateway. HealthQueryHub targets
this combination as its primary design objective. Three use cases motivate the design and guide the
experimental evaluation. The first is multi-site cohort selection: a researcher defines inclusion and exclusion
criteria and retrieves qualifying patient counts at each site without accessing individual records. The second
is longitudinal outcome analysis: the gateway retrieves time-stamped measurement sequences and returns
aggregated trajectory statistics. The third is cross-site prevalence estimation: the system computes institution-
specific prevalence rates, applies differential privacy noise, and combines the noisy estimates using a weighted
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aggregation scheme. These three patterns span the most common analytical requirements in observational
clinical research and directly inform the schema design described in the next section.

3. Data Sources and Schema

HealthQueryHub is designed to operate over existing institutional clinical databases mapped to a common
schema. In the pilot deployment, three data sources are used: a de-identified subset of the MIMIC-III critical
care database (Johnson et al., 2016), a synthetic EHR dataset generated using the Synthea simulation engine
calibrated to Indian population statistics, and a retrospective discharge summary repository from an academic
hospital converted to OMOP format. The first source provides a well-characterised benchmark against which
query accuracy can be evaluated, the second provides controlled variation in demographic and diagnosis
distributions, and the third provides a realistic representation of real-world data quality issues including
missing values, inconsistent coding, and temporal gaps. Concept mapping rates were 94.2% for the MIMIC-
III node, 97.1% for the Synthea node (which uses standard codes natively), and 87.6% for the real hospital
node, reflecting the lower code standardisation typical of real clinical data. These differences in mapping
completeness are captured in the QUALITY METRICS table and made available to researchers as part of
each query result, so that site-specific data quality can be taken into account during analysis (Weiskopf and
Weng, 2013; Luo et al., 2016).

PATIENT

VISIT_OCCURRENCE MEASUREMENT

PK patient_id (INT)

PK visit_occurrence_id PK measurement_id
gender_concept_id (INT)
FK person_id (INT) FK person_id
year_of_birth (INT)
visit_concept_id (INT) FK visit_occurrence_id
race_concept_id (INT)

FIC visit_start_date ri | measurement_concept_id

ethnicity_concept_id (INT)
visit_end_date value_as_number (FLOAT)

location_id (INT)

care_site_id (INT) unit_concept_id

3

PROVENANCE_LOG CON :l_I%I(PT
PK log_id (INT) PK concept_id (IINT)

FK patient_id concept_name (VARCHAR)

query_hash (VARCHAR)
institution_id

timestamp (DATETIME)
epsilon_spent (FLOAT)

domain_id (VARCHAR)
vocabulary_id
concept_code (VARCHAR)

valid_start_date

Figure 1. Core database schema of HealthQueryHub, showing primary and foreign key relationships across
the PATIENT, VISIT OCCURRENCE, MEASUREMENT, CONCEPT, and PROVENANCE LOG tables.
Arrows indicate foreign key dependencies.

Figure 1 illustrates the core schema. The design extends the OMOP Common Data Model v5.4 with two
additional tables: PROVENANCE LOG and QUALITY METRICS. The PROVENANCE LOG table
records every query execution event with a cryptographic hash of the query specification, the identity of the
requesting institution, the timestamp, and the differential privacy budget consumed. This table is write-only
during normal operation; deletion requires multi-signature administrative authorisation. The
QUALITY_ METRICS table stores per-field completeness rates, concept mapping rates, and data freshness
indicators computed during each nightly ingestion run. A key design decision is the use of surrogate integer
keys rather than any patient-linkable identifier at the gateway level. Site-specific patient identifiers are hashed
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and salted locally before any record enters the OMOP layer; the hash is not reversible from the gateway side.
This means that cross-site patient linkage is not supported in the current version, a deliberate choice that
reduces re-identification risk at the cost of some analytical capability (Bonomi et al., 2020).

Table 2. Field dictionary for selected core and extended schema elements. Fields marked with an asterisk
(*) are extensions to the standard OMOP CDM v5 4.

Field Name Data Type Nullable Description Source Vocabulary
patient_id INTEGER No Surrogate primary key Internal
gender _concept_id INTEGER No OMOP concept for sex | OMOP Vocabulary
year_of birth INTEGER No Birth year (not full date) | EHR / Admin
race_concept_id INTEGER Yes Standardised race code OMOP Vocabulary
visit_occurrence id INTEGER No Surrogate visit key Internal
visit_concept_id INTEGER No Type of visit (e.g. SNOMED-CT
inpatient)
visit_start date DATE No Admission or encounter | EHR
date
measurement_concept_id | INTEGER No OMOP concept for test | LOINC
type
value as number FLOAT Yes Numeric result value EHR
unit_concept_id INTEGER Yes Unit of measurement UuCcuM
epsilon_spent FLOAT No Differential privacy Internal
budget used
query_hash VARCHAR(64) | No SHA-256 hash of query | Internal
text

Table 2 presents the field dictionary for the most analytically important schema elements. The CONCEPT
table is shared across all sites and populated from the OMOP Vocabulary release, supplemented with UMLS
Metathesaurus mappings for non-standard codes (Bodenreider, 2004). Concept mapping is performed during
data ingestion using the automated pipeline described in Section 4, with unmapped codes flagged in the
QUALITY_ METRICS table rather than silently dropped. This approach preserves data completeness while
making mapping failures visible to researchers. The epsilon_spent field in the PROVENANCE LOG table is
particularly important: it enables the gateway to track cumulative privacy budget consumption per research
project and enforce hard budget caps without requiring manual accounting by the system administrator.
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Figure 2. Query processing and federated aggregation pipeline in HealthQueryHub. A denied access
control decision triggers an immediate error response and audit log entry without dispatching any federated
sub-queries.

4. Database Construction and Application Method

4.1 Data Ingestion and Ontology Mapping Pipeline

Data ingestion into HealthQueryHub follows a four-stage pipeline executed nightly at each institutional node.
The first stage is extraction and normalisation: raw EHR data are pulled from the source system via a site-
specific extraction script and written to a staging area in CSV format. The second stage is concept mapping:
each clinical code in the staging data is looked up against a local copy of the OMOP Vocabulary supplemented
with UMLS cross-mappings (Bodenreider, 2004; Boussadi and Zapletal, 2017). Codes that cannot be mapped
to a standard concept are assigned to a site-specific unmapped concept bucket and recorded in the
QUALITY_ METRICS table. The third stage is validation: referential integrity, date-range plausibility, and
required-field completeness checks are applied. Records failing validation are quarantined and excluded from
the production schema. The fourth stage is loading: validated, mapped records are inserted into the production
OMOP tables using an upsert pattern that preserves temporal ordering.

Figure 2 depicts the end-to-end query processing pipeline at the gateway level. A researcher submits a query
expressed in the HealthQueryHub Query Language (HQL), a structured JSON-based grammar that specifies
cohort criteria, output statistics, time windows, and target site identifiers. The gateway parser validates the
query syntax and resolves all concept identifiers against the shared vocabulary. The ontology mapper then
rewrites any non-OMOP concept codes in the query to their canonical OMOP equivalents, using SNOMED-
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CT, LOINC, and UMLS cross-reference tables. This rewriting step is the primary mechanism by which site-
specific coding differences are absorbed before queries reach the local execution layer. Sites that do not have
a given LOINC code mapped in their vocabulary return a structured null response rather than an error, allowing
the gateway to flag site-specific concept gaps in the result metadata rather than silently omitting the site
(Hripcsak et al., 2016).

4.2 Access Control and Ethics Governance

Access control in HealthQueryHub follows a role-based model augmented with project-level and site-level
constraints. Five system roles are defined, each with a distinct permission profile. Role assignment requires
both institutional authentication and gateway-level registration linked to a registered ethics protocol identifier.
Every query execution is tagged with the protocol identifier, enabling retrospective audit of which queries
were executed under which ethical approval. The system is designed so that a researcher who changes
institutions must re-register under the governance of the new institution before accessing data through the new
site's node.

Table 3. Role-based access control permission matrix. Raw data export is never permitted from the gateway
interface; the column is included to document the deliberate design exclusion.

Role Cohort Query Agg. Stats Raw Export Audit View Admin
Principal Yes Yes Yes Yes Yes
Investigator
Biostatistician Yes Yes No No No
Data Curator Yes No Yes No Yes
External Reviewer No No No No No
System Auditor No No No No Yes

Table 3 shows the permission matrix. A significant design decision is the blanket prohibition on raw data
export for all roles. The gateway is designed exclusively for aggregate and statistical outputs; this prohibition
is enforced at the query parser level before any access control evaluation occurs. External Reviewers are
restricted to read-only access to pre-authorised aggregate result sets and may not issue new queries. System
Auditors can read the PROVENANCE LOG but cannot execute cohort queries. This separation of analytical
and auditing roles ensures that the audit record cannot be manipulated by the same accounts that generate it
(Vayena et al., 2018; Char et al., 2018).

4.3 Privacy Engine: Differential Privacy and Homomorphic Encryption

The privacy engine applies two complementary mechanisms to result sets before transmission. Differential
privacy (Dwork and Roth, 2014) is applied to all count and prevalence outputs using a Laplace mechanism
with sensitivity calibrated to the query type. For cohort count queries, the sensitivity is 1 (a single patient can
change the count by at most one), and noise is drawn from Laplace(0, 1/epsilon), where epsilon is the per-
session budget allocated to the requesting project. The gateway tracks cumulative epsilon expenditure per
project and refuses queries that would exceed the total budget, ensuring a firm privacy guarantee over the
lifetime of a research project. For queries that require aggregating numerical measurements, homomorphic
encryption (Acar et al., 2018) is used to allow the gateway to combine site-level partial sums without ever
receiving plaintext values. Each site encrypts its partial result under a shared public key before transmission;
the gateway performs additive aggregation on the ciphertexts; and the final sum is decrypted by a multi-party
key agreement requiring participation from a quorum of sites. The current implementation uses a Paillier
encryption scheme, which supports exact additive operations on integers and sufficiently large plaintext spaces
for clinical measurement values (Kaissis et al., 2020; Warnat-Herresthal et al., 2021).

4.4 Audit Logging Subsystem
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Every gateway action, including query submission, access control decisions, privacy budget debits, and result
returns, is recorded in the PROVENANCE LOG table using an append-only write model. Log entries are
signed with the gateway's private key and periodically committed to a hash-chained ledger that makes
retrospective tampering detectable. The audit log is exportable in standard formats for submission to ethics
review boards and is queryable by System Auditors through a read-only interface. In the event of a suspected
data breach or query misuse, the log provides a complete reconstruction of all queries executed, by whom,
under which ethical protocol, and what privacy budget was consumed. This design follows the principles of
accountable data governance articulated in recent frameworks for responsible clinical Al deployment (Topol
etal., 2019; Vayena et al., 2018).

5. Experiments and Data Analysis

5.1 Experimental Setup

Experiments were conducted on a simulated three-node federated deployment running on virtual machines
with identical hardware configurations (8 vCPU, 32 GB RAM, SSD storage). Node 1 was populated with the
MIMIC-III de-identified dataset (46,476 patients, 61,532 hospital stays) (Johnson et al., 2016). Node 2 was
populated with a Synthea-generated dataset matching the age and sex distribution of adult Indian hospital
admissions (50,000 synthetic patients). Node 3 was populated with a real de-identified hospital dataset from
a tertiary care centre, covering 28,340 patients with complete discharge diagnoses and laboratory results. All
three datasets were pre-mapped to the HealthQueryHub schema using the ingestion pipeline described in
Section 4.1. Query accuracy was measured by comparing HealthQueryHub federated results against ground-
truth counts computed by a direct, privacy-unprotected query on the pooled dataset. Latency is measured as
wall-clock time from query submission to result receipt, averaged over 20 repeated executions per query type.
Privacy budget expenditure is recorded as the cumulative Laplace noise epsilon per query session.

Table 4. Experimental query performance results across five query types. Accuracy is measured against a
ground-truth centralised baseline. All values are means over 20 replications. epsilon denotes the differential
privacy budget consumed per query execution.

Query Type Accuracy (%) Precision Recall Latency (s) epsilon Spent
Cobhort Selection 97.3 0.971 0.976 2.84 0.12
Aggregate Statistics 99.1 0.992 0.991 1.42 0.08
Longitudinal Cohort 95.6 0.953 0.960 4.17 0.21
Lab Value Retrieval 98.4 0.984 0.985 1.98 0.09
Cross-site Prevalence 96.8 0.966 0.970 3.55 0.15
Mean (all types) 97.4 0.973 0.976 2.79 0.13

Table 4 presents the main performance results. Query accuracy is consistently high across all query types,
ranging from 95.6% for longitudinal cohort queries (which involve more complex temporal matching and
higher missing-value exposure) to 99.1% for simple aggregate statistics. The overall mean accuracy of 97.4%
compares favourably with the 96.8% reported by DataSHIELD in an analogous multi-site count experiment
(Brisimi et al., 2018) and is achieved with a stronger formal privacy guarantee. Latency scales predictably
with query complexity: single-aggregate queries complete in under two seconds, while longitudinal queries
that must traverse time-ordered visit sequences at each node take approximately four seconds. Importantly,
the privacy budget expenditure per query is well within the session limit of epsilon = 1.0, with longitudinal
queries consuming the most budget (epsilon = 0.21) because they involve more sub-queries. This margin
provides sufficient headroom for iterative cohort refinement within a single analytical session (Dwork and
Roth, 2014).

5.2 Scalability Analysis
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Figure 3. Experimental performance results. Panel (a) shows query accuracy by type; panel (b) shows mean
federated query latency as a function of the number of institutional nodes, compared against a sequential
dispatch baseline.

Figure 3 panel (a) confirms that query accuracy is stable across types, with longitudinal cohort queries
exhibiting the greatest sensitivity to data quality variation across nodes. Panel (b) shows that federated latency
scales sub-linearly with node count: adding nodes beyond three increases latency only modestly, because the
gateway dispatches all sub-queries in parallel and the total latency is bounded by the slowest responding node
rather than the sum of all latencies. At eight nodes, the system achieves a mean latency of 1.90 seconds for
aggregate queries. The privacy engine adds only 0.09 seconds at eight nodes, a 5% overhead that we consider
acceptable for the formal privacy guarantee achieved. This scaling behaviour is consistent with the parallel
dispatching architecture and is bounded in practice by network round-trip time rather than gateway processing
time. For the inter-node network configuration used in experiments (simulated 10 ms latency), adding four
additional nodes beyond three increased total latency by 0.50 seconds, or approximately 0.13 seconds per
additional node, confirming near-linear growth in the dominant latency term (Wang and Preininger, 2019;
Huang et al., 2019).

5.3 Ablation Study

Table 5. Ablation study results showing the contribution of individual system components to query accuracy,
latency, and privacy guarantee. The centralised baseline pools all data without privacy protection.

Configuration Accuracy (%) Latency (s) epsilon Privacy Guarantee
Spent

Full system (DP + HE + 97.3 2.84 0.12 Strong (eps=1.0)
RBAC)
Without differential privacy 99.1 1.93 N/A None
Without homomorphic 97.6 2.11 0.14 Partial
encryption
Without RBAC 97.4 2.47 0.12 Weak
Without ontology mapping 83.2 3.10 0.12 Strong (eps=1.0)
Centralised baseline (no fed.) 99.3 0.84 N/A None (data shared)

Table 5 reports the ablation study. Removing differential privacy raises accuracy from 97.3% to 99.1%,
confirming that the Laplace noise mechanism introduces a small but measurable accuracy cost that is the direct
trade-off for formal privacy. Removing homomorphic encryption raises accuracy only marginally (to 97.6%)
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and reduces latency by 0.73 seconds, reflecting the computational cost of the Paillier scheme. The most
important ablation result is the removal of ontology mapping: without cross-site concept harmonisation, cohort
selection accuracy falls from 97.3% to 83.2%, a 14.1 percentage-point drop. This result quantifies the cost of
treating heterogeneous vocabularies as equivalent and underscores that ontology mapping is a structural
prerequisite for meaningful federated querying (Hripcsak et al., 2016; Boussadi and Zapletal, 2017).
Removing RBAC has a negligible effect on accuracy (97.4%) but eliminates the formal governance guarantee.
The centralised baseline achieves 99.3% accuracy at 0.84 s latency, providing an upper bound on accuracy
achievable without privacy protection. The 1.93 percentage-point accuracy gap between the full
HealthQueryHub system and the centralised baseline is attributable entirely to differential privacy noise and
is within the acceptable range for the three use cases described in Section 2.

6. Reproducibility and Open Access

Reproducibility is a first-class design goal of HealthQueryHub. Every query submitted to the gateway receives
a unique query identifier that encodes a cryptographic hash of the full query specification, including the HQL
statement, the concept vocabulary version, and the privacy parameter settings. Published results in a research
paper can cite this query identifier, allowing readers to reconstruct the exact query by querying the gateway's
public provenance endpoint, subject to the same access controls that governed the original query. This
mechanism is directly inspired by reproducibility frameworks for clinical research computing (Miotto et al.,
2018; Rajkomar et al., 2018; Collins et al., 2015).

The HealthQueryHub codebase is released under the MIT licence. The release includes the gateway server,
the HQL parser and query planner, the ontology mapping pipeline, the privacy engine, the access control
module, the audit log subsystem, and a command-line client for submitting queries. Docker Compose
configuration files are provided for deploying a single-node test instance, a three-node federated instance with
simulated inter-site network latency, and a production-grade deployment with TLS termination and database
encryption at rest. The MIMIC-III-based test dataset is distributed with the repository under PhysioNet open
data credentialled access terms (Goldberger et al, 2000). The full schema, including the
PROVENANCE LOG and QUALITY METRICS table definitions, is documented in a machine-readable
format compatible with OMOP CDM documentation tools (Hripcsak et al., 2016). Unit tests cover 94% of the
gateway codebase, and integration tests run against the three-node Docker environment on every pull request.
Releases are semantically versioned and change-logged, enabling downstream users to track the impact of
schema changes on existing query specifications (Luo et al., 2016; Lundervold and Lundervold, 2019).

7. Limitations

Several limitations must be acknowledged. First, the current version of HealthQueryHub does not support
patient-level linkage across institutions. Where the same individual has records at multiple participating sites,
those records are counted independently, potentially inflating cohort sizes or biasing cross-site prevalence
comparisons. Addressing this limitation without compromising privacy would require privacy-preserving
record linkage, such as Bloom filter-based linkage (Bonomi et al., 2020), planned for a future version. Second,
the experimental evaluation relies on simulated and de-identified datasets rather than fully prospective real-
world deployment. While the MIMIC-III and real hospital datasets provide meaningful benchmarks, they do
not replicate the full complexity of operational multi-institutional deployment, including network reliability
issues, varying node availability, and concurrent query load from multiple researchers (Jochems et al., 2016).
Third, the privacy guarantee provided by differential privacy is sensitive to the choice of epsilon. The default
value of epsilon = 1.0 per session is commonly used in the differential privacy literature (Dwork and Roth,
2014), but there is no universal consensus on what constitutes a safe epsilon for clinical data. The gateway
provides an epsilon configuration interface to allow institutional governance bodies to set their own thresholds,
but this flexibility also means that privacy protection varies across deployments. Fourth, the homomorphic
encryption layer currently supports only additive operations over integers, which does not directly support
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median computation, variance estimation, or logistic regression scoring. Extending the privacy engine to a
richer class of statistics without sacrificing computational tractability is an active research direction (Acar et
al., 2018; Kaissis et al., 2020).

8. Conclusion

HealthQueryHub presents a federated database gateway that simultaneously addresses the technical problem
of schema and vocabulary heterogeneity across clinical sites, the privacy problem of result set protection
against re-identification, and the governance problem of ethics-accountable access control and audit. The
system achieves these goals through an integrated architecture comprising UMLS and SNOMED-CT-based
ontology mapping, a Laplace differential privacy mechanism, Paillier homomorphic encryption for numerical
aggregation, role-based access control linked to ethics protocol identifiers, and an append-only provenance
log. Experimental evaluation on a three-node simulated federation demonstrates that the system answers a
representative range of clinical cohort queries with 97.4% accuracy relative to a centralised baseline, at a mean
latency of 2.79 seconds, within a formal differential privacy guarantee of epsilon = 1.0. Ablation experiments
quantify the individual contribution of each component and confirm that ontology mapping is the single most
important accuracy driver, accounting for 14.1 percentage points of the total accuracy gain over a no-mapping
baseline. Scalability testing shows that parallel query dispatch keeps latency growth sub-linear as node count
increases to eight, with the privacy engine adding only a 5% latency overhead at that scale. The broader
implication of this work is that privacy-preserving federated database infrastructure is technically mature
enough to support real clinical research workflows without prohibitive accuracy or latency costs. The primary
remaining barriers are institutional and organisational: establishing data governance agreements between sites,
aligning ethics review processes, and training clinical researchers to express study designs in a structured
query grammar. HealthQueryHub is designed to lower these barriers by making privacy, governance, and
reproducibility guarantees visible, auditable, and configurable, so that institutional trust can be built
incrementally. Future work will extend the system to support privacy-preserving patient-level record linkage,
federated model training within the same governance framework, and a natural-language query interface that
translates free-text clinical research questions into validated HQL specifications (Obermeyer and Emanuel,
2016; Topol, 2019; Wang and Preininger, 2019).
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