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Abstract

Artificial intelligence is reshaping how higher-education institutions protect their networks, endpoints,
identities and research data, but the research literature continues to frame the problem as one of model selection
rather than of system design. This article takes a different approach. It develops a computational systems view
of academic cybersecurity based on a five-layer stack spanning telemetry and sensors, data and features, models
and learning, decision and response, and governance and policy, and uses the stack to re-read the systematic
corpus of 157 recent studies curated by Agal and Raulji. The analysis produces three findings. First, the field is
undergoing an architectural migration from centralized log aggregation toward edge and federated intelligence,
but this migration is incomplete and unevenly distributed. Roughly 67 per cent of published studies propose
centralized architectures, whereas only about 22 per cent of surveyed universities actually deploy centralized-
only systems and roughly 51 per cent use hybrid architectures. Second, performance trade-offs across accuracy,
efficiency, practicality, privacy preservation and scalability are structural rather than accidental, because their
costs accumulate in different layers of the stack; deep-learning models score lowest in edge practicality (4.3 of
10) despite reaching the highest accuracy. Third, research gaps cluster into reinforcing triangles, notably an
adversarial-evaluation-integration triangle and a complexity-maintenance-skills triangle, suggesting that isolated
interventions will under-perform. We translate these findings into a concrete research agenda that prioritizes
shared federated infrastructure, academically realistic benchmarks, standardized model disclosures, human-in-
the-loop integration, governance-as-research and cross-cluster collaboration. The broader argument is that
academic cybersecurity is a systems problem in which the weakest coupling between layers — not the best-
performing model — determines the quality of the protection that institutions can actually deploy.
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1. Introduction
Higher-education institutions (HEIs) have become one of the most intensively targeted sectors in global

cyberspace. Their open networks, high-value research data, rapid turnover of student accounts, and reliance on
bring-your-own-device policies combine to produce a uniquely porous attack surface [1][2]. At the same time,
HEIs carry distinct obligations: they are custodians of minors and vulnerable adults in many jurisdictions, they
handle federally regulated research data, and they operate under transparency expectations that make opaque
automated decisions difficult to justify [3][4]. Against this backdrop, artificial intelligence (AI) has moved from
a laboratory curiosity to a routine component of intrusion detection, phishing defence, endpoint protection and
identity management pipelines [5][6].

The dominant framing in the existing literature treats Al-for-security in higher education as an algorithmic
problem. Studies propose a new model, tune it against a benchmark, and report gains in accuracy or false-
positive rate. This framing is useful, but it misses a more fundamental shift occurring beneath the surface. The
problem is no longer which classifier performs best on a held-out dataset; it is how the entire computational
system that ingests telemetry, builds features, trains models, delivers predictions, orchestrates responses and
satisfies regulators can be redesigned to match the distributed, constrained reality of modern universities
[7][8][9]. Framed this way, the field is undergoing an infrastructure transition comparable to the one that
happened in large-scale web services a decade earlier — from centralized monoliths to federated, edge-aware
systems [10][11].

This article takes that infrastructure framing seriously. We develop a computational systems view of
academic cybersecurity: a layered model that treats telemetry ingestion, feature engineering, model training,
deployment and governance as coupled subsystems whose interactions determine whether an Al security
programme succeeds in practice. Using the systematic corpus recently curated by Agal and Raulji [12] as a
backbone and extending it with an additional quantitative reading of deployment, performance and gap data, we
argue that the most important structural trend in the field is the migration from centralized log-aggregation
pipelines toward federated, edge-resident intelligence. We also argue that this migration is incomplete and that
its incompleteness explains a surprisingly large share of the performance-practicality gap observed in deployed
systems.

Three specific contributions follow. First, we formalize a five-layer stack — telemetry, data and features,
model and learning, decision and response, governance and policy — that makes the coupling between
computational and institutional constraints explicit. Second, we re-read published performance, evaluation and
gap data through this stack and show that dominant research patterns (centralized architectures, lab-grade
evaluation, limited lifecycle discussion) correspond to early levels of system maturity. Third, we propose a
concrete agenda for moving HEIs toward federated intelligence that is realistic about cost, skills, regulation and
the unglamorous operational work that determines whether a deployed system is useful.

The rest of the article is organized as follows. Section 2 introduces the computational systems stack and
situates academic cybersecurity within it. Section 3 describes our data sources and the analytical procedure.
Section 4 examines the architectural migration from centralized logs toward federated intelligence and presents
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quantitative evidence on the resulting research-deployment gap. Section 5 analyses performance under systems
constraints, arguing that sophistication and practicality trade off in a structured way. Section 6 maps the co-
occurrence of systemic bottlenecks. Section 7 proposes a research agenda, and Section 8 concludes.

Before proceeding, it is worth making the scope of the argument explicit. This article is not a
comprehensive survey of Al for cybersecurity; a recent systematic survey of the higher-education subfield has
already been contributed by Agal and Raulji [12], and we rely on its coded corpus as a backbone. Nor is this
article a deployment study of any particular university system. What we offer is an interpretive reframing: a
translation of accumulated empirical findings into an explicit computational systems vocabulary that makes
structural trends and their cross-layer coupling visible. Where the empirical findings are quantitative, we report
them with adequate precision and attribute them appropriately; where we extend them with new analysis, we do
so transparently through re-coding rather than re-estimation. The aim is to provide researchers, university
security practitioners and research funders with a shared language for describing an infrastructure transition that
is already under way.

2. A Computational Systems View of Academic Cybersecurity
A computational system, in the sense used here, is a stack of subsystems whose outputs and constraints

flow in both directions. Each subsystem has its own performance envelope, its own failure modes and its own
operational cost. No single subsystem is responsible for the quality of the overall decision; the weakest coupling
usually dominates [13][14]. Applied to academic cybersecurity, this perspective yields the five-layer stack
shown in Figure 1.

Layer 5 — Governance & Policy Plane
FERPA/GDPR compliance - Audit - Ethical oversight

Layer 4 — Decision & Response Plane
Explainable inference - Incident orchestration (SOAR)

Data & feedback flow

Layer 2 — Data & Feature Plane

Log normalization - Feature stores - Privacy filters

Layer 1 — Telemetry & Sensor Plane
Network flows - Endpoint logs - loT - Authentication events

Figure 1. 4 five-layer computational systems stack for Al-based academic cybersecurity.

The lowest layer is the Telemetry and Sensor Plane. Universities generate an unusually heterogeneous
telemetry mix: NetFlow and IPFIX records from residential, research and administrative networks;
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authentication events from SSO gateways; endpoint logs from managed and unmanaged devices; IoT signals
from laboratories, libraries and building management systems; and application logs from learning management
platforms [15][16]. The volume is high, the quality is uneven, and much of the data is semi-structured. The
design question at this layer is not whether more signals can be collected, but which subset carries enough
decision-relevant information to justify the storage, transport and privacy costs of collecting it [17].

The second layer is the Data and Feature Plane. Raw telemetry is normalized, joined across sources,
enriched with context (user role, device posture, asset sensitivity) and transformed into feature representations
suitable for downstream models. This is where the majority of operational engineering effort is usually spent in
real deployments, and it is also where most academic studies quietly rely on previously curated datasets such as
CIC-IDS2017 or UNSW-NB15 [18][19]. Two properties make this layer decisive. First, feature pipelines embed
assumptions about data distribution that rarely match a live campus; concept drift and label scarcity are the
default rather than the exception [20]. Second, privacy filters — de-identification, hashing, aggregation — are
applied here, and they quietly bound what models can subsequently learn [21][22].

The third layer is the Model and Learning Plane. This is the layer that receives most research attention:
choice of architecture, training regime, regularization, optimizer and loss function. Within this layer a
meaningful distinction exists between centralized training on aggregated data, edge training on local devices,
and federated training across multiple administrative domains [23][24]. The choice is not purely technical; it is
shaped by the privacy constraints inherited from Layer 2 and by the integration constraints imposed by Layer 4.
Overlooking this cross-layer coupling produces models that perform well in isolation and fail in integration.

The fourth layer is the Decision and Response Plane. Models do not protect universities; decisions and
actions do. At this layer, model outputs are fused, ranked, explained and either passed to human analysts or
turned into automated actions through security orchestration, automation and response (SOAR) platforms
[25][26]. Three requirements dominate here: latency, because alerts that arrive after containment is impossible
are operationally worthless; explainability, because automated disciplinary-adjacent actions (blocking a research
IP, suspending a student account) demand a defensible rationale [27]; and reversibility, because a false positive
that locks out a visiting professor during an exam week has real academic cost [28].

The fifth and outermost layer is the Governance and Policy Plane. This is where institutional, legal and
ethical constraints are made explicit: FERPA, GDPR and local data protection laws; institutional risk registers;
research ethics boards; and increasingly, Al governance frameworks that impose audit, documentation and
redress obligations on automated decisions [29][30][31]. The governance layer does not merely constrain the
lower layers; it actively reshapes them, because models that cannot be audited effectively cannot be deployed in
regulated contexts regardless of their accuracy.

The practical value of this five-layer stack is that it turns vague disagreements into locatable design
decisions. A proposal that a university adopt a federated learning platform is not a Layer 3 choice in isolation; it
is simultaneously a Layer 2 choice (what features can be exchanged without violating privacy filters), a Layer 4
choice (how aggregated models integrate with existing SOAR workflows) and a Layer 5 choice (whether the
federation agreement is legally defensible across jurisdictions). Sections 4 through 6 use this stack to re-read the
current state of academic cybersecurity research.

Two properties of this stack deserve emphasis before the analysis proceeds. The first is that the layers are
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not independently fungible. Upgrading the Model and Learning Plane from a gradient-boosted decision tree to a
transformer does not, on its own, improve detection quality if Layer 2 continues to expose features that preserve
only weak discriminative signal, or if Layer 4 continues to present alerts in a way that analysts cannot triage at
the rate they are generated. The envelope of what Layer 3 can deliver is bounded above by the quality of Layer 2
and below by the throughput of Layer 4. Conflating the algorithmic layer with the whole system is a common
but consequential category error [13][15].

The second property is that institutional constraints propagate upward as well as downward. FERPA-style
legal constraints at Layer 5 rule out certain feature combinations at Layer 2, which in turn rule out certain
supervised-learning regimes at Layer 3, which in turn change the architecture of Layer 4 decisions. Because
propagation is bidirectional, architectural choices that look technically equivalent may be legally or
pedagogically unequal. The architecture of a campus SOC is, in this sense, a sociotechnical artifact and must be
studied as such [27][28][31].

3. Data and Methods

The analysis draws on two sources. The first is the systematic corpus recently curated by Agal and Raulji
[12], which contains 157 peer-reviewed studies on Al-based information security in higher education published
between 2020 and May 2025. This corpus was constructed through a multi-database search (IEEE Xplore,
SpringerLink, ScienceDirect and Wiley Online Library), two-stage screening with inter-rater validation, and a
four-dimensional taxonomy spanning Al methodology, application domain, deployment architecture and
evaluation maturity. We adopt its coding results as a secondary dataset and do not reproduce the primary
screening procedure. The second source is a small set of complementary inputs: publicly available university
incident-response narratives, federated-learning deployment case studies reported in peer-reviewed venues, and
published benchmark descriptions.

Table 1 summarizes how each of the five systems layers was operationalized for the re-analysis. For each
study in the backbone corpus we recorded a systems-layer signature indicating which layers the study engaged
with in a non-trivial way, and we cross-tabulated those signatures against the taxonomy dimensions. The re-
coding was performed independently by the authors and reconciled through discussion, with a target inter-rater
agreement above 0.8 Cohen’s k on a 20-study pilot; the observed agreement was 0.83. The cross-tabulations
reported in Sections 4 through 6 use the re-coded signatures.

Table 1. Operationalization of the five systems layers in the re-analysis.

Layer Focal constructs Evidence indicators used
Telemetry & Sensor Signal sources, data volume, Reported log types, sensor
heterogeneity density, ingestion rate
Data & Feature Feature pipelines, labels, privacy Dataset disclosure, label
filters provenance, de-identification
notes
Model & Learning Al paradigm, training locus Model family, training
architecture

(central/edge/federated)
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Layer Focal constructs Evidence indicators used

Decision & Response Explainability, latency, SOAR XAI usage, latency metrics,
integration orchestration hooks

Governance & Policy Regulation, audit, ethics FERPA/GDPR mentions, ethics

framework, bias audit

Three analytical procedures are then applied. First, we examine the architectural migration from centralized
to federated systems by reconstructing year-by-year shares of the four deployment categories (centralized cloud,
distributed edge, federated and hybrid) and comparing them against reported operational-deployment
distributions in universities. Second, we re-express performance benchmarking as a trade-off structure across
five systems-relevant axes — accuracy and detection, computational efficiency, operational practicality, privacy
preservation and scalability — using corpus-level aggregate scores. Third, we conduct a co-occurrence analysis
of research gaps, treating gaps as nodes and their joint appearance in study limitations as edges, in order to
surface systemic rather than isolated bottlenecks.

A consistent convention is used throughout. When a quantitative value is reported at the level of the
original corpus, it is cited to Agal and Raulji [12]. When a value is re-aggregated or re-interpreted under the
systems stack, it is reported without additional citation but remains traceable to the corpus. The analysis does
not re-run statistical tests on individual studies; it applies the stack as an interpretive layer that makes structural
trends visible.

4. The Architectural Migration from Centralized Logs to Federated
Intelligence
For most of the last decade, academic cybersecurity has been organized around centralized log aggregation.

Flows, authentication events, endpoint telemetry and application logs are shipped to a security information and
event management (SIEM) platform, where rules and, increasingly, machine-learning classifiers produce alerts
for a small human analyst team [32][33]. This architecture is a direct inheritance from commercial enterprise
security, and it has obvious appeal: centralization simplifies ingestion, training and compliance reporting, and it
allows expensive detection capabilities to be shared across a whole institution. It also reflects the intellectual
habits of the research community, which has overwhelmingly tested models in centralized settings [34].

The difficulty is that centralized architectures collide with three distinctive features of modern HEIs. First,
the data is not legally free to move. Student records, biometric signals and cross-institutional research data carry
jurisdictional constraints that make aggregation at a single point either expensive or unlawful [35][36]. Second,
the infrastructure itself is heterogeneous and federated in practice: departments, research centres, residential
networks and spin-out laboratories run on different hardware with different administrators [37]. Third, the threat
surface is distributed in exactly the same way as the infrastructure: a ransomware actor who compromises a
single lab IoT controller does not need to traverse the main SIEM to reach sensitive systems [38]. Centralization
solves a problem that does not quite exist and obscures a topology that does.
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Centralized Edge Federated
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local inf. local inf. local inf. local model local model local model

Raw data

centralized Inference at edge, Model weights only;
alerts to SOC no raw data shared

Architectural migration: reducing data movement and privacy exposure

Figure 2. Architectural migration from centralized, through edge, to federated intelligence.

Figure 2 sketches the migration path. In a centralized configuration, raw data is shipped from departments
into a single security operations centre. In an edge configuration, inference is performed locally on campus
gateways or departmental servers, and only alerts or aggregated signals are forwarded. In a federated
configuration, multiple institutions (or multiple administrative domains within one institution) train a shared
model on their own data and exchange only model updates through an aggregator, never raw logs [39][40]. Each
step reduces the amount of data in motion, the privacy exposure and the single-point-of-failure risk; each step
also raises the engineering complexity of aggregation, versioning and security of the model exchange itself.

The backbone corpus allows a quantitative reading of how far this migration has progressed in the research
literature. Figure 3 combines annual publication counts with the evolving share of AI methodologies. Two
signals are clear. First, output has roughly doubled, from 18 studies in 2020 to 45 in 2025, with an average
compound annual growth of roughly 20 per cent. Second, the dominant methodology has shifted: traditional
machine learning (SVM, random forests, decision trees) accounted for more than half of studies in 2020 but has
fallen to roughly a quarter by 2025, while deep-learning architectures have grown to more than 60 per cent
[12][41]. Emerging paradigms — federated learning, explainable Al, reinforcement learning — remain a small
but steadily growing share of the corpus.
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Figure 3. Annual publication volume (left) and share of Al-methodology categories (right), 2020-2025.

A methodological evolution is not, however, an architectural one. When the same corpus is re-read along
deployment architecture rather than methodology, a more troubling pattern appears. As Figure 4 shows,
centralized cloud-based architectures dominate the research literature (roughly 67 per cent of studies) while

hybrid architectures receive only marginal attention (around 4.5 per cent). The operational reality is almost
inverted: survey data from university CISOs reported in the same corpus indicate that hybrid architectures are
the actual deployment norm in about half of institutions, while centralized-only deployments account for

roughly 22 per cent [12][42].

80

gap +45%
67%

22%
19%

13%

Distributed
edge

Centralized

[ Research focus
B Actual deployment

gap -46%
51%

14% 14%

Federated

Hybrid

Figure 4. Research focus versus operational deployment across four architectural categories.

This mismatch is not a rounding error. A 45-point gap in centralized focus and a 46-point gap in hybrid
focus mean that the research community is systematically studying architectures that are under-deployed and
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systematically under-studying architectures that are in production [43]. From a computational systems
perspective, the consequence is predictable. Research-grade centralized models inherit evaluation conditions
(uniform ingestion, clean labels, unconstrained compute) that do not hold in hybrid production contexts, and
their reported performance therefore overstates achievable operational performance. The translation gap is
baked into the architectural mismatch.

Federated learning deserves particular attention because it sits on both sides of this migration. In the
research corpus, federated studies grew from two in 2020 to eighteen in 2025 [12], but they remain a minority at
approximately 14 per cent of the 2025 output. In actual deployment, federated approaches are still rare, reported
by roughly 14 per cent of surveyed institutions. Here research and operational reality are unusually well aligned,
but both are low. The practical barriers include the engineering cost of secure aggregation, the difficulty of
managing non-IID data distributions across campuses, the lack of standard federated SOAR integrations and the
complex governance of cross-institutional agreements [44][45][46]. These are systems-level barriers; they will
not be solved by a better optimizer.

The geographic pattern is also instructive. Restricting the corpus to studies published in 2024 and 2025,
approximately 38 per cent of corresponding authors are affiliated with North American institutions, 35 per cent
with institutions in the Asia-Pacific region and 22 per cent with European institutions, with the remaining 5 per
cent distributed across other regions [12]. The Asia-Pacific share includes a growing proportion of studies that
explicitly address resource constraints and that favour lightweight models deployable on modest campus
hardware, while European studies disproportionately engage with Layer 5 privacy regulation. This distribution
has an architectural corollary: federated approaches appear more frequently in studies from jurisdictions where
cross-institutional data sharing is already contractually complex, and centralized cloud-based approaches appear
more frequently in studies from jurisdictions where large commercial cloud ecosystems are well established
[24][41][45].

Seen together, Figures 3 and 4 describe a field that is methodologically progressive and architecturally
conservative. The methodology curve bends sharply toward deep learning and emerging paradigms, but the
architecture curve continues to rest on centralized assumptions inherited from a previous decade of enterprise
security. Closing this second curve will require more than algorithmic innovation; it will require shared
infrastructure, agreed-upon standards for cross-institutional model exchange and research funding that rewards
systems engineering at least as much as algorithmic novelty. The next section examines what happens to
performance when the analysis is re-expressed in the terms of such systems engineering rather than in the terms
of raw detection accuracy.

5. Performance Under Systems Constraints
Once performance is read from a computational systems perspective, the notion of a single "best" model

dissolves. The relevant question is which combination of accuracy, computational efficiency, operational
practicality, privacy preservation and scalability is best suited to a given institutional context [47]. Figure 5
presents a normalized radar view across these five axes for the four methodology families identified in Section 4.
The underlying data are aggregated from the backbone corpus and rescaled to a common 0 to 1 range so that
visual comparison is meaningful.
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Figure 5. Normalized multi-axis trade-off profiles of four AI methodology families.

Several structural findings emerge. Traditional machine learning is efficient, practical and reasonably
scalable but trails on raw accuracy; deep learning is the most accurate family but the least efficient and the least
practical to operate; hybrid methods occupy a balanced position; and emerging paradigms, particularly federated
learning and explainable Al, score highest on privacy preservation but remain moderate on efficiency and
practicality. When the five axes are aggregated into an overall mean, traditional machine learning and hybrid
methods score very similarly (approximately 0.74 and 0.73), deep learning scores lowest (around 0.61) and
emerging paradigms occupy the middle (roughly 0.65). The model with the highest accuracy is not the model
with the highest aggregate score [48].

This trade-off is not accidental; it is structural. More sophisticated models require more data, more compute,
more engineering and more oversight, and each of these costs is paid in a different layer of the stack. Table 2
condenses the pattern into a systems accounting view. Accuracy is paid for in Layers 2 and 3 through data
volume and training compute; efficiency is paid for at deployment time in Layer 3 and Layer 4; practicality is
paid for across Layers 4 and 5 through integration and governance work; privacy is paid for in Layers 2 and 5
through architectural restrictions on data movement; and scalability is paid for across all layers in the form of
standardization cost.

Table 2. Systems-layer accounting of performance dimensions.
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Performance dimension Primary layers implicated Dominant cost paid

Accuracy and detection Data & Feature, Model & Data volume and training compute
Learning

Computational efficiency Model & Learning, Decision & Inference latency and memory
Response

Operational practicality Decision & Response, Integration, maintenance, analyst
Governance time

Privacy preservation Data & Feature, Governance Data-movement restrictions,

federated overhead

Scalability All layers Standardization and
interoperability

This layered accounting has two immediate implications for research design. First, when a study reports a
point estimate of accuracy without noting the layers whose costs were paid to achieve it, the estimate is partially
uninterpretable. A deep transformer-based intrusion detector that reaches 97 per cent F1 on a benchmark is not
directly comparable with a lightweight gradient-boosted model reaching 94 per cent if the former requires a
GPU class that the receiving university cannot afford to operate continuously [49]. Second, when methodology
choices are constrained by Layer 5 governance, the research community’s current preference for accuracy-first
methodology is in tension with the institutions it claims to serve. Governance-constrained environments will
favour methods that are slightly less accurate but fully auditable.

A related pattern appears in evaluation practice. Across the backbone corpus, only about 11 per cent of
studies employed pilot or production-grade evaluation; roughly 62 per cent relied on lab evaluation with
synthetic or benchmark datasets [12]. Average quality-assessment scores are nonetheless substantially higher for
the pilot studies (8.3 versus 5.8 on a 10-point rubric). The field is aware that realistic evaluation produces
stronger evidence, but it continues to publish disproportionately at the lab-evaluation tier. Framed through the
stack, this is a selection effect: pilot and production evaluations require all five layers to cooperate, including
governance, whereas lab evaluations require only Layers 1 through 3. The research economy rewards the
cheaper evaluation, and the translation gap persists [50].

The inverse relationship between technical sophistication and operational practicality is therefore not a
curiosity; it is a predictable consequence of how cost accumulates across the stack. A useful corollary is that
performance claims should be reported alongside a minimum disclosure about data provenance (Layer 2),
training locus (Layer 3), integration target (Layer 4) and governance context (Layer 5). The field already has
templates for such disclosures, including model cards and datasheets for datasets [29][30]; they are, however,
rarely used in academic-cybersecurity studies.

The corpus also contains latent evidence that the penalties for ignoring this accounting are already being
paid. Approximately 63 per cent of studies report adversarial vulnerability as a limitation, 49 per cent report
high false-positive rates and 55 per cent report integration challenges with legacy SIEM or SOAR systems [12].
These three figures are not independent, and Section 6 will show that they co-occur in a reinforcing pattern. For
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the present purpose, the important observation is that each of these limitations maps to a specific layer of the
stack. Adversarial vulnerability is principally a Layer 3 limitation with a Layer 2 root cause: models trained on
unrepresentative features fail against attackers whose behaviour was not in the training distribution. High false-
positive rates are principally a Layer 4 problem because analysts, not detectors, pay the cost. Integration
challenges are principally a Layer 4 and Layer 5 joint problem because they arise at the boundary between the
model and the operational system that must consume its outputs.

A consequence is that the canonical research response — improving the model — addresses only one of the
three and often the least operationally decisive. A slightly more accurate classifier does not reduce analyst
fatigue if the alert ranking algorithm is unchanged, and it does not improve integration if the SOAR hooks are
still missing. In a small supplementary reading of twenty deployment-oriented studies drawn from the pilot
subset of the corpus, we observed that interventions framed as Layer 4 improvements (alert prioritization,
analyst workflow redesign, explainable output formats) delivered proportionally larger operational gains than
interventions framed as Layer 3 improvements of comparable magnitude. The sample is too small to generalize,
but it is consistent with the structural accounting and suggests a research-design hypothesis: in production
academic cybersecurity, Layer 4 investments have a higher operational return per engineering hour than Layer 3
investments beyond a basic competence threshold.

6. Systemic Bottlenecks and Their Co-Occurrence
The challenges reported by individual studies are not independent. When a study lists adversarial

vulnerability as a limitation, it is typically also reporting an unrealistic evaluation dataset, and it is very often
also reporting integration challenges into existing university infrastructure. This is a systemic pattern: the gaps
co-occur, and the co-occurrence structure is more informative than any single gap. Figure 6 visualizes this
structure as a network in which nodes are gaps and edge thickness is proportional to the frequency of joint
appearance in study limitations.

Unrealistic
datasets

Integration
Adversarial challenges
vulnerability

High false

Computational

complexity positives

Skills gap

Node size = frequency; edge thickness = co-occurrence strength
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Figure 6. Co-occurrence network of research gaps in Al-based academic cybersecurity.

Three co-occurrence clusters are particularly visible in the backbone corpus. The first is an adversarial-
evaluation-integration triangle connecting adversarial vulnerability, unrealistic datasets and integration
challenges. Studies that evaluate on synthetic data do not confront realistic adaptive attackers, and they
simultaneously miss the integration cost of deploying into a legacy university stack [12][38]. The second is a
complexity-maintenance-skills triangle connecting computational complexity, ongoing maintenance and the
scarcity of security-plus-Al expertise in university IT departments. Complex models require scarce people to
maintain them, and when those people are unavailable, models decay silently in production. The third is a
privacy-ethics-compliance nexus connecting privacy implications, algorithmic bias and compliance obligations.
This cluster is growing fastest in the recent literature, driven in large part by external regulatory pressure
[31][36].

Two analytical points follow from the co-occurrence structure. First, attacking a single gap rarely improves
outcomes, because the cluster re-absorbs the effect. Improving adversarial robustness on a synthetic benchmark
does not, by itself, produce robustness in a live university network, because the underlying issue is that the
benchmark is not a proxy for the live network. Second, some gaps are causally upstream of others. Unrealistic
evaluation is plausibly upstream of the whole adversarial-evaluation-integration triangle, and the skills gap is
plausibly upstream of the complexity-maintenance cluster [37][43]. Interventions that target upstream gaps can,
in principle, deliver larger downstream improvements than interventions that target terminal symptoms.

A second, harder observation is that there are also silent gaps: problems the literature rarely mentions even
when they are operationally important. Sustainability and carbon footprint of Al security systems, disaster
recovery and business continuity for model infrastructure, end-of-life and decommissioning procedures for
retired models, and human-factors research that sits outside the phishing-awareness subfield together account for
a very small share of published studies. This is not evidence that those topics are unimportant; it is evidence that
the incentive structure of the research community does not reward them. A systems-level view is precisely what
is needed to bring silent gaps back into scope, because they sit at the boundaries between the stack layers where
they are easily overlooked.

Citation-network behaviour reinforces this point. The backbone corpus contains three dense research
communities — network security, human-centred security and privacy-preserving learning — and the
proportion of references crossing community boundaries is low [12][46]. From a systems perspective, this
fragmentation is worrying because real academic-cybersecurity problems routinely cross those boundaries. A
compromised student account that is used to enumerate research datasets touches the network, human and
privacy communities simultaneously, and solutions that address only one of the three are structurally incomplete.

A closer look at the temporal evolution of gap prevalence reveals an additional pattern. Over the 2020 to
2025 window, the share of studies reporting ethical concerns has grown from roughly 18 per cent to roughly 42
per cent, while the share reporting technical limitations has remained stable around 90 per cent and the share
reporting conceptual gaps has actually declined slightly [12]. The growing prominence of ethics is not offset by
an equivalent reduction in the technical or methodological tiers, which means that studies are now carrying a
larger cumulative burden of limitations than they did five years ago. The marginal study is both more technically
ambitious and more ethically aware, and the engineering envelope required to discharge both requirements
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simultaneously is correspondingly larger. One plausible interpretation is that the field has not yet adjusted its
evaluation expectations to its new ambition surface; studies are being asked to do more without being allowed to
take longer or to reach further into the governance layer for support.

Finally, the co-occurrence structure suggests a practical research-design heuristic. Because gaps cluster into
triangles that share at least one upstream node, targeted interventions at the upstream node can relieve pressure
on downstream nodes even when those downstream nodes are not themselves addressed. Improving evaluation
realism — through shared academically realistic benchmarks, longitudinal evaluation windows and agreed-upon
adversarial testing protocols — is therefore likely to yield a disproportionate improvement in the adversarial-
evaluation-integration cluster, whereas improving a single deep-learning architecture would not. The heuristic is
modest but actionable: find the upstream node, invest at the node and measure the downstream effect, rather
than directly attacking the symptom.

7. A Research Agenda for Federated Academic Cybersecurity
The combined evidence from the preceding sections suggests a concrete, deployment-focused research

agenda. Six priorities deserve highlight.

First, build shared federated infrastructure for academic cybersecurity. A reusable open federated-learning
substrate with built-in secure aggregation, differential privacy accounting, non-IID handling and audit-trail
generation would remove a substantial fraction of the engineering overhead currently borne individually by each
university [39][40][44]. Consortium-scale projects are the natural vehicle, and regional higher-education
networks are already the natural host. Such a substrate would also provide a testbed for the next generation of
academically realistic benchmarks: a genuinely cross-institutional dataset, collected with privacy guarantees
built into the pipeline, would be of considerably more research value than another release of a decade-old
generic benchmark.

Second, standardize benchmarks that reflect university traffic. The dominance of CIC-IDS2017 and NSL-
KDD in the corpus reflects availability more than fit [18][19]. A community-curated benchmark that captures
academic-calendar seasonality, BYOD diversity and the distinctive mix of research, residential and
administrative traffic would reduce the evaluation-gap problem faster than any algorithmic advance [50].
Benchmark governance is itself a research question: deciding how to refresh labels, how to handle distribution
drift across academic terms and how to coordinate contributions from multiple institutions without exposing any
one institution to disclosure risk.

Third, publish model disclosures alongside performance claims. The model-card and datasheet conventions
already developed in the broader machine-learning community [29][30] map directly onto the five-layer stack
and should become a normal expectation for studies claiming operational relevance. A minimum disclosure
should include the telemetry provenance (Layer 1), the feature pipeline and privacy filters (Layer 2), the training
locus and data distribution assumptions (Layer 3), the integration target and latency envelope (Layer 4) and the
governance context, including applicable regulation and ethics review (Layer 5).

Fourth, invest in human-in-the-loop integration research. Automated response is desirable, but the analyst is
not going away. Research on how Al outputs should be summarized, explained and prioritized for a small
university SOC team — including how to preserve analyst skill in the presence of automation — is a Layer 4
problem with direct operational payoff [25][27][28]. This includes studies of cognitive load, alert fatigue, trust
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calibration and team-level adoption dynamics, all of which have been well developed in safety-critical domains
but remain under-applied in academic cybersecurity.

Fifth, treat governance as a research topic rather than a compliance burden. Frameworks for auditing Al
security tools, for documenting algorithmic decisions that affect students and staff, for handling cross-
jurisdictional research collaborations, and for assessing the carbon footprint of security infrastructure are all
under-researched and under-published [31][36]. Because they sit at Layer 5, they shape every layer below.

Sixth, close the citation-cluster gaps. Structured interdisciplinary working groups that combine network
security, human-centred security and privacy-preserving learning will produce solutions that no single cluster
can produce alone. The practical vehicle could be joint special issues, shared datasets or federated testbeds that
require teams from all three clusters to contribute.

8. Conclusion
Academic cybersecurity is in the middle of an architectural migration whose implications the research

literature has only partly absorbed. The dominant research framing — centralized, accuracy-first, lab-evaluated
— reflects the early maturity of a new field more than the operational reality of the institutions the field intends
to serve. A computational systems view makes this visible. The field is not merely choosing between classifiers;
it is choosing between system architectures, and the choices have consequences that ripple through data,

deployment, decisions and governance simultaneously.

Re-reading the systematic corpus of Agal and Raulji [12] through a five-layer stack has produced three
findings. First, the research-deployment mismatch is concentrated in the architectural dimension: centralized
systems are over-studied and hybrid systems are under-studied, and this mismatch explains a substantial part of
the translation gap observed in practice. Second, performance trade-offs are structural rather than accidental;
sophistication and practicality trade off because their costs are paid in different layers of the stack. Third,
systemic bottlenecks cluster into reinforcing triangles, which means that single-gap interventions are unlikely to
move the needle as much as stack-level reforms.

The agenda proposed here is deliberately modest in ambition and concrete in form. Shared federated
infrastructure, academically realistic benchmarks, normalized model disclosure, integration-focused human-in-
the-loop research, governance-as-research, and interdisciplinary bridge-building are each feasible with today’s
technology and today’s regulatory environment. They do not require a conceptual breakthrough; they require
that the research community take the infrastructure side of its own work seriously.

The broader point is that academic cybersecurity belongs to a larger family of computational systems
problems in which the quality of the decision depends on the quality of every layer below it. Universities are not
the only sector facing this structure — healthcare, public administration and critical infrastructure face
analogous challenges — but universities are unusually exposed to it because their commitment to openness,
their duty of care and their resource constraints amplify the coupling between layers. A computational systems
view of academic cybersecurity is therefore not a purely academic exercise; it is an operational necessity, and
the migration from centralized logs to federated intelligence is, in the end, the organizing project of the next
decade of research.

Several limitations of this analysis should be acknowledged. First, the reading depends on a single
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systematic corpus, and different corpora with different inclusion criteria would yield slightly different numeric
summaries even if they produced the same qualitative picture. Second, the deployment statistics we compared
against research shares are drawn from the same corpus’s expert-workshop panel and therefore inherit its
particular sampling, which tends to over-represent research-intensive institutions. Third, the five-layer stack is
an interpretive device, not a validated measurement instrument; other decompositions are possible, and we
expect alternative decompositions to share the conclusion that structural coupling dominates but to allocate
specific effects differently. Finally, we have emphasized structural and architectural trends and have largely set
aside the rapidly evolving question of adversarial robustness against attackers who have themselves adopted
generative Al, a topic that deserves a dedicated treatment in its own right.

Taken together, these limitations do not weaken the argument that the architecture of academic
cybersecurity matters more than any single model; they sharpen it. The migration toward federated, edge-aware,
governance-literate security systems is under way, and the research community’s most useful contribution is to
bring the tools of systems thinking to bear on it. The question for the next half-decade is not whether universities
will move in this direction but whether the research literature will be a productive partner in the move or a
retrospective observer of it.
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