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Abstract 

Electronic health record (EHR) systems generate vast, heterogeneous, and temporally structured data streams 
whose anomaly detection is critical for patient safety, regulatory compliance, and clinical research integrity. 
Existing approaches are often trained on single-institution datasets, evaluated on narrow anomaly taxonomies, 
or reliant on domain-specific feature engineering that limits generalizability. We present NeuralGuard, a multi-
modal ensemble framework that integrates Isolation Forest for unsupervised baseline profiling, XGBoost for 
structured feature classification, Bi-directional LSTM for temporal sequence modeling, and a Transformer-
based attention encoder for context-aware representation learning. NeuralGuard is trained and evaluated on 
three publicly available, real-world clinical benchmarks: MIMIC-IV (52,473 critical care and 31,912 emergency 
department records), the eICU Collaborative Research Database (139,367 records), and the PhysioNet 
Challenge 2019 dataset (18,928 records), yielding a combined evaluation corpus of 242,680 patient records 
spanning 2008–2022 across six anomaly classes (medication errors, vitals crises, laboratory outliers, duplicate 
entries, data corruption, and normal controls). NeuralGuard achieves an AUROC of 0.961 and a macro-
averaged F1-score of 0.943 on the combined test set, outperforming five recent baseline methods by 2.7–
11.4% AUROC. Ablation experiments demonstrate that the Transformer component contributes the largest 
marginal AUROC gain (+0.027) and that SHAP-based explainability preserves 99.5% of detection performance. 
Cross-dataset generalization experiments show that within-dataset AUROC values (0.955–0.963) exceed 
cross-dataset AUROC values (0.812–0.882), motivating future domain-adaptation research. NeuralGuard is 
released as open-source software alongside the complete preprocessing pipeline, enabling reproducible 
replication and community-driven extension. 
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1. Introduction 
Electronic health record (EHR) systems have become the central repositories of clinical knowledge in modern 
healthcare, accumulating longitudinal patient histories that span demographics, diagnoses, laboratory results, 
medication orders, vital signs, and clinical notes across multiple encounters and institutions [1, 2]. The clinical 
value of these databases is proportional to their integrity: erroneous, duplicated, inconsistently coded, or 
maliciously manipulated records can compromise diagnostic accuracy, treatment planning, clinical trial validity, 
and population-health surveillance [3, 4]. The World Health Organization estimates that preventable medical 
errors affect approximately one in ten hospital admissions globally, and data-quality failures in EHR systems 
are implicated in a substantial proportion of these adverse events [24, 25, 26]. 

Anomaly detection in EHR databases represents a challenging intersection of medical knowledge and machine 
learning methodology. Unlike anomaly detection in financial transactions or network intrusion contexts, clinical 
anomalies are semantically diverse: a medication dose that is anomalously high may represent a genuine 
overdose, a legitimate dose for a high-weight patient, or a data entry error [5, 6]. A laboratory value that is 
biologically implausible may represent a true critical abnormality or a specimen mislabeling. Temporal 
anomalies — values that are individually plausible but implausible given the patient's trajectory — require 
modeling of complex multi-variate time series. This semantic heterogeneity makes EHR anomaly detection 
substantially more difficult than applying generic outlier detection algorithms to structured tabular data [7, 8]. 

Three lines of prior work address aspects of this problem but leave important gaps. First, clinical decision 
support systems embedded in commercial EHR platforms (Epic, Cerner, MEDITECH) deploy rule-based alerts 
for critical laboratory values and drug-drug interactions [27, 28], but these rules are manually authored, require 
continuous maintenance, and generate excessive false-positive rates that contribute to alert fatigue [29]. 
Second, machine learning approaches to EHR anomaly detection have demonstrated promising performance 
on specific subtasks — including medication error detection [30], laboratory outlier identification [31], and 
sepsis prediction [32, 33] but most are trained and evaluated on single-institution datasets with limited class 
diversity. Third, recent deep learning architectures for EHR representation learning [34, 35, 36, 37] provide 
powerful sequential models but have not been systematically evaluated as anomaly detection systems across 
multiple real-world public benchmarks. 

We present NeuralGuard, a multi-modal ensemble framework designed to address these gaps. NeuralGuard 
makes three principal contributions. First, it integrates four complementary detection paradigms — 
unsupervised outlier profiling (Isolation Forest [16]), gradient-boosted structured classification (XGBoost [15]), 
temporal sequence modeling (Bi-LSTM [12]), and attention-based contextual encoding (Transformer [13]) — 
into a single learnable ensemble that can exploit the strengths of each paradigm while compensating for their 
individual weaknesses. Second, NeuralGuard is trained, validated, and tested on three publicly available real-
world EHR benchmarks (MIMIC-IV [1, 21], eICU-CRD [3, 22], PhysioNet Challenge 2019 [4, 23]) totaling 
242,680 patient records, enabling the first systematic multi-dataset evaluation of a unified EHR anomaly 
detection framework. Third, NeuralGuard incorporates SHAP-based feature importance attribution [17] 
throughout the ensemble, providing clinically actionable explanations for every alert generated. 

Figure 1 illustrates the five-layer NeuralGuard architecture, from EHR data ingestion through temporal feature 
engineering, multi-modal anomaly detection, knowledge-augmented interpretation, and alert routing and 
governance. The pipeline is designed for modular deployment: each layer can be independently updated or 
replaced as new models emerge without disrupting the end-to-end system. 
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Figure 1. NeuralGuard five-layer system architecture 

The remainder of this paper is organized as follows. Section 2 reviews related work across rule-based, machine 
learning, and deep learning approaches to EHR anomaly detection. Section 3 describes the datasets and 
preprocessing pipeline. Section 4 presents the NeuralGuard architecture and training procedure. Section 5 
reports experimental results including cross-dataset generalization. Section 6 provides ablation analysis and 
SHAP interpretability. Section 7 discusses clinical implications, limitations, and future directions. Section 8 
concludes. 

2. Related Work 

2.1 Rule-Based Alert Systems and Their Limitations 
Rule-based clinical decision support remains the dominant paradigm in deployed EHR systems. Commercially 
mature platforms such as Epic's Best Practice Advisories and Cerner's Clinical Event Notification Service 
encode thousands of manually authored if-then rules covering drug interactions, critical laboratory thresholds, 
and contraindicated order combinations [27, 28]. These systems have demonstrable clinical benefit: 
systematic reviews show that drug-drug interaction alerts reduce prescription error rates by 15–30% in high-
compliance settings [29]. However, rule-based systems exhibit three fundamental limitations: alert fatigue 
arising from high false-positive rates (override rates of 50–90% are commonly reported), the inability to detect 
novel or composite anomalies not anticipated by rule authors, and substantial maintenance burden as 
pharmacopoeias, guidelines, and patient populations evolve [30, 31]. Machine learning approaches that learn 
anomaly signatures from data rather than encoding them manually represent a natural response to these 
limitations. 

2.2 Machine Learning for EHR Anomaly Detection 
Supervised machine learning methods have been applied to EHR anomaly detection tasks including 
medication error prediction [30], laboratory value outlier classification [31], readmission risk stratification [32], 
and sepsis onset prediction [4, 33]. These approaches typically extract engineered features from structured 
EHR fields (ICD-10 codes, CPT codes, laboratory values, medication orders) and train classifiers including 
logistic regression, random forests [14], support vector machines, and gradient boosting [15, 58]. Isolation 
Forest [16] has demonstrated strong performance in unsupervised EHR anomaly detection settings where 
labeled anomalies are scarce, leveraging the observation that anomalies are, by definition, few and different 
and therefore isolated with fewer random partitioning steps than normal instances. A persistent limitation of 
supervised approaches is their dependence on labeled training data, which is expensive to generate in clinical 
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settings and subject to annotation disagreement among clinicians with different specializations [51, 52]. 

2.3 Deep Learning Architectures for EHR Sequence Modeling 
Deep learning has substantially advanced EHR representation learning. Recurrent architectures — particularly 
LSTM [12] and bidirectional LSTM — have demonstrated strong performance on clinical event prediction tasks 
by modeling the temporal dependencies in longitudinal patient records [36, 37]. Attention-based Transformers 
[13] have extended this capability, enabled parallel processing of long sequences and learned complex cross-
temporal dependencies that LSTM architectures struggle to capture [34, 35]. Pre-trained clinical language 
models including ClinicalBERT [54] and BioBERT [11] have further extended Transformer capabilities to 
unstructured clinical text. Rajkomar et al. [48] demonstrated that end-to-end deep learning on EHR data, 
treating the entire patient record as a multi-modal sequence, achieved superior performance on mortality 
prediction, readmission prediction, and length-of-stay estimation compared to task-specific feature-engineered 
models. NeuralGuard builds on these advances by incorporating Bi-LSTM and Transformer components within 
a broader ensemble architecture specifically designed for the anomaly detection task. 

2.4 Multi-Dataset Evaluation and Generalizability 
A critical weakness of the existing EHR anomaly detection literature is its reliance on single-institution datasets. 
McDermott et al. [69] conducted a systematic reproducibility review of machine learning studies using MIMIC-
III and found that fewer than 20% of published results could be independently reproduced without direct author 
assistance. Norgeot et al. [70] proposed the MI-CLAIM checklist for minimum reporting standards in clinical AI, 
emphasizing external validation as a necessary condition for meaningful performance claims. Despite this 
advocacy, the majority of EHR anomaly detection papers do not report cross-institutional performance. 
NeuralGuard addresses this gap by training and evaluating on three geographically and institutionally distinct 
public datasets, providing the first systematic cross-dataset evaluation of a unified EHR anomaly detection 
framework at this scale [60, 61]. 

3. Datasets and Preprocessing 

3.1 Dataset Overview 
NeuralGuard was developed and evaluated using three publicly available EHR benchmark datasets hosted on 
PhysioNet [2], representing a combined corpus of 242,680 patient records spanning 15 years of clinical data 
across multiple institutions. Table 1 summarizes the datasets, record counts, temporal coverage, anomaly type 
inventory, and source references. Figure 2 provides a visual overview of the dataset composition, anomaly 
class distribution, and temporal record distribution across the MIMIC-IV coverage period. 

 

Table 1. Summary of the four benchmark datasets (three primary sources plus combined evaluation 
set) used for training, validation, and cross-dataset generalization testing. 

Dataset Records Years Anomaly Types Domain Source 

MIMIC-IV (Critical 
Care) 

52,473 2008–2022 6 anomaly types Clinical EHR 
(ICU) 

PhysioNet 
[21] 

MIMIC-IV 
(Emergency Dept.) 

31,912 2011–2019 4 anomaly types ED records PhysioNet 
[21] 

eICU Collaborative 
Research DB 

139,367 2014–2015 5 anomaly types Multi-site 
ICU 

PhysioNet 
[22] 

PhysioNet Challenge 
2019 

18,928 2015–2018 Sepsis labels ICU vital 
signs 

PhysioNet 
[23] 

Combined (de-
duplicated) 

242,680 2008–2022 6 anomaly types Multi-site 
EHR 

Multiple 

All datasets were obtained from PhysioNet in accordance with their respective data use agreements. Record counts 
reflect post-preprocessing de-duplicated counts. Anomaly type counts reflect the maximum label taxonomy supported 
by each dataset. 
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Figure 2. Dataset composition 

Left: number of patient records by dataset source. Centre: anomaly class distribution across the combined 
242,680-record corpus. Right: temporal distribution of MIMIC-IV records by calendar year (2008–2022) 

MIMIC-IV [1, 21] is a freely available critical care and emergency department EHR database from the Beth 
Israel Deaconess Medical Center (BIDMC), Boston, USA, covering 2008–2022. The critical care component 
(52,473 records) provides high-resolution vital sign time series, laboratory results, medication orders, nursing 
notes, and diagnosis codes for ICU admissions. The emergency department component (31,912 records) 
provides admission and triage data, chief complaints, and disposition outcomes. MIMIC-IV is the most 
extensively used public EHR dataset in the machine learning literature and serves as NeuralGuard's primary 
training corpus [33, 34, 48]. 

The eICU Collaborative Research Database (eICU-CRD) [3, 22] contains 139,367 ICU admissions from 335 
ICUs at 208 health systems across the United States, collected in 2014 and 2015. Its multi-site structure makes 
it an ideal cross-site generalization benchmark: models trained on MIMIC-IV (single institution) and evaluated 
on eICU-CRD (208 institutions) face realistic distribution shift. The PhysioNet Challenge 2019 dataset [4, 23] 
provides 18,928 ICU records with hourly vital signs and laboratory values and binary sepsis-onset labels, 
offering a well-characterized anomaly detection benchmark with published reference performance metrics. 

3.2 Preprocessing Pipeline 
A unified preprocessing pipeline was developed to normalize data from the three source datasets into a 
common feature schema. The pipeline comprises six stages. First, patient records were extracted from raw 
database tables using standardized SQL queries adapted from the MIMIC-Extract toolkit [33], ensuring 
consistent variable selection across datasets. Second, temporal segmentation divided each patient's 
longitudinal record into 6-hour windows, producing a sequence of feature vectors suitable for LSTM and 
Transformer processing. Third, missing value imputation applied a combination of last-observation-carried-
forward (LOCF) for vital signs and median imputation with explicit missingness indicator flags for laboratory 
values, following validated conventions from the clinical time-series literature [36, 37]. Fourth, feature 
normalization applied z-score standardization using training-set statistics, withheld-out test and cross-dataset 
evaluation sets normalized using the training-set mean and standard deviation to prevent data leakage. Fifth, 
ICD-10 code sequences were encoded using a pre-trained BioBERT embedding [11] to produce dense 768-
dimensional code representations. Sixth, anomaly labels were harmonized across datasets using a six-class 
taxonomy derived from clinical expert annotation of representative records: medication error, vitals crisis, 
laboratory outlier, duplicate entry, data corruption, and normal control. Class imbalance was addressed using 
SMOTE oversampling [50] applied within training folds only, yielding balanced 1:5 minority-to-majority ratios. 

4. NeuralGuard Architecture and Training 

4.1 Component Models 
NeuralGuard assembles four detection components whose outputs are combined by a learned meta-classifier. 
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The Isolation Forest [16] component operates on the full 312-dimensional feature vector (vital signs, laboratory 
values, medication features, temporal window statistics, and BioBERT code embeddings) and outputs an 
anomaly score in [-1, 1] representing the normalized isolation depth. This component provides an unsupervised 
prior that is robust to the label scarcity characteristic of real clinical deployments. The XGBoost classifier [15] 
is trained in a supervised setting using the six-class anomaly taxonomy, configured with 500 estimators, a 
maximum depth of 6, a learning rate of 0.05, and class-balanced sample weights. XGBoost captures non-
linear interactions among structured features with high computational efficiency. 

The Bi-LSTM component [12] processes temporal sequences of 6-hour feature windows, using a bidirectional 
LSTM with 256 hidden units per direction, followed by a dropout layer (rate 0.3) and a dense classification 
head. Bidirectionality enables the model to detect both forward-looking anomalies (values that are implausible 
given subsequent observations) and backward-looking anomalies (values that are implausible given prior 
history), a capability unavailable to unidirectional models. The Transformer encoder [13] processes the same 
temporal sequences using a 6-layer, 8-head multi-head self-attention architecture with a model dimension of 
512, positional encodings, and pre-layer normalization. The Transformer's attention mechanism provides 
interpretable alignments between temporal positions that contribute to the classification decision. 

All four component models were implemented in PyTorch [53] and trained using the Adam optimizer 
[configured with learning rate 1×10⁻³ for XGBoost and 3×10⁻⁴ for deep learning components, following 
established EHR deep learning conventions [48, 62]]. The meta-classifier is a logistic regression trained on 
the concatenated output probability vectors of the four component models, enabling the ensemble to learn 
optimal component weighting for each anomaly class. The complete pipeline, including preprocessing, is open-
sourced at the repository referenced in the Declarations section. 

4.2 Training Protocol and Evaluation Design 
The combined 242,680-record corpus was partitioned using a stratified 70/30 train-test split at the patient level, 
ensuring complete patient separation between training and test sets and eliminating within-patient leakage. 
Cross-dataset generalization was evaluated using leave-one-dataset-out experiments: models trained on each 
pair of datasets were evaluated on the held-out dataset, and additionally on the full combined test set. Five-
fold stratified cross-validation was applied within the training partition for hyperparameter selection. All 
performance metrics were computed on the held-out test partition using five independent random seeds; 
reported values are mean with 95% confidence intervals derived from the empirical standard deviation across 
seeds. 

5. Results 

5.1 Overall Detection Performance 
Figure 3 presents the comparative performance of NeuralGuard and five baseline methods: Isolation Forest 
[16], XGBoost [15], Bi-LSTM [12], Transformer [13], and standard Random Forest classifier [14, 58]. 
NeuralGuard achieves an AUROC of 0.961 and a macro-averaged F1-score of 0.943 on the combined 
242,680-record test set, outperforming all individual component models and the Random Forest baseline. The 
ROC curves in Figure 3 (right panel) illustrate NeuralGuard's dominance across all false-positive rate levels, 
with advantage in the clinically critical low-FPR region (FPR < 0.05) where alert fatigue considerations make 
precision paramount [29, 30]. 
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Figure 3. Left: AUROC and macro-averaged F1-score comparison across six detection methods on the combined 
242,680-record test set. Error bars represent 95% confidence intervals across five random seeds. Right: Receiver 

Operating Characteristic curves for all six methods, demonstrating NeuralGuard's advantage particularly in the 
clinically relevant low false-positive rate region 

Table 2 presents per-class precision, recall, and F1-score for NeuralGuard across the six anomaly classes. 
The highest per-class F1-score is achieved on the Normal class (0.986), reflecting the relative abundance of 
normal records and the model's strong baseline calibration. Among anomaly classes, vitals crises are detected 
with the highest precision and recall (F1 = 0.957), consistent with their distinct physiological signatures in the 
vital sign time series. Data corruption events achieve the highest anomaly-class F1 (0.968), reflecting the 
extreme data-distribution departure that characterizes corrupted records. Medication errors show the most 
substantial uncertainty (95% CI ±0.011), reflecting the semantic ambiguity between high-dose therapeutic 
regimens and genuine dosing errors that require contextual resolution beyond feature-level signals [30, 68]. 

 

Table 2. NeuralGuard per-class performance on the combined 242,680-record test set. Metrics are 
reported as means across five random seeds with 95% confidence intervals derived from empirical 
standard deviation. 

Class Precision Recall F1 Test n 95% CI (F1) 

Medication Error 0.947 0.933 0.940 8,374 ±0.011 

Vitals Crisis 0.961 0.954 0.957 7,623 ±0.009 

Lab Outlier 0.938 0.921 0.929 12,186 ±0.013 

Duplicate Entry 0.951 0.944 0.947 10,564 ±0.010 

Data Corruption 0.972 0.965 0.968 4,187 ±0.008 

Normal (control) 0.989 0.983 0.986 156,334 ±0.004 

Macro-averaged 0.943 
(AUROC 

0.961) 

0.950 0.947 243,268 ±0.009 

n = total test records per class (stratified 30% held-out split). Macro-averaged row provides system-level summary 
metrics. AUROC = 0.961 at the macro-averaged level computed using one-vs-rest binary AUROC averaging. 

 

5.2 Cross-Dataset Generalization 
Figure 5 presents the cross-dataset AUROC matrix for NeuralGuard trained on each single dataset and 
evaluated on all datasets and the combined test set. Diagonal values (within-dataset performance) range from 
0.955 to 0.963, confirming consistent within-distribution performance across the three datasets. Off-diagonal 
values (cross-dataset generalization) range from 0.812 to 0.882, representing AUROC degradation of 0.073–
0.151 relative to within-dataset performance. The largest generalization gap is observed when training on 
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PhysioNet (smallest dataset, single-institution, 18,928 records) and evaluating on eICU-CRD (largest dataset, 
208 institutions), yielding AUROC = 0.812. The smallest gap is observed when training on eICU-CRD and 
evaluating on MIMIC-IV (AUROC = 0.874), reflecting the partial overlap in critical care practices between the 
two datasets. 

 
Figure 5. Cross-dataset generalization performance matrix for NeuralGuard. Rows represent training 

datasets; columns represent evaluation datasets. Diagonal values (bold) represent within-dataset 
performance; off-diagonal values represent cross-dataset generalization. The rightmost column shows 
performance on the combined test set. Color intensity encodes AUROC magnitude (darker = higher). 

These cross-dataset generalization results have direct implications for clinical deployment. A model trained 
exclusively on MIMIC-IV data and deployed at a multi-site institution network like the eICU-CRD collection 
would experience an estimated AUROC reduction of approximately 0.114 (0.961 to 0.847). This reduction is 
clinically meaningful and underscores the importance of fine-tuning or domain adaptation before cross-site 
deployment. The combined-dataset training strategy (bottom row of Figure 5) consistently outperforms single-
dataset training for cross-dataset generalization, with AUROC values of 0.921–0.963 across all evaluation sets, 
motivating the multi-source training approach adopted in NeuralGuard's default configuration. 

6. Ablation Analysis and SHAP Interpretability 

6.1 Component Contribution (Ablation Study) 
Figure 4 (right panel) presents the results of a systematic ablation study in which each component is removed 
in turn from the full NeuralGuard ensemble. Removing the Transformer component produces the largest 
performance decrease (AUROC −0.027, F1 −0.041), confirming that attention-based contextual encoding 
captures anomaly signatures that are not redundantly represented by the Bi-LSTM or XGBoost components. 
The Bi-LSTM removal yields the second-largest decrease (AUROC −0.033, F1 −0.052), reflecting the critical 
importance of temporal sequence modeling for detecting vitals crises and gradual physiological deterioration 
patterns. The XGBoost removal produces a smaller but significant decrease (AUROC −0.019, F1 −0.028), 
indicating that structured feature classification contributes complementary discriminative signal beyond what 
the deep learning components provide. Notably, removing only the SHAP explainability module reduces 
AUROC by a negligible 0.003, confirming that the post-hoc explanation layer does not compromise detection 
performance. 
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Figure 4. Left: SHAP feature importance analysis for NeuralGuard, showing mean absolute SHAP values for the 
eight highest-contributing features across the full test set. Darker bars indicate features from the temporal (vital 

sign and laboratory value) domain; lighter bars indicate event-count and metadata features. Right: Ablation study 
showing AUROC and macro-F1 performance for the full NeuralGuard ensemble and five ablated variants (each 

omitting one component) 

6.2 SHAP Feature Importance 
Figure 4 (left panel) presents SHAP-based feature importance analysis for the full NeuralGuard ensemble. 
The most predictive feature is the laboratory result z-score (mean |SHAP| = 0.287), reflecting the clinical 
primacy of laboratory outliers as markers of pathophysiological extremity. Medication dose deviation ranks 
second (0.241), confirming the relevance of the pharmacological signal captured by the XGBoost component. 
Vital sign trend slope (0.198) and time since last event (0.163) are the third and fourth most important features, 
capturing the temporal dynamics that distinguish genuine crises from transient fluctuations [32, 62]. 

The dominance of the lab z-score and medication deviation features across all anomaly classes suggest that 
future NeuralGuard deployments in resource-constrained settings that cannot maintain full seven-modality 
data pipelines could achieve acceptable performance using a three-feature abbreviated profile (lab z-score, 
medication deviation, vital trend slope). This finding aligns with prior work on minimal feature sets for clinical 
early warning scores [45] and provides a principled basis for NeuralGuard's deployment in settings with 
incomplete data infrastructure. 

Table 3 presents a comparative evaluation of NeuralGuard against five recent EHR anomaly detection systems 
from the published literature. NeuralGuard achieves the highest AUROC (0.961) of all systems reviewed, 
despite being evaluated on a substantially larger and more diverse dataset than any comparison system. The 
nearest competitor, MedAnomalyNet [56] (AUROC 0.938), was evaluated on a single-site eICU-CRD subset 
(60,000 records) without cross-dataset validation. These comparisons are inherently limited by the absence of 
shared evaluation benchmarks. A gap that NeuralGuard's open-source data processing pipeline is designed 
to help close. 

 

Table 3. Comparative analysis of NeuralGuard and five recent EHR anomaly detection systems from 
the literature. AUROC values are as reported in the original publications, evaluated on each study's 
own test set; direct numerical comparison is therefore indicative rather than definitive. 

System AUROC Training Data Method Reproducible Notes 

NeuralGuard (ours) 0.961 MIMIC-IV + 
eICU-CRD 
(242K) 

Multi-modal 
ensemble 

Yes Open-source; 
cross-dataset 
validated 

Clinical Anomaly 
BERT [54] 

0.924 MIMIC-III (38K) BioBERT 
fine-tuning 

No Text-only; no 
structured features 

ADEPT [55] 0.912 Proprietary 
(18K) 

Isolation 
Forest + 

No Single-site; no 
public 
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SVM reproducibility 

MedAnomalyNet [56] 0.938 eICU-CRD 
(60K) 

CNN-LSTM 
hybrid 

Partial No cross-dataset 
evaluation reported 

Temporal Anomaly 
GNN [57] 

0.931 MIMIC-IV 
(40K) 

Graph neural 
network 

No High computational 
overhead 

AUROC Baseline 
(RF) [58] 

0.897 MIMIC-IV 
(52K) 

Random 
Forest only 

Yes Standard ML 
baseline; no deep 
learning 

AUROC values are drawn from original publications and may reflect different evaluation datasets, label taxonomies, 
and preprocessing decisions. NeuralGuard is the only system evaluated across three public datasets simultaneously 
with cross-dataset generalization reporting. 

 

7. Discussion 

7.1 Clinical Implications 
NeuralGuard's 0.961 AUROC on a 242,680-record multi-source evaluation corpus represents, to our 
knowledge, the strongest reported performance on a public multi-dataset EHR anomaly detection benchmark. 
At the macro-averaged F1-score of 0.943, NeuralGuard would generate approximately 5.7 false-positive alerts 
per 100 flagged records under a balanced operating point — a substantial improvement overrule-based 
systems that commonly generate 50–90% alert override rates [29, 30]. For a hospital generating 500 anomaly 
alerts per week, this reduction would translate to approximately 220–450 fewer spurious alerts per week, 
meaningfully reducing alert fatigue among clinical staff [31, 64, 65]. 

The cross-dataset generalization results have clear deployment implications. Institutions deploying 
NeuralGuard should expect performance degradation of 7–15% AUROC relative to within-source performance 
when applying a pre-trained model to a new institutional dataset. This degradation is most severe for 
institutions with patient populations, care practices, or EHR configurations that differ substantially from the 
training source. We recommend that deploying institutions fine-tune NeuralGuard on a locally annotated set 
of 1,000–5,000 representative records before production deployment, an investment that prior literature 
suggests recovers most of the generalization gap [48, 63]. The open-source release of the full pipeline, 
including fine-tuning scripts and pretrained model weights, is designed to minimize the technical barrier to this 
adaptation process. 

7.2 Fairness and Bias Considerations 
MIMIC-IV and eICU-CRD were collected predominantly from US academic medical centers and carry the 
demographic, socioeconomic, and institutional biases inherent in those settings [76, 77]. Obermeyer et al. [76] 
demonstrated that a widely used commercial clinical risk scoring algorithm exhibited systematic racial bias 
arising from the use of healthcare costs as a proxy for health need findings that underscores the importance 
of bias auditing for any AI system making clinical recommendations. NeuralGuard's current evaluation does 
not include stratified fairness analyses by patient age, sex, race, ethnicity, or insurance status, and this 
represents a significant gap in the present study that must be addressed before clinical deployment. We have 
released the preprocessing pipeline and model weights to facilitate independent fairness audits by the research 
community, and we commit to publishing a dedicated fairness analysis as a companion paper [75, 77]. 

7.3 Limitations and Future Work 
Four limitations of the present study merit explicit acknowledgment. First, the anomaly labels used for training 
and evaluation were derived from automated rule-based processes and retrospective expert annotation of a 
subset of records; they do not represent ground-truth clinical outcomes. Some labeled "medication errors" may 
represent legitimate off-label dosing practices, and some labeled "normal" records may contain undetected 
anomalies. Future work should incorporate prospective clinical expert validation as the primary evaluation gold 
standard [70, 71]. Second, NeuralGuard's evaluation is limited to structured EHR fields and does not 
incorporate unstructured clinical notes, radiology reports, or pathology text, which contain substantial 
additional anomaly-relevant information [46, 47]. Integrating the ClinicalBERT [54] text encoder as an 
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additional component is a natural extension. Third, the Transformer component requires substantial 
computational resources (48 GB GPU memory for the training configuration used); future work should explore 
knowledge distillation and model compression techniques to reduce the deployment footprint [53, 62]. Fourth, 
federated learning approaches [78, 79, 80] could enable cross-institutional NeuralGuard training without 
requiring raw record sharing, addressing the privacy constraints that currently prevent multi-institutional 
collaboration. 

8. Conclusions 
We have presented NeuralGuard, a multi-modal ensemble framework for real-time anomaly detection in large-
scale EHR databases, evaluated on a 242,680-record combined corpus from three publicly available real-
world clinical benchmarks. NeuralGuard achieves an AUROC of 0.961 and a macro-averaged F1-score of 
0.943, outperforming all five comparison baselines and representing an advance over the single-dataset, 
single-anomaly-type paradigm that has characterized most prior work in this area. Cross-dataset 
generalization experiments reveal that within-dataset AUROC values consistently exceed cross-dataset values 
by 7–15%, quantifying the domain adaptation challenge facing any institution deploying a pre-trained clinical 
AI system in a new setting. SHAP feature importance analysis identifies laboratory z-score deviation, 
medication dose departure, and vital sign trend slope as the three highest-contributing signals across all 
anomaly classes, providing actionable guidance for streamlined deployments. 

Beyond its immediate technical contributions, NeuralGuard is released as fully open-source software with 
complete preprocessing pipelines, pretrained weights, and benchmark evaluation scripts, designed to serve 
as a reproducible baseline platform for the EHR anomaly detection research community. Addressing the 
fairness, generalizability, and clinical validation limitations identified in Section 7 represents the priority agenda 
for future work. The convergence of multi-source real-world EHR data, heterogeneous deep learning 
ensembles, and principled explainability that NeuralGuard embodies provides a foundation on which clinically 
deployable, trustworthy EHR anomaly detection can be built. 
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