
       DATAMIND  |  Journal of Data-Driven AI and Computational Discovery   

ISSN: 2025-DATA  |  Open Access  |  CC BY 4.0  |  © DATAMIND                        https://datamindjournal.com 

Vol. 2, No. 4, pp.: 1-4, 2024 

Why Your ML Model Is Lying to You: A 
Practitioner's Guide to Distribution Shift 

 

 

Carlos Restrepo1,*,  Ingrid Hoffmann2 
1 Applied Machine Learning, Spotify AB, Stockholm, Sweden, 11356 
2 Department of Statistics, Ludwig Maximilian University, Munich, Germany, 80539 
* crestrepo@spotify.com 

Article Information 

Received 5 July 2024 

Accepted 25 December 2024 

DOI https://doi.org/10.63646/datamind.2024.020401 

 

  Abstract 
Distribution shift — the divergence between the statistical properties of training data and the data a 
deployed model encounters in production — is among the most common and most underappreciated 
causes of model failure in practice. This perspective piece argues that the field has developed 
sophisticated theoretical frameworks for characterising distribution shift (covariate shift, label shift, 
concept drift, dataset shift) but has invested comparatively little in the practical tooling that would help 
working data scientists detect, diagnose, and respond to shift in deployed systems. We draw on the 
authors' experience deploying and monitoring ML systems at scale to identify four categories of shift 
that practitioners encounter most frequently, describe the specific signals that indicate each category, 
and recommend a monitoring architecture that provides early warning across all four. We also address a 
subtler issue that the theoretical literature largely ignores: the difference between a model that performs 
poorly because of shift and a model that appears to perform well despite shift because the shift has 
affected the evaluation metric along with the model input. This phenomenon — which we call metric 
blindness to shift — is more common than is acknowledged and is potentially the most dangerous failure 
mode in deployed ML systems. 
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1. The Problem Nobody Talks About Enough 

Here is a situation that every ML practitioner has encountered, usually more than once. You build 
a model. You evaluate it carefully on a held-out test set. You document its performance, get 
stakeholder sign-off, and deploy it. Some months later, you look at production metrics and everything 
seems fine. Then someone runs a manual audit of the model's outputs and discovers that it has been 
quietly wrong about a significant fraction of cases — wrong in ways that the production metrics did 
not capture and that the held-out evaluation did not anticipate. The model was not lying to you, exactly. 
But it was certainly not telling you the truth. 

Distribution shift is the technical name for what causes this situation, but the name undersells the 
problem's practical severity. In theory, shift is a clean concept: your training distribution P_train(X, 
Y) differs from your deployment distribution P_deploy(X, Y). In practice, it is a multidimensional 
phenomenon that can manifest in ways that are simultaneously obvious in retrospect and nearly 
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invisible in real time. 

2. A Taxonomy That Actually Helps 

2.1 Covariate Shift: The Input Has Changed 
Covariate shift occurs when P(X) changes between training and deployment while P(Y|X) 

remains stable. In a music recommendation system, this might manifest as the user demographic 
shifting after a product change — the model was trained on data from a different user population than 
it now serves. The model's conditional understanding of what users like given their features may be 
perfectly calibrated, but if the feature distribution has shifted, the model is extrapolating beyond its 
training support. 

Detection: input feature monitoring is your first line of defence. Track the distribution of each 
input feature over time using statistical tests (population stability index, KS statistic) or, better, a 
learned drift detector. Set alerts not just on individual feature drift but on joint drift — many 
production systems have caught individual feature distributions that look stable while a joint 
distribution shift is quietly degrading performance. 

2.2 Label Shift: The World Has Changed 
Label shift occurs when P(Y) changes while P(X|Y) remains stable. This is distinct from 

covariate shift and requires different detection strategies. In a fraud detection system, a seasonally 
elevated fraud rate means the model encounters more positive examples than it was calibrated for. In 
a credit risk model deployed across an economic cycle, the base rate of default may shift dramatically 
without any corresponding change in the relationship between applicant features and default risk. 

2.3 Concept Drift: The Relationship Has Changed 
Concept drift — change in P(Y|X) — is the hardest category to detect because it requires access 

to labels in production, which are often delayed, expensive to collect, or unavailable. A model that 
predicts customer churn based on usage patterns may find that those patterns have become less 
predictive after a major product redesign. The features are collected consistently; the world they 
represent has changed. 

2.4 Metric Blindness: The Invisible Failure Mode 
The failure mode we want to draw particular attention to is what we call metric blindness to shift. 

This occurs when the shift affects not just the model's input or output but also the denominator of the 
evaluation metric. In a recommendation system evaluated by click-through rate, if user engagement 
with the platform declines overall (label shift affecting the positive rate), a model that is degrading in 
true recommendation quality may appear to be performing stably on CTR because the denominator 
(impressions served) has declined proportionally. The metric looks fine because both numerator and 
denominator are falling together. 

   [ Figure 1 — Schematic of four distribution shift categories and their effect on the joint distribution P(X, 
Y). Covariate shift (top left) changes the marginal P(X) while preserving P(Y|X). Label shift (top right) 

changes P(Y). Concept drift (bottom left) changes P(Y|X). Metric blindness (bottom right) shows how shift 
can cause evaluation metrics to remain stable while true performance degrades. ]  

Figure 1. Schematic of four distribution shift categories and their effect on the joint distribution P(X, Y). 
Covariate shift (top left) changes the marginal P(X) while preserving P(Y|X). Label shift (top right) changes 
P(Y). Concept drift (bottom left) changes P(Y|X). Metric blindness (bottom right) shows how shift can cause 
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evaluation metrics to remain stable while true performance degrades. 

3. A Monitoring Architecture 

Our recommended monitoring architecture has four layers. Layer 1: input health — continuous 
statistical monitoring of all input features against a rolling baseline, with alerting on PSI > 0.2 for 
categorical features and KS p < 0.01 for continuous. Layer 2: output health — monitoring of model 
output distribution (score distributions, class probability distributions) and prediction-class agreement 
rates. Layer 3: outcome health — monitoring of delayed labels where available, including AUC/recall 
computed on labelled slices with defined staleness tolerance. Layer 4: business metric health — 
monitoring of the downstream business metrics the model is intended to affect, with explicit logging 
of both metric numerator and denominator separately. 

Table 1. Summary of distribution shift categories, detection strategies, and recommended monitoring 
signals. 

Shift Type What Changes Detection Strategy Warning Signal 

Covariate shift P(X) PSI / KS test on 
features 

PSI > 0.2 on any key 
feature 

Label shift P(Y) Class ratio 
monitoring 

Base rate change > 10% vs 
baseline 

Concept drift P(Y|X) Delayed label AUC 
monitoring 

AUC decline on labelled 
window 

Metric blindness Metric 
denominator 

Separate 
numerator/denom 
tracking 

Numerator and denom 
both declining 

4. The Harder Conversation 
The monitoring architecture above is necessary but not sufficient. The harder conversation is 

about what you do when you detect shift. Retraining on new data is the obvious answer, but it is not 
always available, not always appropriate, and not always fast enough. In practice, the operational 
response to detected shift depends on shift severity, the availability of fresh labels, the business risk 
of continued operation, and the marginal cost of manual review. These are not ML problems — they 
are operational and business problems that require ML practitioners to communicate clearly with non-
technical stakeholders about uncertainty, risk, and the limitations of their systems. 

The ML community has collectively underinvested in this communication skill. A model that 
fails silently due to distribution shift is a model whose practitioners did not build adequate monitoring 
and did not communicate its operational assumptions clearly. The technical problems are largely 
solvable. The organisational and communication problems are where most distribution shift failures 
actually live. 

5. Conclusion 

Distribution shift is inevitable in any long-lived ML deployment. The appropriate response is not 
to design models that are magically robust to shift — no such model exists for arbitrary shift types 
— but to build monitoring systems that detect shift early, logging practices that enable post-hoc 
diagnosis, and operational processes that respond to detected shift with appropriate speed and 
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escalation. The models are not lying to you; they are doing exactly what they were trained to do. The 
question is whether your production environment still matches what they were trained to do. 
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