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Abstract
Distributed ledger technologies have matured into a heterogeneous landscape of public, permissioned, and
hybrid ledgers, each engineered for a distinct trust regime. The practical consequence is that value, once
committed to one ledger, is hard to move to another without sacrificing the very guarantees that motivated its
commitment. This paper develops the concept of a programmable trust fabric, an explicitly layered abstraction in
which cryptographic substrates, consensus and settlement, interoperability mechanisms, programmability, and
application logic are treated as independently engineered yet composable layers. We argue that this framing
dissolves a number of debates that have proceeded in parallel within the blockchain literature — public versus
permissioned, scalability versus decentralisation, on-chain versus off-chain — by relocating them as design
choices within layers rather than properties of whole systems. We synthesise published benchmarks and field
reports to characterise the performance, security, and decentralisation trade-offs that arise at each layer, and we
evaluate five families of cross-domain interoperability mechanisms — notary schemes, sidechains, hash-time-
locked contracts, light-client relays, and federated bridges — along common axes. Application evidence drawn
from cross-border finance, healthcare, supply chain, energy, and digital identity confirms that the fabric
paradigm is operationally relevant rather than merely theoretical. We close by identifying open research
questions on bridge security, scalability, privacy, regulation, and post-quantum migration that will define the
next phase of the technology.
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1. Introduction

Digital value exchange has been steadily reshaped by the proliferation of distributed ledger technologies
(DLTs) over the past decade. What began as an experiment in peer-to-peer electronic cash has matured into
a heterogeneous ecosystem of public, permissioned, and hybrid ledgers, each optimised for distinct trust
requirements, throughput regimes, and regulatory contexts (Belchior et al., 2021; Yli-Huumo et al., 2016).
As organisations transition from isolated proofs-of-concept to production deployments, a structural deficit
has become apparent: each ledger constitutes a sovereign trust island, and the very properties that secure
assets within a domain — finality rules, validator sets, cryptographic primitives — become barriers to value
exchange across domains (Robinson, 2021; Herlihy, 2018). The notion of a single, universal ledger has
receded; the realistic horizon is a world of many ledgers that must interoperate.

This paper develops the concept of a programmable trust fabric, a layered abstraction that explicitly
separates the substrates that produce verifiable state, the mechanisms that translate state across administrative
domains, and the application logic that consumes that state. The phrase “trust fabric” foregrounds a property
that has been implicit in much of the blockchain literature but rarely treated as a first-class object of design:
trust is not a binary attribute but a programmable resource, configurable along dimensions of who can read,
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who can write, who can verify, and under what economic and legal constraints (Werbach, 2018; Lumineau
et al., 2021). When a fabric is programmable, the conditions under which value moves between domains can
themselves be encoded, verified, and audited, rather than relying on bilateral agreements, off-chain custodians,
or legal escrows.

Three convergent forces motivate this reframing. First, the rise of decentralised finance (DeFi) has
demonstrated that composability— the ability to chain together independently developed contracts into novel
financial primitives — produces network effects that single-chain ecosystems cannot match (Werner et al.,
2022; Schär, 2021). Composability across chains, however, remains immature, with cross-chain bridges
accounting for a disproportionate share of catastrophic exploits in the period 2020–2024. Second, regulated
industries such as healthcare, supply chain, and energy increasingly require interoperability not only among
ledgers but between ledgers and traditional information systems (Mengelkamp et al., 2018; Esposito et al.,
2018; Saberi et al., 2019). Third, sovereign digital currencies and tokenised securities are being issued on
dedicated permissioned infrastructures whose value must nonetheless be reachable from open public
networks (Schär, 2021; Hassani et al., 2018).

Despite considerable research on individual ledger architectures, on consensus design, and on specific
cross-chain mechanisms, the literature has not converged on a coherent framework for reasoning about
programmable trust across heterogeneous environments. Surveys of interoperability protocols catalogue
mechanisms (notary schemes, sidechains, relays, hash-time-locked contracts, light-client bridges) but
typically treat them as competing solutions rather than as composable building blocks within a unified stack
(Belchior et al., 2021; Robinson, 2021). Studies of trust in blockchain either celebrate the “trustless” framing
or critique it, but rarely connect the technical mechanics to the governance choices that operationalise trust
in practice (Hawlitschek et al., 2018; Beck et al., 2018). The present work attempts to bridge these strands.

Our analysis builds on a substantial body of foundational scholarship. Early systematic reviews mapped
the breadth of blockchain research and identified maturity gaps that persist today (Yli-Huumo et al., 2016;
Casino et al., 2019; Zheng et al., 2018). Concept papers articulated the programmability premise that
underlies our fabric framing (Christidis & Devetsikiotis, 2016; Pilkington, 2016). Subsequent reviews placed
blockchain within a wider technology-management agenda, examining drivers, barriers, and adoption
pathways across industries (Risius & Spohrer, 2017; Frizzo-Barker et al., 2020; Hughes et al., 2019). Our
contribution is to organise these strands around the cross-domain question, which earlier syntheses treated as
one issue among many but which we contend is the defining question for the next decade of deployment.

Our contributions are fourfold. We first articulate a five-layer reference architecture for programmable
trust fabrics that subsumes existing single-chain models as special cases. Second, we analyse the cross-
domain interoperability mechanisms that connect these fabrics, providing a comparative evaluation of their
security, latency, and decentralisation trade-offs. Third, we present an empirical synthesis drawn from
published benchmarks, illustrating how design choices translate into measurable system behaviour. Fourth,
we examine application domains where programmable trust fabrics have moved beyond conceptual proposals
into operational deployments, and we identify the open research questions that remain. The remainder of the
paper is organised as follows. Section 2 develops the conceptual foundations and introduces the layered model.
Section 3 examines the architectural components that populate each layer. Section 4 surveys cross-domain
interoperability mechanisms. Section 5 reports a comparative analysis. Section 6 discusses application
scenarios. Section 7 enumerates challenges and future directions, and Section 8 concludes.

2. Conceptual Foundations: From Distributed Ledgers to Trust Fabrics
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2.1 Programmable Trust as a Design Objective

Trust in distributed systems has historically been an organisational property: counterparties trusted each
other, or they trusted a common intermediary, or they relied on legal recourse to compensate for the absence
of trust. The decade since Nakamoto's proposal has demonstrated that trust can also be engineered through
cryptographic primitives, replicated computation, and economic incentives (Bonneau et al., 2015; Tschorsch
& Scheuermann, 2016). A programmable trust fabric inherits this engineering posture but generalises it:
rather than fixing the trust assumptions of a system at design time, the fabric exposes them as configurable
parameters that can be tightened or relaxed for specific transactions, domains, or counterparties.

Three properties distinguish programmable trust from earlier notions. First, verifiability: any party with
appropriate cryptographic material can independently confirm that a stated transition occurred and was
authorised by the rules in force (Kosba et al., 2016). Second, composability: the outputs of one trust-bearing
operation can serve as inputs to another, even across domains, without re-establishing trust assumptions from
scratch (Werner et al., 2022). Third, accountability: when something goes wrong, the fabric supports forensic
reconstruction of the relevant state and decision history, a property increasingly demanded by regulators
(Beck et al., 2018; Lumineau et al., 2021). These properties together transform trust from a static gating
condition into a runtime resource that applications can request, combine, and reason about.

2.2 The Trust Fabric as a Layered Architecture

We propose a five-layer reference model for the programmable trust fabric, illustrated in Figure 1. From
the bottom upward, the cryptographic substrate provides the primitives — hash functions, digital signatures,
zero-knowledge proofs, and key-management facilities — on which all higher layers depend (Gervais et al.,
2016). The consensus and settlement layer aggregates individual transitions into an ordered history with well-
defined finality semantics, using proof-based or voting-based protocols depending on participant assumptions
(Bamakan et al., 2020). The interoperability layer bridges domains, translating state and value across
consensus boundaries through notary schemes, relays, hash-time-locked contracts, and atomic swaps. The
programmability layer exposes the fabric to application developers via smart contracts, tokenisation
primitives, and oracle interfaces (Atzei et al., 2017; Mendling et al., 2018). The application layer, finally,
hosts decentralised applications, wallets, and cross-domain services that consume the lower layers' guarantees.
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Figure 1. Five-layer reference architecture for a programmable trust fabric.

Several features of this model deserve emphasis. The layers are not strictly hierarchical in the sense of
OSI-style encapsulation; in particular, the interoperability layer can interact directly with both the consensus
layer (through light-client proofs) and the programmability layer (through contract-mediated bridges). The
model is also fractal: each domain may itself instantiate the full five-layer stack, and a trust fabric composed
of multiple domains is itself a trust fabric at a higher level of abstraction (Kannengießer et al., 2020). This
fractality is what enables the fabric metaphor: trust is woven rather than stacked, with threads of varying
provenance and strength interlacing to produce a composite material whose properties exceed those of any
single ledger.

2.3 Properties and Trade-Offs

The properties of a trust fabric are subject to the familiar blockchain trilemma — security, scalability,
and decentralisation — but the trilemma manifests differently across layers. The cryptographic substrate is
largely immune to the trilemma: stronger primitives improve security without affecting scalability or
decentralisation, though they may increase computational cost (Bonneau et al., 2015). The consensus layer is
where the trilemma bites hardest, with proof-based protocols sacrificing throughput for decentralisation and
voting-based protocols inverting that trade. The interoperability layer introduces a fourth dimension, trust
translation cost, which captures the overhead of converting a state proof from one domain's format and
assumptions to another's (Zamyatin et al., 2021; Robinson, 2021). The programmability layer faces a distinct
expressiveness-versus-determinism trade-off, since richer contract languages enable more sophisticated logic
but also broaden the attack surface (Atzei et al., 2017).

Table 1 summarises how three archetypal fabric configurations distribute these trade-offs. The public
permissionless configuration maximises decentralisation and verifiability at the cost of throughput and
regulatory alignment. The permissioned consortium configuration trades decentralisation for performance
and regulatory tractability. The hybrid fabric, which embeds permissioned execution within a public substrate
or vice versa, occupies a middle ground that has proven attractive for industries balancing public auditability
with operational confidentiality (Esposito et al., 2018; Saberi et al., 2019).
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Table 1. Comparative properties of three archetypal trust fabric configurations.

Property Public permissionless
Permissioned
consortium

Hybrid

Validator set Open, dynamic Closed, vetted Tiered (open + vetted)

Throughput (typical) 10–100 TPS 1,000–10,000 TPS 100–5,000 TPS

Finality latency Minutes (probabilistic)
Sub-second

(deterministic)
Seconds (configurable)

Decentralisation High Low to moderate Moderate

Regulatory tractability Difficult Straightforward Negotiable per layer

Typical exemplar Bitcoin, Ethereum L1
Hyperledger Fabric,

Corda
Quorum, Polygon Edge

3. Architectural Components and Mechanisms

3.1 The Cryptographic Substrate

Every trust fabric rests on cryptographic primitives whose security properties cap the assurances higher
layers can offer. Hash functions, particularly the SHA-2 and Keccak families, provide the collision and
preimage resistance required to chain blocks immutably and to construct succinct commitments to large
datasets via Merkle trees (Gervais et al., 2016; Garay et al., 2015). Digital signatures, predominantly elliptic-
curve constructions such as ECDSA on the secp256k1 curve, provide authenticity and non-repudiation for
transactions. Increasingly, fabrics incorporate advanced primitives — threshold signatures, BLS aggregation,
and zero-knowledge proofs — to compress verification costs and to enable confidentiality features absent
from earlier designs (Kosba et al., 2016).

The role of the substrate in cross-domain settings is subtle. Two domains may use incompatible curves
or hash functions, in which case state proofs from one cannot be verified directly by the other without an
adapter contract or a trusted relayer (Belchior et al., 2021). Standardisation efforts have produced common
formats for proof transport, but the underlying assumption — that a domain's substrate is well-implemented
and free of vulnerabilities — remains the foundation on which all cross-domain trust translation depends
(Bonneau et al., 2015).

3.2 Consensus and Settlement

Above the substrate, consensus protocols transform individual transactions into a totally ordered history.
Proof-of-work, the original consensus mechanism, achieves Sybil resistance by tying block production to
verifiable computation but consumes substantial energy and offers probabilistic rather than deterministic
finality (Eyal & Sirer, 2018; Gervais et al., 2016). Proof-of-stake variants substitute economic stake for
computation and achieve faster, often deterministic finality, at the cost of more elaborate cryptoeconomic
assumptions (Bamakan et al., 2020). Byzantine fault-tolerant protocols, including PBFT and its many
descendants, provide immediate finality but require known validator sets and quadratic communication
overhead, restricting their use to permissioned settings (Mendling et al., 2018; Pongnumkul et al., 2017).
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From the trust fabric perspective, the choice of consensus protocol determines two cross-layer properties.
The first is finality semantics: whether a transaction can be considered settled after a fixed time or only
probabilistically, and how this propagates to applications that consume the chain's state. The second is
validator transparency: whether the set of nodes responsible for state transitions is known and accountable,
which directly influences regulatory alignment. Hybrid trust fabrics often deploy different consensus
protocols in different sub-domains and reconcile finality semantics at the interoperability layer (Kannengießer
et al., 2020; Belchior et al., 2021).

3.3 The Programmability Layer

Smart contracts elevate a ledger from a passive record-keeper to an active execution environment,
enabling the encoding of arbitrary business logic that the network enforces (Atzei et al., 2017; Mendling et
al., 2018). Ethereum's Virtual Machine and its Solidity language remain dominant, but the broader ecosystem
includes WebAssembly-based runtimes, Move-language environments, and domain-specific languages
targeting specific verticals (Mendling et al., 2018; Bamakan et al., 2020). The expressiveness of these
environments is the source of their power and of their risk. Programmability enables tokenisation, automated
market making, decentralised lending, and identity management; it also exposes the fabric to a class of
vulnerabilities — reentrancy, integer overflow, oracle manipulation, governance attacks — that have
produced the majority of high-profile losses in DeFi (Atzei et al., 2017; Werner et al., 2022; Khan & Salah,
2018).

In a programmable trust fabric, contracts are not confined to a single domain. Cross-domain contracts
coordinate state across ledgers, often through bridge or relay infrastructure that itself runs under contract
control. The composability that DeFi exploits within a single chain extends, in principle, across the entire
fabric, though in practice it remains limited by the immaturity of standardised cross-chain messaging
protocols and by the security profile of existing bridge implementations (Robinson, 2021; Belchior et al.,
2021).

3.4 Identity, Authentication, and Privacy

A frequently overlooked component of trust fabrics is the identity layer that links cryptographic keys to
off-chain entities. Pure pseudonymity, as in early Bitcoin, suffices for some applications but precludes others
that require accountability, regulatory compliance, or selective disclosure (Kshetri, 2017; Salman et al., 2018).
Self-sovereign identity frameworks, decentralised identifiers, and verifiable credentials provide a vocabulary
for binding identity to keys without ceding control to a central registry (Liang et al., 2017). Privacy-preserving
techniques — zero-knowledge proofs, ring signatures, confidential transactions — coexist with identity
mechanisms, allowing fabrics to expose claims about an entity without disclosing the underlying data (Kosba
et al., 2016).

In cross-domain settings, identity and privacy interact in non-trivial ways. A claim about an entity may
be valid in one domain but require translation to be useful in another, particularly when the two domains
operate under different regulatory frameworks. The fabric must therefore support not only cross-domain value
transfer but cross-domain claim transfer, with auditable evidence of which claims were used to authorise
which transitions (Ouaddah et al., 2016; Salman et al., 2018).

Figure 2 illustrates how these components interact in a representative cross-domain value transfer, with
a programmable mediation layer translating between two heterogeneous domains. The mediation layer does
not replicate the full state of either domain; rather, it consumes verifiable proofs of selected state transitions
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and emits new transitions in the destination domain conditioned on those proofs.

Figure 2. Cross-domain value flow mediated by a programmable trust fabric.

3.5 Substrate Patterns from the Internet-of-Things Literature

Cross-domain considerations are particularly acute when one of the domains is an Internet-of-Things
(IoT) environment, where devices originate transactions but have limited capacity to verify chain state
directly. A substantial literature has explored architectural patterns for integrating constrained devices with
distributed ledgers (Christidis & Devetsikiotis, 2016; Conoscenti et al., 2016; Ali et al., 2018). Surveys
covering edge-blockchain integration, gateway-mediated participation, and lightweight client protocols
document recurring design points that recur in our fabric model (Dai et al., 2019; Yang et al., 2019;
Fernández-Caramés & Fraga-Lamas, 2018; Lo et al., 2017). Specific protocol-level work on BLE-anchored
gateways and constrained-device authentication extends these patterns to the device tier (Cha et al., 2018;
Atlam et al., 2018). The recurring lesson is that the fabric's lower layers must accommodate participants that
cannot run a full node, and that this accommodation is itself a cross-domain interoperability concern, since
gateway-mediated participation effectively bridges an IoT sub-domain to a more capable ledger domain. The
pattern language emerging from this work — relay, oracle, escrow, registry, witness — anticipates the
abstractions we develop in Section 4 (Xu et al., 2018).

4. Cross-Domain Interoperability Mechanisms

Translating trust across domain boundaries is the defining engineering challenge of the trust fabric
paradigm. Five mechanism families have emerged, each with distinctive trust assumptions and operational
profiles: notary schemes, sidechain pegs, hash-time-locked contracts, relay-based light-client bridges, and
federated validator bridges. We examine each in turn before discussing how they combine into composite
designs.

4.1 Notary Schemes

Notary schemes designate a trusted party or quorum that observes events on one ledger and asserts their
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occurrence on another. The notary need not understand the cryptographic semantics of either ledger; it only
needs to be trusted to report faithfully (Belchior et al., 2021; Robinson, 2021). Centralised exchanges
effectively act as notaries when they credit deposits and authorise withdrawals across ledgers. Multi-signature
notary schemes distribute the trust across several entities, reducing single-point-of-failure risk but not
eliminating the fundamental trust assumption.

Notary schemes are the simplest interoperability mechanism to deploy and remain the dominant pattern
in production, particularly in custodial DeFi and in regulated cross-border payments (Schär, 2021; Hughes et
al., 2019). Their weakness is precisely the trust they require: a compromised or coerced notary can fabricate
transitions, and historical losses attributable to bridge compromises have largely involved notary-style
designs (Belchior et al., 2021).

4.2 Sidechains and Pegged Assets

Sidechains are auxiliary ledgers connected to a primary chain through a two-way peg, enabling assets to
be locked on one side and a corresponding representation issued on the other (Robinson, 2021). The economic
peg can be enforced cryptographically through light-client verification, through a federation of validators that
custody the locked assets, or through a hybrid arrangement that combines both. Sidechains were originally
proposed as a scalability mechanism but have evolved into a general-purpose interoperability primitive, since
the same machinery that pegs assets to a parent chain can peg them to any chain that supports the requisite
verification logic.

From the fabric perspective, sidechains provide a useful decoupling: each sidechain can specialise in a
particular workload — high throughput, privacy preservation, regulatory compliance — without imposing
those constraints on the parent. Their drawback is the introduction of additional consensus surfaces that must
be secured, and the dependency on the peg mechanism, whose failure can produce systemic losses across all
assets bridged through it (Belchior et al., 2021).

4.3 Hash-Time-Locked Contracts and Atomic Swaps

Hash-time-locked contracts (HTLCs) implement bilateral exchanges between domains without requiring
either party to trust the other or any third party (Herlihy, 2018). The mechanism leverages a shared
cryptographic puzzle: one party publishes a hash commitment, both parties lock assets contingent on the
puzzle being solved within a time window, and the secret is revealed in the act of claiming, simultaneously
unlocking both sides of the trade. Figure 3 illustrates the canonical four-step exchange.
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Figure 3. Hash-time-locked contract sequence for an atomic cross-chain swap.

Atomic swaps achieve genuine trustlessness — the protocol either completes correctly or refunds both
parties— but they pay for this property with rigidity (Herlihy, 2018). HTLCs require both domains to support
the same hash function and to provide adequate timelock primitives. They are inherently bilateral, scaling
poorly to many-party exchanges. And the time windows must be calibrated to the slowest domain's finality
semantics, which in cross-public-chain settings introduces minutes-to-hours of latency. HTLCs nonetheless
remain a foundational building block, particularly in privacy-preserving exchanges and in payment-channel
networks layered above public chains (Robinson, 2021).

4.4 Relay-Based Light-Client Bridges

Relay bridges generalise the verification approach of sidechain pegs to settings where the destination
chain runs a light-client implementation of the source chain's consensus protocol (Belchior et al., 2021;
Robinson, 2021). Block headers from the source chain are submitted to the destination, where a contract
verifies their validity according to the source's rules. Once a header is accepted, Merkle proofs against it can
authenticate arbitrary source-chain state to destination-chain contracts.

Relays push the trust assumptions of cross-domain communication as close as possible to the trust
assumptions of the underlying chains. If the source chain's consensus is secure and the relay contract's
verification logic is correct, the relay is secure. The catch is the computational cost of light-client verification:
validating a chain of headers, especially for proof-of-work chains with non-trivial difficulty, can be
prohibitively expensive in destination-chain gas units. Optimised constructions reduce this overhead through
succinct proofs, but at the cost of additional cryptographic complexity (Belchior et al., 2021; Robinson, 2021).

4.5 Federated Bridges

Federated bridges occupy a middle ground between notary schemes and pure relays. A defined committee
of validators observes the source chain and signs attestations that the destination chain accepts (Robinson,
2021). The committee can be made auditable, accountable, and economically incentivised through staking,
reducing — though not eliminating — the trust required. Most production cross-chain bridges in operation
today are federated, in part because the engineering effort to implement a full relay across heterogeneous
consensus protocols remains high (Belchior et al., 2021).
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4.6 Comparative Trade-Offs

Table 2 summarises the five families along security, performance, and deployability dimensions. No
single mechanism dominates; the right choice depends on the asset values at risk, the latency tolerance of the
application, and the regulatory context in which both domains operate. In practice, mature trust fabrics
combinemechanisms: a federated bridge may carry routine traffic, while high-value cross-domain settlements
use HTLCs or light-client relays. This composability — and the meta-design question of how to allocate
traffic among mechanisms — has emerged as an active research area (Robinson, 2021).

Table 2. Cross-domain interoperability mechanisms compared along security, performance, and deployability
dimensions.

Mechanism
Trust

assumption
Latency Throughput Deployability

Notary scheme Trusted operator Low (sec) High Easy

Sidechain / 2-way peg
Federation or
merge-mined

Moderate Moderate to high Moderate

Hash-time-locked
contract (HTLC)

None
(cryptographic)

Moderate to high Low (per-pair) Pairwise only

Light-client relay
Source-chain
consensus

Moderate Moderate
Engineering-
intensive

Federated bridge
Bonded validator

set
Low to moderate High

Most common in
practice

5. Comparative Analysis and Performance Evaluation

Having mapped the architectural space, we now turn to a comparative analysis that draws together
quantitative observations from the published literature. Our aim is not to declare a single winner among
mechanisms but to characterise the design envelope within which programmable trust fabrics must operate.
The empirical landscape is fragmented — benchmarks use different workloads, network conditions, and
hardware — but several robust patterns emerge from synthesising studies that share methodology
(Pongnumkul et al., 2017; Bamakan et al., 2020; Gervais et al., 2016; Sankar, Sindhu, & Sethumadhavan,
2017). Broader technology-management surveys have likewise foregrounded the importance of cross-cutting
evaluation as the technology moves from prototype to production (Ahram et al., 2017).

5.1 Throughput and Finality Latency

Figure 4 plots throughput against finality latency for six representative configurations spanning the design
space. The figures are drawn from published benchmarks adjusted for comparability where possible, and they
should be read as order-of-magnitude indicators rather than precise measurements. Three regimes are
apparent. Public proof-of-work configurations, exemplified by PoW relay bridges between two public chains,
exhibit the lowest throughput (single digits per second) and the longest finality latency (multiple block
confirmations on both sides, totalling roughly ten seconds in our representative case). Permissioned BFT
notary configurations achieve three orders of magnitude higher throughput at sub-two-second latency. Hybrid
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arrangements occupy intermediate positions, with relay-based light-client bridges yielding several hundred
transactions per second at finality latency of seconds, and federated validator-set bridges performing similarly.

Figure 4. Throughput and finality latency across representative trust fabric configurations.

HTLC-based atomic swaps occupy a distinctive position: while their throughput per channel is modest,
their finality latency is dominated by the slower of the two underlying chains, which can introduce minute-
scale delays even when the swap logic itself is simple. This explains why HTLCs are typically deployed for
high-value, low-frequency settlements rather than for retail-grade payments (Herlihy, 2018; Robinson, 2021).

To make the comparison concrete, we summarise three quantitative observations that recur across the
published benchmark studies. First, the throughput ratio between the slowest public configuration and the
fastest permissioned configuration is consistently in the range of two to four orders of magnitude, with most
studies clustering around a factor of one thousand. Second, finality latency exhibits bimodality:
configurations either achieve sub-two-second finality (BFT and notary schemes) or fall into the multi-minute
regime (relays anchored to PoW chains), with intermediate values being rare in production deployments and
confined to specific layer-2 configurations. Third, the variance of measured throughput within a single
configuration is larger than the variance between adjacent configurations, suggesting that engineering quality
and operational tuning often dominate the choice of consensus protocol when both are competently
implemented (Bamakan et al., 2020; Pongnumkul et al., 2017; Gervais et al., 2016). These observations have
practical consequences: practitioners choosing among configurations for a given workload should weight
expected operational variance heavily, and architects of cross-domain systems should design for the worst-
case latency of the slowest involved domain rather than the average.

Sequence-level reasoning about cross-chain atomic exchanges further sharpens the latency analysis. The
HTLC sequence depicted earlier in Figure 3 shows that the wall-clock latency of the four steps is the sum of
finality times on the two domains, plus network propagation, plus the strategically chosen timeout buffers
that ensure neither party can be defrauded by chain reorganisation. The composition of independent latency
distributions is fundamental: pairing a fast permissioned domain with a slow public domain yields a swap
whose effective latency tracks the slower side, eroding the speed advantage of the faster side. This insight,
simple in retrospect, has substantial implications for how heterogeneous trust fabrics should be designed
when latency budgets are tight, and it explains the empirical observation that high-frequency cross-domain
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settlement is rarely deployed across consensus regimes that differ by more than an order of magnitude in
finality time (Herlihy, 2018; Belchior et al., 2021).

5.2 Decentralisation Profiles

Performance metrics alone underspecify a trust fabric. A second axis is decentralisation, which captures
the difficulty of corrupting the fabric by capturing a critical subset of its participants. The Nakamoto
coefficient — the minimum number of independent entities whose collusion would compromise the fabric
— has emerged as a convenient single-number proxy, but it averages over substantial heterogeneity (Gervais
et al., 2016; Kannengießer et al., 2020). Public proof-of-work fabrics typically achieve high Nakamoto
coefficients for hashpower (in the thousands), but lower coefficients for client implementations or for stake
distribution. Permissioned fabrics, by design, have low coefficients (often single digits) but compensate with
legal and contractual accountability of validators.

In cross-domain settings the relevant Nakamoto coefficient is not that of any single domain but that of
the trust path traversed by a particular transaction. A swap mediated by a federated bridge with seven signers
inherits the bridge's coefficient of seven, even if both endpoint chains have coefficients in the thousands
(Belchior et al., 2021; Robinson, 2021). This observation reframes a common debate: the much-publicised
security of public chains is often invoked to justify bridging assets to those chains, but the assets in transit are
only as secure as the bridge itself. Programmable trust fabrics that expose path-level decentralisation metrics
to applications would represent a substantial step forward in user-facing risk transparency.

5.3 Multi-Dimensional Comparison

Figure 5 collapses six dimensions — scalability, decentralisation, security, interoperability,
programmability, and regulatory alignment — into a radar visualisation for three archetypal fabric profiles.
The public permissionless profile achieves high decentralisation and respectable security but lags on
scalability and regulatory alignment. The permissioned consortium profile inverts this: strong on scalability
and regulatory alignment, weak on decentralisation. The hybrid trust fabric, which is the explicit aim of much
current work, attempts a balanced profile, sacrificing some decentralisation in exchange for substantially
improved interoperability and regulatory tractability.
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Figure 5. Comparative profiles of three archetypal trust fabric configurations.

The figure illustrates a recurring observation in the literature: no profile dominates, and the appropriate
choice is workload-dependent (Kannengießer et al., 2020; Hughes et al., 2019). Programmable trust fabrics
— by exposing the choice points as parameters rather than fixing them at deployment — make it possible to
allocate different traffic to different profiles within a single integrated system. A high-value institutional
settlement might route through a permissioned consortium with formal regulatory oversight, while a retail
micro-payment of the same notional asset might traverse a public sidechain with hash-locked exits.

5.4 Security Analysis Across Mechanisms

Table 3 summarises the principal threat vectors and defensive properties of the five interoperability
mechanism families. The diversity of failure modes is itself a finding: there is no single class of attack that
all mechanisms must defend against, and consequently there is no single defensive primitive that all
mechanisms can adopt. Notary schemes are vulnerable to operator compromise and to bribery; HTLCs are
vulnerable to chain-reorganisation attacks during the timelock window; relays inherit the security of the
source chain but introduce additional verification surface; federated bridges are vulnerable to validator
collusion proportional to the threshold required for attestation. Hybrid designs that combine mechanisms can
dilute these vulnerabilities but at the cost of increased operational complexity and a larger total attack surface
(Belchior et al., 2021; Karame & Capkun, 2018).

Table 3. Representative attack surfaces and known mitigations for cross-domain interoperability mechanisms.

Mechanism Primary attack surface
Documented incident

class
Mitigation pattern

Notary scheme
Notary compromise;
insider risk

Custodial loss; key theft
HSM-backed keys;
auditing; insurance
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Sidechain
Peg-contract bugs; weak
federation

Bridge exploit; double-
spending

Formal verification;
staked bond

HTLC
Timeout grief; chain
congestion

Refund denial-of-service
Adaptive timeouts;
submarine swaps

Light-client relay
Consensus forgery; data
unavailability

Eclipse and long-range
attacks

Checkpointing; weak
subjectivity

Federated bridge
Validator collusion; key
compromise

Multi-sig theft; oracle
manipulation

Threshold signatures;
rotation; bonds

6. Application Domains and Case Evidence

Programmable trust fabrics are no longer exclusively a research topic. A growing body of operational
evidence demonstrates their use in domains where cross-domain value exchange has historically been blocked
by trust deficits or by infrastructural fragmentation. We survey five domains in which deployments are
sufficiently mature to permit empirical observations.

6.1 Cross-Border Finance and Settlement

Cross-border payments and securities settlement have been among the earliest beneficiaries of trust fabric
architectures. Traditional correspondent banking relies on a chain of bilateral relationships, each of which
absorbs latency, cost, and counterparty risk. Blockchain-based payment networks compress this chain by
allowing institutions to settle on a shared ledger, with bridge mechanisms translating value into and out of
local currencies and securities depositories (Schär, 2021; Hassani et al., 2018; Cocco, Pinna, & Marchesi,
2017). Real-world implementations have demonstrated settlement times measured in seconds rather than days,
with documented cost reductions for participating institutions (Hughes et al., 2019). Simulation studies of
cryptoasset markets have also illuminated the price-formation dynamics that emerge once tokenised
instruments trade across multiple venues (Cocco, Concas, & Marchesi, 2017), and broader management
research has begun to integrate blockchain into mainstream information-systems scholarship (Beck et al.,
2017).

The trust fabric perspective clarifies why these deployments have been slower to spread than the
technology might suggest. Settlement requires not only technical interoperability but the legal recognition of
digital tokens as binding instruments, which in turn requires regulatory frameworks that the technology does
not itself supply (Werbach, 2018; Lumineau et al., 2021). Fabrics that integrate auditable identity layers and
that produce regulator-readable proofs of compliance are progressing more quickly than purely public
configurations.

6.2 Healthcare Data Exchange

Healthcare presents a paradigmatic cross-domain challenge: patient records reside in heterogeneous
institutional systems, each with strong incentives for retention and weak incentives for sharing, yet care
quality and research utility depend on integrated access (Esposito et al., 2018; Salman et al., 2018).
Programmable trust fabrics enable patients (or their delegates) to grant fine-grained, auditable access to
records held in distinct institutional ledgers, with consent revocations propagating across the fabric and access
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trails preserved for audit (Wang et al., 2018; Esposito et al., 2018). Pilot deployments in cancer care, organ
transplantation, and clinical trials have reported measurable improvements in data-sharing velocity, though
scale has remained limited by integration costs with legacy electronic health record systems.

6.3 Supply Chain Provenance

Supply chain applications are perhaps the most-discussed trust fabric use case, with extensive published
literature and a track record of pilots in agriculture, pharmaceuticals, luxury goods, and electronics (Saberi et
al., 2019; Kouhizadeh et al., 2021; Queiroz et al., 2020; Kamble et al., 2020; Wang, Han, & Beynon-Davies,
2019). The cross-domain dimension is fundamental: a single product passes through producer, processor,
distributor, retailer, and consumer, each of whom maintains its own systems and trusts the others only
conditionally. A programmable trust fabric anchors product histories to events recorded by IoT devices and
verified by participants, producing tamper-evident provenance trails that can be selectively disclosed (Tian,
2017; Lin et al., 2018; Korpela, Hallikas, & Dahlberg, 2017). Domain studies have examined pharmaceutical
traceability under cold-chain constraints (Lim et al., 2021), authentication in luxury supply chains (Choi,
2019), and the wider operations-management implications of fabric-mediated transparency (Tönnissen &
Teuteberg, 2020; Pournader et al., 2020). Studies have documented reductions in counterfeiting risk and in
dispute-resolution costs, while also identifying organisational barriers— data quality, intra-firm coordination,
supplier readiness — that the technology alone cannot resolve (Min, 2019; Kouhizadeh et al., 2021;
Treiblmaier, 2018). Life-cycle assessment frameworks have begun integrating fabric-anchored provenance
data, opening a sustainability-accounting use case that crosses both organisational and environmental
measurement boundaries (Zhang et al., 2020).

6.4 Energy Trading and Microgrids

Energy applications have evolved from conceptual demonstrations toward operational pilots, particularly
in peer-to-peer local energy markets, electric-vehicle charging settlement, and renewable energy certificate
tracking (Mengelkamp et al., 2018; Pop et al., 2018; Andoni et al., 2019). The trust fabric perspective is
especially relevant because energy data crosses regulatory boundaries (national, regional, municipal),
technical boundaries (grid operators, distributors, consumers), and economic boundaries (wholesale, retail,
derivative markets). Smart contracts mediate auctions, settle micro-transactions, and enforce contractual
constraints with timing precision unavailable in conventional billing systems (Mengelkamp et al., 2018;
Andoni et al., 2019).

6.5 Digital Identity and Credentials

Decentralised identity infrastructures use trust fabrics as anchors for verifiable credentials that can be
presented across domains without disclosing more than necessary (Liang et al., 2017; Ouaddah et al., 2016).
Education credentials, professional licences, and right-to-work attestations are progressively being issued in
formats that recipients can verify directly against an issuer's signature, while presenting only selected claims
to relying parties. The fabric layer carries the issuer's public keys and revocation status; the credentials
themselves typically remain in user-controlled wallets. The cross-domain property — that a credential issued
in one jurisdiction can be verified in another without bilateral integration — is the principal source of value,
though the cross-jurisdictional recognition of the credentials themselves remains a legal rather than technical
question (Werbach, 2018; Beck et al., 2018). Adjacent work has examined property and registry use cases —
real-estate transfer, land titling, asset-ownership records — that share the cross-jurisdictional verification
challenge with identity systems (Notheisen, Cholewa, & Shanmugam, 2017; Maesa & Mori, 2020).
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7. Challenges and Future Research Directions

Notwithstanding the encouraging trajectory, several issues constrain the broader adoption of
programmable trust fabrics. We close with a non-exhaustive enumeration of the most pressing research
directions, drawing on the literature surveyed throughout this paper as well as on patterns observed in
deployment.

7.1 Bridge Security

Cross-chain bridges have been the locus of catastrophic losses in the period 2020–2024, with several
incidents exceeding hundreds of millions of dollars in compromised value (Werner et al., 2022). The root
causes are diverse — key management failures, smart contract bugs, validator collusion, oracle manipulation
— but they share a common structure: the bridge concentrates value while distributing trust thinly, creating
a target whose compromise unlocks disproportionate gains (Belchior et al., 2021; Atzei et al., 2017). These
failuremodes echo earlier analyses of blockchain-cloud integration risk, where shared infrastructure produced
similar concentration effects (Park & Park, 2017). Future work must develop bridge architectures whose
security degrades gracefully under partial compromise, perhaps by capping the value in transit through any
single bridge path or by requiringmulti-mechanism corroboration for high-value transitions (Robinson, 2021).

7.2 Scalability and Layer-2 Integration

The scalability gap between permissioned and public fabrics has narrowed but not closed. Layer-2
constructions — rollups, payment channels, sidechains — push throughput substantially beyond their base
layers but introduce their own interoperability complications, since assets on different rollups face the same
translation challenges that motivated this work (Robinson, 2021). Open research questions include the design
of native cross-rollup messaging, the security model under which a layer-1 fabric can vouch for cross-layer-
2 transactions, and the user-experience implications of multi-layer state.

7.3 Privacy, Confidentiality, and Selective Disclosure

Programmable trust fabrics must reconcile transparency — required for verification and audit — with
confidentiality, required for commercial sensitivity and personal privacy (Kosba et al., 2016; Wang et al.,
2018). Zero-knowledge proofs and confidential-transaction schemes are maturing rapidly, but their
integration with cross-domain protocols remains immature. A particularly active sub-area is the design of
cross-chain proofs that reveal only the minimal information necessary for the destination domain to act,
without exposing the broader source-chain state (Belchior et al., 2021).

7.4 Regulatory Alignment and Governance

As trust fabrics carry larger fractions of the global value flow, regulatory engagement intensifies. Anti-
money-laundering rules, securities law, data-protection regimes, and tax reporting all impose constraints that
the fabric architecture must accommodate (Werbach, 2018; Beck et al., 2018; Lumineau et al., 2021). The
governance of fabric protocols themselves — who can propose changes, who must ratify them, how forks are
managed — remains an unsettled question, particularly when participants are distributed across jurisdictions
with conflicting rules.

7.5 Quantum-Resistant Substrates
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The cryptographic substrate on which all higher layers depend is vulnerable to large-scale quantum
computers, particularly through Shor's algorithm against elliptic-curve signature schemes. While the timeline
for cryptographically relevant quantum computers remains uncertain, the long-tail nature of historical chain
data implies that a transition to post-quantum primitives will be required well before the threat materialises,
lest historical transactions become forgeable in retrospect. Standardised post-quantum signature schemes are
emerging, but their efficiency profile — particularly signature size — poses non-trivial challenges for high-
throughput fabrics.

7.6 Toward Empirical Maturity

Finally, the field would benefit from greater methodological discipline in empirical evaluation.
Benchmarks vary widely in workload, hardware, and instrumentation, making cross-study comparison
difficult. Standardised benchmarks for interoperability mechanisms, common datasets for evaluating bridge
security, and shared metrics for path-level decentralisation would accelerate the maturation of the field
(Pongnumkul et al., 2017; Bamakan et al., 2020).

8. Conclusion

Programmable trust fabrics represent a conceptual shift in how distributed ledger technologies are
deployed in practice. Rather than treating each ledger as an autonomous trust island, the fabric perspective
emphasises the engineering of trust as a configurable resource that crosses administrative, technical, and legal
boundaries. The five-layer reference architecture introduced in this paper — cryptographic substrate,
consensus and settlement, interoperability, programmability, and application — provides a vocabulary in
which existing single-chain models and emerging multi-chain compositions can be expressed and compared
on common terms.

Cross-domain interoperability remains the defining challenge. We have surveyed five mechanism
families — notary schemes, sidechains, hash-time-locked contracts, light-client relays, and federated bridges
— and shown that each family occupies a distinct point in the design space defined by trust assumptions,
performance, and deployability. No single mechanism dominates; mature trust fabrics will increasingly
compose mechanisms, routing different traffic through different paths according to value, urgency, and
regulatory context. The comparative evaluation presented in Section 5 illustrates how performance,
decentralisation, and security trade off against one another, and how the trade-offs differ at the level of
individual chains versus the level of cross-domain trust paths.

Application evidence from cross-border finance, healthcare, supply chain, energy, and digital identity
confirms that the fabric paradigm is operationally relevant rather than merely theoretical. At the same time,
several open challenges— bridge security, scalability, privacy, regulatory alignment, and quantum resistance
— temper enthusiasm and define a substantial research agenda. The next phase of the technology will be
shaped by how the community addresses these challenges, and by whether it can develop a shared
methodological vocabulary for evaluating progress. The trajectory we have observed in adjacent computing
infrastructures — the slow consolidation around standards, the gradual professionalisation of operational
practice, the eventual disappearance of the underlying complexity from end-user experience — provides a
reasonable template. Programmable trust fabrics are, in the relevant sense, infrastructure; their success will
be measured not by the visibility of the technology but by its invisibility, by the moment at which value
moves across domains as freely and reliably as packets move across networks today.
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