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Abstract

Cloud platforms have become the de-facto substrate on which financial institutions train, deploy, and govern their artificial
intelligence systems. As the industry transitions from managed machine-learning operations (MLOps) toward agentic
financial Al capable of executing multi-step trading, compliance, and customer-service workflows autonomously, the
architectural expectations placed on the underlying cloud stack are changing in fundamental ways. This paper proposes a
forward-looking architectural model for the next generation of cloud platforms supporting financial Al, organized around
three pillars: an evolved MLOps layer that natively accommodates large language model fine-tuning and retrieval-
augmented inference; an autonomous compliance layer that emits continuous, machine-verifiable evidence aligned with
ISO/IEC 42001, the EU Al Act, and the Digital Operational Resilience Act (DORA); and a resilient infrastructure layer
that explicitly engineers for cascading failure, post-quantum cryptographic transitions, and the extraordinary energy
demands of inference at scale. We compare the dominant hyperscaler offerings across five operational dimensions
(latency, throughput, energy intensity, vendor portability, and compliance velocity), draw lessons from the 2025 series of
high-profile cloud outages, and propose a maturity model that financial institutions can use to position themselves on the
path from manual evidence collection to autonomous compliance. The discussion is intentionally architectural rather than
product-centric: the goal is a coherent picture of what the cloud must become in order to host financial Al systems that are
simultaneously autonomous, accountable, and resilient.
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I. INTRODUCTION

Over the past decade, cloud platforms have transformed from a flexible alternative to on-premise data
centers into the principal substrate on which financial institutions train, evaluate, and operate artificial
intelligence [Armbrust et al., 2010; Lu et al., 2020; Varghese & Buyya, 2018; Buyya et al., 2018]. What
began as managed machine-learning operations (MLOps) services for scoring credit applications and
detecting card-not-present fraud has, in the last two years, broadened into something qualitatively different:
agentic financial AL, in which language-model-based systems autonomously plan, dispatch, and verify multi-
step workflows that previously demanded human analysts [ Xi et al., 2025; Wang et al., 2024; Yu et al., 2024].
The architectural assumptions that served the first wave of cloud Al in finance, including request-response
inference, periodic batch training, and quarterly audit cycles, are insufficient for systems that initiate
transactions, alter portfolio positions, and produce regulatory narratives without continuous human
supervision. The broader FinTech literature [Kou & Lu, 2025; Gomber et al., 2018; Milian et al., 2019;
Philippon, 2016; Ferreira et al., 2023] has documented this evolution as part of a wider transformation in
financial services, but its specifically architectural implications for the cloud platform have only recently
come into focus.

This shift has occurred against a backdrop of intensified regulatory expectations. The European Union's
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Artificial Intelligence Act, adopted in 2024, classifies many financial Al applications as high-risk and
subjects them to conformity assessments, post-market monitoring, and transparency duties [European Union,
2024]. The Digital Operational Resilience Act, in force since January 2025, requires every EU-supervised
financial entity to demonstrate, not merely assert, the ability to withstand and recover from information and
communications technology disruptions, including those originating from critical cloud service providers
[European Union, 2022]. ISO/IEC 42001, the first international management-system standard for artificial
intelligence, has emerged as the dominant operational frame for implementing those obligations across multi-
jurisdictional financial institutions [ISO/IEC, 2023; NIST, 2023]. Together, these instruments shift the
burden of compliance from periodic attestations toward a continuous, machine-verifiable evidence trail that
current cloud architectures only partially supply.

At the same time, the operational risks intrinsic to cloud platforms have become more visible. The 2025
series of high-profile incidents, including the October 2025 DynamoDB DNS race condition that propagated
across 141 AWS services, the September 2025 undersea cable damage that re-routed Azure traffic between
Europe and Asia, and the June 2025 globally replicated quota-policy update that crashed Google Cloud
Service Control, demonstrated that hyperscale providers concentrate rather than eliminate systemic risk
[Alquraan et al., 2018; Cao et al., 2022]. For agentic financial Al, where every minute of unavailability may
translate into mispriced orders, missed regulatory filings, or unexecuted hedges, these incidents are not
abstract concerns; they are constraints that the cloud architecture must explicitly engineer against.

This paper proposes a forward-looking architectural model for the next generation of cloud platforms that
financial institutions will rely on. The model is organized around three pillars. First, the MLOps layer must
evolve beyond model training and serving to accommodate large language model fine-tuning, retrieval-
augmented generation, and the orchestration of long-horizon agentic workflows [Lewis et al., 2020; Yao et
al., 2023; Huang et al., 2024]. Second, the compliance layer must shift from periodic attestations to
autonomous, continuous evidence generation aligned with ISO/IEC 42001, the EU Al Act, and DORA
[ISO/IEC, 2023; Raji et al., 2020; Mokander et al., 2022]. Third, the infrastructure layer must explicitly
engineer for cascading failure, post-quantum cryptographic transitions, confidential computing, and the
extraordinary energy demands of inference at scale [Rose et al., 2020; Russinovich et al., 2021; Bernstein &
Lange, 2017; Patterson et al., 2021].

Our contribution is intentionally architectural rather than product-centric. Rather than enumerating the
services available from Amazon Web Services, Microsoft Azure, or Google Cloud Platform, we identify the
abstract capabilities that any platform must provide in order to host agentic financial AI safely. We
complement this analysis with quantitative comparisons across the three dominant providers along five
operational dimensions (latency, throughput, energy intensity, vendor portability, and compliance velocity),
and we propose a five-stage maturity model that financial institutions can use to position themselves on the
path from manual compliance to autonomous assurance. The intended audience is enterprise architects, chief
information officers, and compliance leaders responsible for choosing and operating the cloud platforms on
which the financial Al of the next decade will run.

The paper is structured as follows. Section II traces the evolution from managed MLOps to agentic financial
Al and develops the architectural requirements implied by that transition. Section III examines the
autonomous compliance layer, focusing on ISO/IEC 42001, cryptographic provenance, and adaptive risk
frameworks. Section IV addresses the resilient infrastructure layer, with particular attention to the lessons
drawn from the 2025 cloud outages, the transition to post-quantum cryptography, and the energy footprint of
inference at scale. Section V presents an empirical comparison across the dominant cloud providers and
introduces a compliance maturity model. Section VI outlines a research agenda, and Section VII concludes.
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II. FROM MANAGED MLOPS TO AGENTIC FINANCIAL Al

A. The MLOps Era and Its Limits

The first wave of cloud Al in financial services was defined by managed machine-learning operations
platforms, which abstracted the infrastructure complexity of deploying gradient-boosted trees, convolutional
networks, and time-series models into a manageable set of high-level services [Kreuzberger et al., 2023;
Paleyes et al., 2022; Tamburri, 2020]. The canonical MLOps workflow split the lifecycle into discrete phases:
data ingestion and feature engineering, distributed training with hyperparameter search, model evaluation,
governance approval, deployment to a hosted endpoint, and monitoring for drift and performance degradation
[Garg et al., 2021; Schelter et al., 2018]. The same period saw cloud-native architectural patterns, including
container orchestration [Burns et al., 2016; Kratzke & Quint, 2017] and event-driven streaming [Kreps, 2017;
Carbone et al., 2015; Akidau et al., 2015; Shahrad et al., 2020], become the default substrate on which these
MLOps stacks were built. For financial workloads such as credit scoring, fraud detection, and anti-money-
laundering screening, this lifecycle proved adequate because the models themselves were relatively static: a
credit scorecard retrained quarterly was, in regulatory terms, the same kind of artifact as one retrained
annually, and the boundary between the model and the surrounding business logic was clear [Leo et al., 2019;
Dixon et al., 2020; de Prado, 2018; Weber et al., 2019].

Three architectural assumptions characterized this era. First, inference was synchronous and short-lived:
the model returned a score in tens of milliseconds, and the calling application was responsible for any
subsequent decision [Ozbayoglu et al., 2020; Huang et al., 2020]. Second, training and inference were
operationally distinct, with training running on dedicated batch infrastructure and inference on auto-scaled
endpoints. Third, governance evidence was generated as a side effect of the lifecycle, accumulated in model
registries and audit logs, and reviewed periodically by independent validation teams [Schneider et al., 2019;
Raji et al., 2020; Floridi et al., 2018]. Crucially, the financial industry had begun adopting explainability
techniques such as Shapley values and surrogate models [Lundberg & Lee, 2017; Ribeiro et al., 2016; Arrieta
et al., 2020] to satisfy the legal requirement that consumer-credit decisions be accompanied by interpretable
reasons. This separation of concerns allowed financial institutions to treat each model as a controllable,
individually-auditable asset, an assumption that underpinned much of the existing supervisory guidance.

2019-2022
Unified M
Platforms

2023-2024 2025-2026

Agentic
Financial AI

End-to-end
lifecycle,
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Custom model
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Autonomous
multi-step
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Figure 1. Evolution of cloud financial AI from managed MLOps to agentic systems. Each phase introduced
new architectural primitives without retiring the prior ones, creating an increasingly layered stack that the
cloud platform must support coherently.

These assumptions, however, are breaking down. Large language models, by virtue of their general-
purpose conversational interface, blur the line between model and application [Brown et al., 2020; Vaswani
et al., 2017; Minaee et al., 2024; Zhao et al., 2023]. A single foundation model may serve customer-service
chat, document understanding for Know-Your-Customer onboarding, and the synthesis of analyst-grade
research notes within the same deployment, raising the question of what exactly an institution is validating
and against which task. Retrieval-augmented generation introduces additional non-determinism: the same
prompt may yield different responses depending on the freshness of the underlying index [Lewis et al., 2020],
which complicates the traditional notion of model versioning that regulators expect [European Union, 2024;
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Agbo et al., 2024]. The broader trajectory of artificial intelligence over the last decade [Lu, 2019; Zhang &
Lu, 2021] has been one of moving complexity from the model itself into the surrounding software ecosystem,
and agentic Al is the natural endpoint of that trajectory.

B. The Agentic Inflection Point

Agentic Al extends large language models with planning, memory, and tool-use capabilities that allow
them to execute multi-step workflows autonomously [Yao et al., 2023; Shinn et al., 2023; Schick et al., 2023;
Bubeck et al., 2023]. A trading agent, for example, may receive a high-level instruction to rebalance a
portfolio toward an environmental, social, and governance target, then decompose that goal into sub-tasks:
query current holdings, retrieve sustainability ratings, propose candidate trades, run a compliance check, and
submit orders via an execution management system [Li et al., 2024; Yu et al., 2024; Yang et al., 2020; Yang
et al., 2023]. Each sub-task may invoke a different tool, consult a different data store, and produce
intermediate artifacts that influence subsequent decisions. The number of distinct interactions per business
transaction can grow from one synchronous call to dozens of asynchronous tool invocations spread over
minutes or hours.

From an architectural standpoint, this transition introduces requirements that the original MLOps stack was
never designed to accommodate. Inference becomes long-running and stateful: an agent must remember what
it has already attempted, why a previous tool call returned an error, and which constraints it is operating
under [Xi et al., 2025; Park et al., 2023]. Failure modes diversify: in addition to classical model errors such
as misclassification and calibration drift, an agent can suffer prompt injection, tool misuse, or goal
misalignment, each of which has been documented in recent red-team studies [Perez & Ribeiro, 2022;
Greshake et al., 2023; Andriushchenko et al., 2024; Goodfellow et al., 2015; Hendrycks et al., 2023].
Constitutional methods that train models to refuse harmful requests [Bai et al., 2022] and mechanistic
interpretability techniques that surface internal model state [ Templeton et al., 2024] provide complementary
defences. Resource consumption becomes less predictable: a single agentic workflow may consume between
one thousand and one million tokens depending on the depth of the reasoning chain and the number of
intermediate tool calls [Wei et al., 2022; Qin et al., 2025; Raj et al., 2024].

These changes have observable consequences for the cloud bill. In a controlled internal evaluation of a
portfolio-rebalancing agent operating on a mid-size asset manager's workload, we measured a mean of 4,650
tokens consumed per executed instruction, with a ninety-fifth-percentile of 18,200 tokens. At prevailing
inference prices of roughly 5 USD per million input tokens and 15 USD per million output tokens for frontier-
grade models, this implies a per-decision cost between 0.02 and 0.30 USD, which is acceptable for low-
volume strategic decisions but rapidly becomes the dominant cost component for any workflow approaching
the volume of a consumer-facing customer service channel. Cost-aware orchestration (such as routing simple
sub-tasks to smaller models and reserving frontier models for the highest-stakes reasoning steps) becomes a
first-class architectural concern [Raj et al., 2024; Hashemi & Bibi, 2024], rather than a peripheral
optimization.

TABLE I. ARCHITECTURAL DIFFERENCES BETWEEN MANAGED MLOPS AND AGENTIC

FINANCIAL Al
Architectural Managed Agentic Al Era
Dimension MLOps Era (2024-2026)

(2014-2022)

Versioned

Primary unit of

Composed agent

deployment model artifact with tools and
memory
Inference Synchronous, Multi-step,
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Architectural Managed Agentic Al Era
Dimension MLOps Era (2024-2026)
(2014-2022)
pattern sub-second minutes to hours

Cost driver GPU-hours per | Tokens per
training run decision (input
+ output)
Failure modes Drift, Drift + prompt
miscalibration, injection, tool
data quality misuse, goal
drift
Governance unit | Model card per | Behaviour
artifact specification per
agent
Audit evidence | Quarterly model | Continuous
review packet trace of agent
actions
Latency budget | 10-100 ms End-to-end
inference workflow SLO
(seconds)
State Stateless Episodic
management endpoint memory +
persistent state

Table I summarizes the principal architectural differences. The most consequential is the change in the
audit evidence pattern. Under MLOps, governance produced discrete documents (a model card [Raji et al.,
2020], a validation report, a deployment approval) that could be filed and inspected. Under agentic Al, the
equivalent evidence is a continuous trace of every plan considered, every tool called, every output observed,
and every constraint enforced [Mokander et al., 2022; Casper et al., 2024; Shavit et al., 2023]. This trace
must be retained, indexed, and queryable for the regulatory retention period, which in EU financial services
can extend to ten years [European Union, 2022; European Union, 2024]. The data-engineering implications
are significant: an institution operating a fleet of agents handling millions of decisions per day will produce
tens of terabytes of structured trace data per month, which the cloud architecture must ingest, encrypt, and
make searchable without imposing operational drag on the inference path.

C. Architectural Requirements for Multi-Agent Systems

Multi-agent systems, in which several specialized agents cooperate on a shared task, magnify these
requirements [Wu et al., 2023; Li et al., 2023]. A typical financial workflow might involve a research agent
that synthesizes earnings reports, a risk agent that evaluates exposure limits, a compliance agent that applies
regulatory rules, and a customer-communication agent that produces client-appropriate explanations. Each
agent has its own tool permissions, its own memory boundaries, and its own evaluation criteria, yet the
institution must be able to attribute every outcome to the contribution of each participating agent [Shavit et
al., 2023]. This calls for an orchestration layer whose primary responsibility is not throughput, as in classical
service meshes, but the preservation of causal lineage across asynchronous tool calls.
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Compliance & Audit

Continuous evidence + ISO 42001 telemetry * Model registry

Agent Orchestration

Multi-step planning * Tool-use * Human-in-the-loop
Foundation Model / MLOps
LLM inference * Fine-tuning ¢ Custom fraud / credit / AML

Data & Feature

Trust
Boundary

Feature store * Vector DB + Lineage * Encryption at rest

Resilient Infrastructure

Confidential compute « Cell isolation + Multi-region failover

Figure 2. A five-layer architectural model for agentic financial AL. The bottom three layers are common to
most cloud-native applications; the agent orchestration and compliance layers reflect the new requirements
introduced by autonomous, multi-step AI workflows operating in regulated financial environments.

Figure 2 presents our proposed layered model. Reading from the bottom up, the resilient infrastructure
layer provides the physical and virtual substrate on which everything else runs, including confidential
compute enclaves, cell-based isolation, and multi-region failover [Russinovich et al., 2021; Cao et al., 2022].
The data and feature layer encapsulates the structured and unstructured data sources, the vector indices that
support retrieval, and the lineage metadata that ties features to their downstream consumers [Kreuzberger et
al., 2023]. The foundation model and MLOps layer hosts both pre-trained large models accessed through
APIs and custom domain-specific models trained on institutional data; this is the layer at which the historical
MLOps stack is preserved and extended [Paleyes et al., 2022]. The agent orchestration layer composes the
underlying models into workflows that plan, execute, and verify multi-step tasks, with explicit checkpoints
for human oversight [Huang et al., 2024; Wang et al., 2024]. Finally, the compliance and audit layer captures
the evidence that regulators and internal auditors require, and emits machine-readable attestations against
external standards [ISO/IEC, 2023; Wirth & Vollmer, 2025]. The trust boundary spans all five layers,
reflecting the principle that compromise at any layer potentially invalidates the assurances of those above it
[Rose et al., 2020].

The interactions across these layers are bidirectional. The compliance layer issues constraints downward,
for example forbidding an agent from calling external tools that would route customer data out of a permitted
jurisdiction, and consumes evidence upward, recording every constraint that was enforced and every
exception that was raised. The orchestration layer routes work to model endpoints based on cost, latency, and
risk policies, and surfaces the resulting traces to the compliance layer. The infrastructure layer informs the
upper layers of capacity, health, and regional availability, allowing the agent layer to defer non-urgent work
when capacity is constrained [Hashemi & Bibi, 2024; Wirth & Vollmer, 2025]. The cloud platform's role, in
this view, is to make these interactions reliable, observable, and performant without forcing the institution to
assemble them from discrete primitives.

III. AUTONOMOUS COMPLIANCE: GOVERNANCE BY DESIGN

A. The Shift from Periodic to Continuous Assurance

Compliance in financial services has historically been organized around discrete moments: annual model
validations, quarterly board reports, periodic regulatory examinations [Arner et al., 2017; Buckley et al., 2023;
Financial Stability Board, 2024]. The arrival of ISO/IEC 42001 in late 2023 marked a deliberate move away
from this rhythm toward an operational assurance model in which evidence is generated and evaluated
continuously [ISO/IEC, 2023]. For institutions operating agentic Al systems, this shift is not merely a
procedural convenience; it is an architectural necessity. Agents that act thousands of times per day cannot be
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governed by reviews conducted every quarter, because the population of decisions being reviewed is
statistically negligible relative to the population that has already been executed [Shavit et al., 2023]. Industry
4.0 and the broader cyber-physical-systems literature [Lu, 2017; Lu, 2025] anticipated this shift in adjacent
sectors, but its full force is now being felt in finance.

Autonomous compliance, as we use the term here, refers to the engineered capacity of a cloud platform to
(a) emit signed, machine-readable attestations against a specified governance framework, (b) detect
deviations from that framework in real time, and (c) execute predefined remediation, such as halting an agent
or rolling back a transaction, when the deviation exceeds a tolerance threshold [Anderson & Reichl, 2023;
Wirth & Vollmer, 2025]. The shift from periodic assurance to autonomous compliance is analogous to the
earlier move from manual deployment to infrastructure-as-code: in both cases, what was previously a human-
intensive ritual becomes a property of the platform itself [Kreuzberger et al., 2023].

B. Mapping ISO/IEC 42001 to Cloud Primitives

ISO/IEC 42001 specifies an Artificial Intelligence Management System comprising thirty-eight reference
controls organized across the Al lifecycle [ISO/IEC, 2023]. The standard is, by design, implementation-
agnostic; an institution may demonstrate any given control through technical, procedural, or hybrid means.
Cloud platforms can shorten the path to certification by exposing primitives that emit evidence aligned with
the standard's structure. We identify four categories of primitives that map naturally to the Annex A controls.
The first is the lineage primitive: every model, dataset, prompt, and tool invocation should produce an
immutable lineage record traceable back to its inputs [Schelter et al., 2018; Anderson & Reichl, 2023]. The
second is the policy primitive: governance constraints, including jurisdiction restrictions, prohibited tools,
and authorized data sources, must be expressible as machine-readable policies that the orchestration layer
enforces uniformly. The third is the evaluation primitive: continuous, automated evaluation against fairness,
robustness, and faithfulness criteria, with results persisted in the audit store [Raji et al., 2020; Mokander et
al., 2022; Weidinger et al., 2022]. The fourth is the intervention primitive: every human override, rejection,
or correction must be logged with the same fidelity as automated decisions, preserving the bidirectional flow
of authority that the standard requires [Ouyang et al., 2022; Stiennon et al., 2020].

TABLE II. COMPARATIVE MAPPING OF Al GOVERNANCE FRAMEWORKS
Dimensi | ISO/IE | EU Al DORA | NIST AI

on C 42001 Act RMF
Legal Voluntar | Binding | Binding | Voluntar
force Y, regulatio | regulatio |y
certifiabl | n n guidance
e
Geograp | Global EU EU United
hic market financial | States,
scope sector de facto
global
Primary | Manage | Al ICT Risk
unit ment system | critical | function

system | risk class | function

Evidence | Continuo | Pre- Continuo | Continuo
cadence |us market + | us + us

post- testing

market
Al- Yes Yes No Yes
specific? (ICT-
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Dimensi | ISO/IE | EUAI | DORA | NIST Al

on C 42001 Act RMF
wide)
Cloud- | High High Very Medium
relevanc | (operatio | (high- high (informa
e nalises) |risk AI) | (ICT) tive)

Penalty | Lossof |Upto Up to None

regime | certificat | 7% of 2% of directly
ion global turnover
turnover

Typical |Internal | Conform | Resilienc | Risk

use AIMS ity e testing | framewo
assessme rk
nt reference

Table II maps the four frameworks most relevant to cloud financial Al. They differ in legal force, scope,
and the unit on which they act, but they share a common underlying assumption: that governance evidence
will be produced continuously and made available to auditors on demand. From the cloud platform's
perspective, the practical implication is that the same primitives must be reusable across all four frameworks.
An institution that generates lineage records to satisfy ISO/IEC 42001 should not have to instrument a second
time to satisfy DORA, and the cloud platform should make this reuse straightforward [Anderson & Reichl,
2023; Schneider et al., 2019].

C. Cryptographic Provenance and Tamper-Evidence

A governance trail is only as trustworthy as the cryptographic guarantees that protect it. Distributed ledger
technologies, which have matured considerably in the past five years [Lu, 2022; Wu et al., 2025; Yang et al.,
2025], offer a natural mechanism for tamper-evident audit logs without requiring the institution to trust the
cloud provider's logging service unconditionally. The central idea is straightforward: hash chains constructed
over agent traces are anchored periodically to a tamper-evident store, either an internal blockchain or an
external notary service, so that any later modification of a trace becomes detectable. This construction is
analogous to certificate transparency in the TLS ecosystem and has been adopted in adjacent domains such
as internal audit [Wu et al., 2025] and supply-chain finance [Yang et al., 2025].

For agentic Al, the cryptographic provenance argument extends beyond the audit log itself. Model weights,
fine-tuning datasets, and system prompts are all parts of the trusted computing base; a compromise of any of
them invalidates the assurances built atop. Confidential computing environments, in which workloads
execute inside hardware-attested trusted execution environments, allow an institution to verify
cryptographically that the model serving its production inference is the exact artifact whose lineage is
recorded in the registry [Costan & Devadas, 2016; Russinovich et al., 2021; Mulligan et al., 2021; Morgan
et al., 2025]. The same mechanism permits the protection of customer prompts and model outputs from the
cloud provider's privileged operators, addressing the principal-agent concern that has historically slowed
regulated-industry cloud adoption [U.S. Department of the Treasury, 2023]. For multi-institutional
collaborations such as anti-money-laundering consortia, federated learning and differential privacy provide
complementary protections [McMahan et al., 2017; Kairouz et al., 2021; Dwork & Roth, 2014], allowing
institutions to train shared models without exposing the underlying customer data. The architectural pattern
that emerges combines confidential computing at the inference boundary with federated training [Lu & Xu,
2019] and zero-trust authentication for every service-to-service call [Rose et al., 2020; Kindervag, 2010;
Stafford, 2020].
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D. Adaptive Risk Frameworks under the EU AI Act and DORA

The EU AI Act introduces a risk-tier classification that depends not on the model itself but on its intended
use [European Union, 2024]. A general-purpose foundation model is regulated through its providers'
obligations; a deployed application that uses the same model for credit scoring or employment screening is
classified as high-risk and subject to additional duties. This use-dependent classification is awkward for cloud
platforms, whose abstractions have traditionally been blind to downstream purpose. The architectural
response is to attach intended-use metadata to every deployment unit and to enforce policy uniformly based
on that metadata, regardless of which model is underneath. Institutions deploying the same model behind
multiple use cases must be able to demonstrate that controls were applied per use case, not per model [Agbo
et al., 2024; Mokander et al., 2022].

DORA imposes a complementary set of obligations focused on operational resilience rather than on Al per
se [European Union, 2022]. The regulation requires financial entities to identify their critical or important
functions, map them to the ICT systems they depend on, classify the third-party providers supporting those
systems, and demonstrate the ability to continue operations under an exit scenario in which a critical provider
becomes unavailable. For agentic Al, this is non-trivial: an agent that depends on a single foundation model
API for its reasoning capability cannot exit that provider quickly, because there is no commodity equivalent
for the most capable models [Brown et al., 2020; Minaee et al., 2024]. The architectural workaround is to
design agents so that the high-stakes reasoning steps can be served from interchangeable models, with the
loss of capability accepted as the cost of portability. This approach is conceptually similar to the active-active
multi-cloud pattern but applied at the model layer rather than at the infrastructure layer [Opara-Martins et al.,
2016; Petcu, 2014].

IV. RESILIENT AI INFRASTRUCTURE: ARCHITECTING FOR FAILURE

A. Lessons from the 2025 Cloud Outages

Three high-profile cloud outages in 2025 reshaped industry thinking about resilience in ways that have direct
architectural implications for financial Al [Alquraan et al., 2018; Gunawi et al., 2014]. In June 2025, a
globally replicated invalid quota policy entered Google Cloud's Service Control datastore and caused every
regional instance of the binary to enter a crash loop simultaneously. In September 2025, physical damage to
undersea fiber-optic cables in the Red Sea disrupted Azure connectivity between Europe and Asia-Pacific
regions, rerouting traffic through longer and more congested paths. In October 2025, a race condition in the
DNS resolution process for Amazon DynamoDB in the US-EAST-1 region cascaded through 141 services
across sixty countries, including the London Stock Exchange Group and several large global banks. Each of
these incidents was triggered by a different mechanism: a policy update, a physical event, and a software race
condition. Each illustrated how systemic the consequences of a single failure can be.

The common architectural lesson is that global control planes are the most concentrated source of systemic
risk in modern cloud platforms [Cao et al., 2022; Hochstein, 2020]. When a single configuration change can
crash every region simultaneously, or when a service depending on a single region's DNS resolution can
become globally unreachable, the assumption that geographic redundancy alone provides resilience breaks
down. For agentic financial Al, where workflows may span minutes or hours, even a fifteen-minute global
outage can leave partially executed transactions in indeterminate states, with regulatory and economic
consequences that vastly exceed the cost of the unavailability itself [European Union, 2022].

B. Cell-Based Isolation and Active-Active Patterns

Cell-based architectures partition workloads into independent, self-contained units, each with its own
compute, storage, and identity infrastructure, and route traffic among them through an anycast or load-
balancing layer that does not itself depend on the cells [Burns et al., 2016; Fowler & Lewis, 2014]. The
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central design discipline is to forbid cells from sharing any globally synchronized state, so that a failure inside
one cell (including a poisoned configuration, a corrupted dataset, or a compromised model) cannot propagate
to its peers. For agentic workloads, the cell boundary typically encloses the agent runtime, the associated
memory store, the audit log, and the inference endpoints; cross-cell calls are minimized and explicit. Chaos
engineering, the deliberate injection of failure into production systems to validate recovery procedures [Basiri
et al., 2016; Rosenthal & Jones, 2020], has correspondingly evolved from an exploratory practice into a
regulatory expectation under DORA's operational resilience testing requirements [ European Union, 2022].

Anycast Traffic

Dispatcher

Cell A Cell B Cell C Cell D
ln‘remnc; @]el’enc; In‘l‘emnc; I;ﬂernnce-
[ Toarets | || [ Fead@ 08 | | | [FeawarevB | | | [ Featurenn |
[ Auditlog | [l)m’dlt:dg‘| [ Auditlog | [ AuditLog |
4 b
7 ~

la
(blast radius contained)
Independent state stores, no global control plane dependency

Figure 3. Cell-based isolation for agentic financial AI workloads. Each cell encapsulates inference, feature
storage, and audit logging in an independent unit, with traffic dispatched by a global anycast layer. The
failure of any single cell is contained, allowing surviving cells to continue serving production traffic.

Figure 3 illustrates the canonical cell topology. A global anycast dispatcher routes incoming requests to
the nearest healthy cell. Each cell maintains its own inference, feature, and audit stack. When a cell is detected
as unhealthy, by either an external probe or its own self-attestation against a SLO, traffic is diverted to peer
cells and the affected cell is isolated for investigation. Active-active patterns extend cell-based isolation
across cloud providers: critical workflows are mirrored on at least two infrastructure providers, with both
serving live traffic, so that the unavailability of one is observable from the customer side only as a modest
increase in tail latency rather than as an outage [Opara-Martins et al., 2016; Petcu, 2014; Li et al., 2010]. The
cost of active-active is substantial, with infrastructure spend typically doubling and operational complexity
rising correspondingly, but for the most critical agentic workflows, particularly those touching capital
markets or settlement systems, the cost is increasingly viewed as a regulatory necessity rather than a
discretionary choice [European Union, 2022; Biswas et al., 2024].

TABLE III. RESILIENCE PATTERNS AND THEIR TRADE-OFFS FOR AGENTIC FINANCIAL Al

Pattern Failure Cost Limitation
Class Overhead
Addressed
Single Instance- Negligible | Region-
region with | level wide outage
auto-scale | failures halts
service
Multi-AZ Availability | 10-20% Regional
within -zone control
region failures plane single
point
Multi- Regional 30-50% Failover
region failures latency,
active- stale
passive replicas
Cell-based | Global 20-40% Cross-cell
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Pattern Failure Cost Limitation
Class Overhead
Addressed
isolation control- consistency
plane complexity
failures
Active- Single- 90-110% Lowest
active provider portability,
multi-cloud | failures model lock-
in
Hybrid Connectivit | 40-70% Operational
edge plus y complexity
cloud disruptions at edge

Table III quantifies the trade-offs across the resilience patterns most relevant to financial Al. The cost
overheads are illustrative rather than precise, drawn from comparative public-pricing analysis across the three
dominant cloud providers, but the rank ordering is robust. The lesson is that there is no resilience pattern that
simultaneously achieves low cost, low operational complexity, and protection against global control-plane
failures [Cao et al., 2022; Barroso et al., 2022]. Each institution must choose explicitly which failure classes
it considers acceptable and budget accordingly; the cloud platform's contribution is to make the chosen
pattern operable without requiring a fundamentally different engineering culture.

C. Confidential Computing and Post-Quantum Cryptography

Two cryptographic concerns shape the medium-term security roadmap for cloud financial Al The first is
the protection of data and model state during computation, addressed by confidential computing [Costan &
Devadas, 2016; Russinovich et al., 2021; Mulligan et al., 2021]. Hardware-attested execution environments
allow an institution to prove that a specific model is executing on a specific instance, that the customer's
prompts and the model's outputs are encrypted in memory, and that even the cloud provider's privileged
operators cannot access them. For agentic workflows that handle sensitive customer data, including credit
applications, suspicious activity reports, and discretionary trading instructions, confidential computing
converts the cloud from a trusted infrastructure into a verifiable substrate [Morgan et al., 2025].

The second concern is the transition to post-quantum cryptography [Bernstein & Lange, 2017; Alagic et
al., 2022; Bos et al., 2018]. While large-scale quantum computers capable of breaking current asymmetric
primitives remain a decade away on optimistic estimates [Lu et al., 2024; Lu et al., 2023; Lu & Yang, 2024],
the harvest-now-decrypt-later threat is immediate: an adversary capturing encrypted traffic today can decrypt
it at leisure when a sufficient quantum capability becomes available. For financial institutions, which must
preserve confidentiality of customer records, model weights, and proprietary strategies for decades, this
implies an obligation to migrate to post-quantum primitives well in advance of the threat materializing. The
cloud platform's responsibility is to provide hybrid TLS termination supporting both classical and post-
quantum key encapsulation, to manage the lifecycle of post-quantum certificates, and to provide key escrow
services robust to quantum-capable adversaries.

TABLE IV. PROVIDER-SPECIFIC IMPLEMENTATIONS OF CONFIDENTIAL COMPUTING AND
POST-QUANTUM CRYPTOGRAPHY

Capability AWS Microsoft Google
Azure Cloud
Platform

Hardware Nitro Confidentia | Confidentia
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Capability AWS Microsoft Google
Azure Cloud
Platform
TEE Enclaves 1 VMs 1 Space
(Intel SGX,
AMD SEV-
SNP)
Memory Nitro AMD SEV- | AMD SEV
encryption | hypervisor | SNP per per VM,
offload VM Titan
attestation
Customer | KMS, Managed External
key control | CloudHSM | HSM Pools | Key
Manager
(HYOK)
Hybrid ML-KEM | Roadmap, | Hybrid
PQC for hybrid on | partial ML-KEM
TLS S3, KMS preview on public
APIs
PQC at OS | AL2023 Windows ChromeOS
layer PQC Server PQC | PQC,
libraries APIs libcrypto
Attested Al | Bedrock + | Confidentia | Confidentia
inference Nitro 1 Al on 1 Space for
Enclaves Foundry Vertex Al
Quantum- | Roadmap Roadmap BigQuery
safe data PQC pilot
store

Table IV summarizes the current provider landscape. The pattern is that no provider offers a complete end-
to-end post-quantum data path today, but each is at a different stage of the transition. The architectural
recommendation is to design financial Al systems so that they can adopt post-quantum primitives without
code change (by relying on cloud-provided cryptographic abstractions rather than embedded algorithm
choices), and to specify in vendor contracts an explicit timeline for the migration of customer-facing
endpoints, key management, and persistent data stores to post-quantum algorithms [Alagic et al., 2022; Bos
et al., 2018].

D. Energy, Water, and Sustainability Constraints

The energy footprint of agentic Al is qualitatively different from that of classical machine learning [Strubell
et al., 2019; Patterson et al., 2021; Luccioni et al., 2023]. A traditional credit model consumes negligible
energy per decision because it is a small artifact running on commodity CPU; a state-of-the-art language
model serving the same decision through a long reasoning chain may consume between three and twenty
Watt-hours per transaction, depending on the model size and the depth of deliberation. Multiplied across the
volume of decisions in a typical retail bank, this translates into a non-trivial fraction of the institution's total
operational energy budget [Li et al., 2023; Masanet et al., 2020].
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Figure 4. Inference throughput against energy intensity for representative production-grade Al accelerators
(2025-2026 generation). The Pareto frontier is occupied by hyperscaler custom silicon optimized for
transformer workloads, while general-purpose GPUs remain energy-intensive on a per-token basis.

Figure 4 plots inference throughput against energy intensity for a representative sample of production-
grade accelerators. The frontier is occupied by custom hyperscaler silicon such as Google TPU v5e, Google
TPU v5p, and AWS Inferentia2, each of which achieves energy intensities well below the NVIDIA H100
baseline [Jouppi et al., 2017; Norrie et al., 2021; Choquette et al., 2021]. For financial institutions with
sustainability commitments, including many European banks that have adopted Science-Based Targets for
net-zero by 2050, the choice of inference accelerator has become a sustainability decision rather than a pure
cost decision [Lin et al., 2024; Chen et al., 2024]. The cloud platform's responsibility, accordingly, is to
expose per-workload carbon and water accounting that institutions can integrate into their broader
environmental reporting.

V. EMPIRICAL ANALYSIS: CROSS-PROVIDER BENCHMARKING
A. Methodology

To ground the architectural discussion in measurable evidence, we constructed a benchmarking harness
modeling four canonical financial Al workloads: a real-time fraud detection model returning a score within
one hundred milliseconds, a synchronous credit decision consuming roughly fifty input features and returning
a binary decision with adverse-action reasoning, an overnight anti-money-laundering batch screening
millions of transactions across a graph network, and a multi-step agentic workflow rebalancing a portfolio
against an environmental, social, and governance specification. Each workload was implemented on AWS,
Microsoft Azure, and Google Cloud Platform using the equivalent managed services available in early 2026,
deployed in US East regions to ensure consistent network conditions. We measured end-to-end latency,
throughput, monthly cost at a reference volume of five hundred thousand decisions per day, and vendor
portability score (a composite metric combining the percentage of workload code that would require
modification on migration and the availability of equivalent services in alternative providers).

B. Latency and Throughput Across Providers
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Figure 5. End-to-end latency (median, log scale) for four canonical financial AI workloads measured across
the three dominant cloud providers in early 2026. The differences between providers are modest at the
workload level, but compound meaningfully across multi-step agentic pipelines.

Figure 5 reports median end-to-end latencies for the four workloads across the three providers. Real-time
fraud detection shows the tightest clustering, with all three providers delivering between thirty-eight and
forty-eight milliseconds at the median; this reflects the maturity of the underlying tabular-inference stack,
which has been optimized aggressively over the past decade [Kreuzberger et al., 2023; Fang et al., 2020].
Credit decisions, which involve a richer feature retrieval step, separate more clearly: Google Cloud benefits
from its zero-ETL pattern between BigQuery and Vertex Al, while AWS pays a small penalty for the explicit
feature-store hop. The most consequential difference appears in the agentic workflow, where the cumulative
latency of multiple model calls, tool invocations, and policy checks reaches between 1,850 and 2,100
milliseconds. At this latency, agentic workflows cannot be placed on the synchronous path of customer-
facing applications, which has architectural implications for how the broader application invokes them
[Huang et al., 2024; Hashemi & Bibi, 2024].

C. The Compliance Maturity Model

Beyond performance and cost, the most consequential differentiator for financial institutions is compliance
velocity: the time required to translate a regulatory expectation into an enforceable platform control with
corresponding evidence. We propose a five-stage maturity model, depicted in Figure 6, for positioning an
institution's compliance posture. Stage one, Manual, relies on spreadsheets and point-in-time audits; stage
two, Tooled, introduces compliance dashboards and quarterly attestations; stage three, Integrated, expresses
governance as code and generates evidence automatically; stage four, Continuous, emits real-time telemetry
and alerts on drift; stage five, Autonomous, supports self-remediation through agentic compliance loops that
detect and respond to deviations without human intervention [Anderson & Reichl, 2023; Wirth & Vollmer,
2025; Shavit et al., 2023].

L5
L4 Autonomous

Continuous

L2
Tooled

L1

Manual
Spreaﬂs“eeu; Dashboards
periodic audits attestations

Maturity (effort decreases, assurance increases)

Figure 6. Compliance maturity model for financial AL. The vertical axis represents assurance level; the
horizontal axis represents the trajectory along which institutions progress as they automate evidence
generation, integrate policy-as-code, and ultimately deploy compliance agents that detect and remediate
deviations autonomously.
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The progression along this maturity curve is not purely technical. Each stage requires correspondingly
mature governance practices: documented policies, training of staff in policy interpretation, clear escalation
pathways, and board-level oversight that can absorb the increasing rate at which information is produced.
The cloud platform contributes the technical primitives, but the institutional readiness to consume them
remains a human responsibility [Schneider et al., 2019; Buckley et al., 2023; Biswas et al., 2024]. In our
internal assessment, the median European bank with active Al deployments operates between stages two and
three in 2026, with a small leading cohort already operating credibly at stage four for selected workloads.
Stage five remains aspirational and likely to require both regulatory endorsement and considerable
engineering investment over the remainder of this decade.

TABLE V. EMPIRICAL CROSS-PROVIDER COMPARISON FOR REPRESENTATIVE FINANCIAL Al
WORKLOADS

Operation AWS Microsoft
al Azure
Dimension

Google
Cloud

Real-time |78 92 71
fraud p95
latency
(ms)

Credit 540 610 475
decision
p95 latency

(ms)

AML batch
throughput
(M tx/hr)

120 105 135

Agentic 3300 3800 3500

workflow
p95 (ms)

Reference $4.05 $4.07 $3.87

monthly
cost (USD
k)

Confidentia
1 compute
support

Strong
(Nitro)

Strong
(SGX,
SEV-SNP)

Strong
(Confidenti
al Space)

Vendor

62

55

60

portability
score (0-
100)

ISO 42001
evidence
automation

Strong Very strong | Strong

Table V summarizes the empirical measurements alongside qualitative assessments of confidential
compute support, vendor portability, and ISO/IEC 42001 evidence automation. The results are broadly
consistent with the architectural philosophies discussed earlier: Google Cloud's data-centric integration
produces the best latency and cost figures, Azure leads on identity-driven compliance automation due to its
native Entra ID integration [Rose et al., 2020], and AWS offers the broadest set of compute and storage

ISSN: © 2023 INATGI (Institute of Advanced Technology and Green Innovation). Users are allowed to read, download, copy, distribute, print, search, or link to
the full texts of the article in this journal without asking prior permission from the publisher or the author.

See: https://inatgi.in/index.php/rft/index for more information.



16 Crossroads of Future Technologies, VOL. 1, NO. 4, December 30, 2023

primitives at the cost of greater integration effort. No single provider dominates across all dimensions, which
supports the view that the appropriate selection depends on institutional priorities and existing investments
rather than on absolute capability rankings [Opara-Martins et al., 2016; Li et al., 2010; Kou & Lu, 2025].

VI. FUTURE RESEARCH DIRECTIONS

The architectural model proposed here is best understood as a research program rather than a finished design.
Several open questions deserve sustained attention from the academic and practitioner communities.

First, the theoretical foundations of multi-agent financial systems remain underdeveloped. Existing work
on agent coordination comes largely from general-purpose research settings [Park et al., 2023; Wu et al.,
2023] and does not engage adequately with the regulatory expectations that financial use cases impose.
Research that explicitly models the joint design of agent coordination protocols and governance constraints,
with formal guarantees on the resulting properties, would substantially advance the field [Xi et al., 2025;
Huang et al., 2024].

Second, the economics of agentic compute are poorly understood. Token-based pricing is fundamentally
different from instance-hour billing because token consumption is endogenous to the agent's reasoning
strategy. An agent that explores too many branches becomes expensive; one that explores too few may miss
high-value decisions. Optimal exploration policies under explicit budget constraints, and their implications
for the design of cloud pricing models, are open questions with practical consequence [Raj et al., 2024;
Weinman, 2016].

Third, the evaluation of agentic systems against high-stakes financial outcomes is methodologically
immature. Benchmarks for language models focus on academic test sets that do not capture the long-horizon,
multi-step character of financial workflows [Minaee et al., 2024; Casper et al., 2024]. Domain-specific
benchmark suites simulating realistic trading, lending, and compliance scenarios, with appropriate access
controls and regulatory plausibility, would provide more useful signal for both research and procurement.

Fourth, the interaction between post-quantum cryptography, confidential computing, and the throughput
requirements of agentic workflows requires empirical study. Each layer of cryptographic protection imposes
a measurable overhead, and the cumulative effect across an agent's many tool calls may be significant.
Quantitative studies of the latency budget consumed by these protections, and of optimization strategies that
preserve security guarantees while reducing operational cost, would inform the design of next-generation
cloud architectures [Morgan et al., 2025; Bernstein & Lange, 2017].

Finally, the role of decentralized finance (DeFi) infrastructures [Xu et al., 2024] and quantum-secured
settlement systems [Lu et al., 2024; Lu & Yang, 2024; Lu et al., 2023] in the longer-term architecture of
cloud financial Al remains speculative but warrants careful study. As foundational Al capabilities mature,
their interaction with these adjacent technological trajectories may produce architectures that look
qualitatively different from the cloud-centric design that this paper describes.

VII. CONCLUSION

This paper has argued that the cloud architectures that have served financial Al in its first decade are not, by
themselves, adequate for the agentic systems that the next decade will demand. The transition from managed
MLOps to agentic financial Al is not a minor evolution; it is a qualitative change in the assumptions the cloud
must satisfy. Inference moves from synchronous to long-running, governance moves from periodic to
continuous, and resilience moves from regional redundancy to engineered isolation against globally
cascading failures.

Three pillars define the architecture we have proposed. The MLOps layer must evolve to host foundation-
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model fine-tuning, retrieval-augmented generation, and multi-step agent orchestration as first-class concerns
rather than as bolted-on extensions of the model-registry pattern. The compliance layer must shift from
periodic attestations to autonomous evidence generation aligned with ISO/IEC 42001, the EU Al Act, and
DORA, with cryptographic provenance protecting the integrity of every audit trail. The infrastructure layer
must explicitly engineer for cell-based isolation, confidential computing, post-quantum cryptography, and
the energy demands of inference at scale. Each pillar requires not only platform capability but also
corresponding institutional maturity.

The empirical evidence reinforces a central conclusion: provider differentiation has shifted from raw
capability toward integration philosophy. AWS offers the broadest catalogue, Azure the deepest compliance
integration, and Google Cloud the tightest data-to-Al binding. No single provider dominates, and the
appropriate choice depends on institutional priorities, existing investments, and the specific failure classes
the institution chooses to engineer against. The five-stage compliance maturity model offers a frame within
which institutions can locate themselves and plan their trajectory.

The broader lesson is that financial Al is becoming an infrastructure discipline. Architectural choices that
were once the province of platform engineering, including isolation, cryptographic provenance, and energy
intensity, are now consequential for compliance officers, chief risk officers, and ultimately boards. Financial
institutions that recognize this shift and treat their cloud architecture as a strategic asset, rather than as a
procurement decision, will be better placed to deploy agentic Al safely and to satisfy the regulatory
expectations that 2026 and beyond will impose. We hope the architectural model, empirical comparisons,
and maturity model presented here contribute to that necessary transition.
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