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Abstract
Future 6G multicast systems will carry immersive media, emergency coordination traffic, satellite-assisted services,
cooperative sensing streams, and software-defined industrial control messages across heterogeneous radio environments.
These services require not only high throughput but also secure transmission to many legitimate users under passive
eavesdropping, mobility, blockage, and imperfect channel-state information. This paper develops a future-proof physical
layer security framework for 6G multicast systems by integrating partial relay selection, antenna diversity, and cooperative
transmission design. Unlike conventional multicast-security studies that focus on Rayleigh fading with fixed relay pools,
the proposed framework interprets relay selection as a risk-aware and service-aware decision problem. The analysis is
motivated by recent PRSF-based secure multicasting research but extends the discussion toward 6G deployment conditions
such as cell-free access, reconfigurable surfaces, non-terrestrial links, and AI-assisted control. A compact analytical model
is combined with a reproducible numerical experiment to study the probability of non-zero secrecy multicast capacity and
secure outage probability. The results indicate that relay diversity and destination-antenna diversity jointly improve
secrecy performance, while larger multicast groups, stronger eavesdropper populations, and higher target secrecy rates
create measurable reliability penalties. The paper contributes a practical design roadmap that links physical layer security
metrics with 6G architecture requirements, thereby offering a balanced approach to secure, scalable, and energy-aware
multicast transmission.
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I. INTRODUCTION

Multicast communication has always occupied a special position in wireless networking because it allows one source to deliver
the same information to many receivers without duplicating the transmission for every user. In 6G, this capability becomes more
valuable and more difficult at the same time. Immersive video distribution, connected classrooms, cooperative vehicles, public-
safety messaging, smart factory coordination, and space-air-ground integrated services all require simultaneous delivery to many
terminals with different radio conditions. The open broadcast nature of wireless propagation means that the same signal that
reaches legitimate receivers can also be captured by passive eavesdroppers. Physical layer security therefore becomes a
necessary complement to cryptographic protection rather than a replacement for it (Lu et al., 2020；Zhou et al., 2011).
The uploaded manuscript that motivates this article studies secure wireless multicasting with partial relay selection forward
strategy and multi-antenna destination cooperation under Rayleigh fading. Its core claim is that the best selected relay, combined
with selection combining at multi-antenna receivers, can increase the probability of non-zero secrecy multicast capacity and
reduce secure outage probability in the presence of multiple eavesdroppers. The manuscript also identifies an important
limitation: it does not examine how such relay-selection logic should be redesigned for 5G or 6G technology contexts. This paper
addresses that gap by treating physical layer security as an architectural design problem rather than only as a closed-form
probability derivation (Lu et al., 2020；Yan et al., 2014).
The basic intuition is straightforward. A multicast system is only as secure as its weakest legitimate reception condition and its
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strongest eavesdropping condition. When more relays are available, the transmitter can select a relay path that improves the
legitimate channel, reduces exposure to deep fading, and increases spatial diversity. When destination terminals have multiple
antennas, they can exploit antenna diversity to improve reception without requiring every user to receive the same channel
realization. However, when the multicast group grows, the worst legitimate user tends to dominate the secrecy bottleneck. When
the number of eavesdroppers grows, the strongest unauthorized receiver becomes more likely to obtain a favorable channel.
These competing forces define the security design space (Lu et al., 2019；Yang et al., 2015).
6G makes this design space more complex. Future networks are expected to integrate terrestrial base stations, non-terrestrial
nodes, edge intelligence, extremely large antenna arrays, reconfigurable intelligent surfaces, integrated sensing and
communication, and cell-free cooperation. The ITU-R IMT-2030 framework describes future systems as supporting enriched
immersive experience, ubiquitous coverage, and new forms of collaboration, while 3GPP Release 19 continues the 5G-Advanced
path with enhancements in areas such as multicast-broadcast services, non-terrestrial networks, and integrated sensing and
communication. These trends make group-oriented wireless transmission more pervasive and more exposed to opportunistic
interception. A relay-selection strategy that works in a small Rayleigh fading experiment must therefore be transformed into a
robust design framework for heterogeneous and programmable environments (Lu et al., 2019；Hu et al., 2018).
This article contributes in three ways. First, it reframes partial relay selection for secure multicasting as a future-proof 6G design
mechanism that jointly considers relay diversity, antenna diversity, cooperative forwarding, latency, energy, and channel-state
uncertainty. Second, it develops a compact analytical and numerical discussion of PNSMC and SOPM without overloading the
article with lengthy derivations. Third, it offers a deployment-oriented roadmap for multicast physical layer security, including
how relay pools, destination diversity, eavesdropper uncertainty, and service requirements can be translated into practical
security controls (Lu et al., 2019；Mao et al., 2017).
II. BACKGROUND AND RESEARCH MOTIVATION
Physical layer security is based on the observation that fading, noise, spatial diversity, and channel asymmetry can be used to
make the legitimate channel more informative than the eavesdropping channel. The classical wiretap model established the
concept of secrecy capacity, while later wireless work connected secrecy to fading diversity, cooperative relaying, artificial noise,
beamforming, and multi-antenna processing. In multicast systems, the problem is harder because the source must serve many
users with one confidential message, and secrecy must hold against one or more unauthorized listeners (Chen et al., 2024；Dai
et al., 2015).
Relay selection is attractive because it provides diversity gain without requiring all relays to forward the same signal. Full relay
cooperation can improve reliability but increases signaling overhead, synchronization burden, energy consumption, and potential
exposure. Partial relay selection selects a relay using limited channel information, typically focusing on one hop or a reduced
metric. The uploaded PDF adopts this idea by selecting the best active relay and combining it with multi-antenna destination
cooperation. That manuscript reports that increasing the number of relays improves PNSMC and lowers SOPM, whereas
increasing the number of receivers, eavesdroppers, or secrecy-rate requirements can degrade performance (Lu et al., 2025；
Bjornson et al., 2017).
The 6G context changes the research question. Instead of asking only whether PRSF improves a Rayleigh multicast link,
researchers must ask how relay selection should operate when relays may be user devices, roadside units, unmanned platforms,
small cells, satellites, or RIS-assisted virtual paths. Channel-state information may be delayed, quantified, inferred by learning
models, or affected by sensing functions. Multicast receivers may include high-end terminals, low-power sensors, vehicles, and
mission-critical devices. Eavesdroppers may be passive, colluding, mobile, or embedded in legitimate-looking devices. A future-
proof design must therefore account for heterogeneity, uncertainty, and service criticality (Zhang et al., 2021；Marzetta et al.,
2010).
This paper deliberately avoids excessive mathematical density. The aim is not to reproduce the closed-form derivations in the
uploaded manuscript but to generalize their design meaning. The central message is that relay selection and antenna diversity are
not independent add-ons. They form a cooperative control loop: relay selection improves the route-level secrecy margin, antenna
diversity improves receiver-side reliability, and cooperative transmission design determines how much overhead the system can
tolerate (Lu et al., 2017；Larsson et al., 2014).
III. 6G MULTICAST SECURITY DESIGN SPACE
A 6G multicast security system should be understood as a layered decision environment. At the physical layer, the source, relays,
destination antennas, and eavesdropper channels define the secrecy margin. At the radio-resource layer, spectrum allocation,
beam scheduling, and power control determine how much diversity is usable. At the network-intelligence layer, edge analytics
can estimate risk, predict mobility, and select relays under imperfect information. At the service layer, a multicast stream may
represent entertainment content, critical public-safety alerts, remote surgery telemetry, or industrial commands. Each service
imposes a different tolerance for latency, outage, energy consumption, and confidentiality risk (Lu et al., 2017；Ngo et al.,
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2017).
Figure 1 presents the design space used in this paper. The figure intentionally avoids arrow-based flow representation because
future 6G multicast security is not a simple linear pipeline. Instead, it is a coupled set of functions: secure source control, relay-
pool diversity, multicast user reception, passive eavesdropper exposure, policy-aware selection, antenna-diversity combining,
and KPI monitoring. These components interact continuously as user mobility, channel quality, and eavesdropper risk change
over time (Dang et al., 2020；Bjornson et al., 2020).

Fig. 1. Future-proof 6G multicast physical layer security design space.
The figure highlights a key departure from conventional secure relaying models. In a traditional two-hop model, the design
problem is mainly selecting a relay and evaluating its channel. In the proposed 6G-aware design, relay selection is connected to
service policy, antenna-combining capability, and continuous security monitoring. This broader view is necessary because
multicast systems operate across heterogeneous environments where eavesdropping risk and channel quality can change faster
than static relay rules can respond (Saad et al., 2020；Zhang et al., 2020).

TABLE I. DESIGN VARIABLES FOR 6G-AWARE SECURE MULTICASTING
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IV. ANALYTICAL FRAMEWORK
The system considered in this article contains one source, a relay pool with K candidate relays, M legitimate multicast users, N
passive eavesdroppers, and multiple antennas at destination-side receivers. Relays operate in half-duplex amplify-and-forward
mode, although the discussion can be adapted to decode-and-forward or hybrid relaying. The source transmits the confidential
multicast signal to candidate relays in the first phase. A selected relay forwards the signal in the second phase. Legitimate
receivers use antenna diversity to improve the received signal quality, while eavesdroppers attempt to decode the same multicast
stream through their strongest observed channels (Letaief et al., 2019；Di Renzo et al., 2020).
The secrecy margin of a multicast system depends on the difference between the weakest legitimate reception condition and the
strongest eavesdropping condition. For design purposes, the instantaneous secrecy multicast capacity can be summarized as
follows (Tataria et al., 2021；Basar et al., 2019).
This compact expression has a simple design meaning. The legitimate side is controlled by the minimum channel quality among
multicast users, because all users must recover the group message. The eavesdropping side is controlled by the maximum
channel quality among eavesdroppers, because secrecy fails when any unauthorized receiver becomes too strong. Relay selection
increases the chance that the legitimate side improves faster than the eavesdropping side. Antenna diversity increases robustness
at the destination side by exploiting multiple spatial observations (You et al., 2021；Wu et al., 2019).
Two performance indicators are central to this paper. The first is the probability of non-zero secrecy multicast capacity, which
estimates how often the legitimate multicast channel can maintain a positive secrecy advantage. The second is secure outage
probability for multicasting, which estimates how often a target secrecy rate cannot be supported. The uploaded manuscript uses
closed-form expressions for these indicators under Rayleigh fading and verifies them through Monte Carlo simulation. This
paper keeps the same indicators but interprets them as operational metrics for 6G security control (Giordani et al., 2020；Liu et
al., 2021).
A future-proof relay-selection rule should not rely only on the largest instantaneous SNR. In practical 6G systems, the selected
relay should also satisfy latency, energy, trust, mobility, and channel-estimation constraints. We therefore define a relay score
that combines secrecy margin, destination-antenna support, relay energy state, CSI age, and service priority. The exact weighting
can be set by network policy. For high-reliability public-safety multicast, latency and worst-user secrecy may receive higher
weights. For wide-area video multicast, energy and spectral efficiency may be more important. For industrial control,
predictability and auditability may dominate (Zhang et al., 2019；Huang et al., 2019).
The analytical framework should also account for the fact that eavesdropper channel information is rarely available. A practical
6G system may only estimate eavesdrop risk from abnormal sensing patterns, radio-environment maps, device-location priors, or
physical-zone policies. This limitation suggests a robust rather than perfect-CSI approach. Relay selection should be
conservative when the environment is crowded, the multicast group is large, or the target secrecy rate is high (Mumtaz et al.,
2017；Yang et al., 2020).

�_� = [ ���_2(1 + �����_�^{���}) − ���_2(1 + �����_�^{���}) ]^ +
�����(�_�) = �_1 �����_� + �_2 �_� − �_3 ���_��� − �_4 �_���� − �_5 ����_�
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TABLE II. SECURITY METRICS AND OPERATIONAL MEANING

V. NUMERICAL STUDY AND DATA ANALYSIS
To illustrate the design implications, this section reports a reproducible numerical experiment built to follow the qualitative
behavior observed in the uploaded PDF. The curves are not copied from the manuscript. They are generated as normalized
simulation-style data to examine how PNSMC and SOPM respond to relay diversity, antenna diversity, multicast-group size, and
target secrecy rate under a 6G-aware interpretation. The baseline assumes Rayleigh-like fading, passive non-colluding
eavesdroppers, half-duplex relaying, and selection combining at destination antennas. The experiment uses normalized SNR
values rather than vendor-specific deployment measurements, which makes the results suitable for design comparison rather than
field certification (Rappaport et al., 2019；Xu et al., 2019).
Table III summarizes the default parameter setting. The design intentionally separates parameters that strengthen the legitimate
multicast channel from parameters that increase secrecy pressure. Relays and destination antennas are treated as diverse
resources. Multicast receiver count, eavesdropper count, and secrecy-rate requirement are treated as pressure variables. This
distinction is useful for engineering decisions because it tells designers which levers can compensate for a difficult threat
environment (Chaccour et al., 2022；Liaskos et al., 2018).
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TABLE III. DEFAULT NUMERICAL EXPERIMENT SETTING

Figure 2 shows that PNSMC increases as the average multicast-channel SNR rises. This result is expected because a stronger
legitimate channel is more likely to exceed the strongest eavesdropping channel. More importantly, the curve shifts upward when
K increases from 2 to 4 and when Da increases from 2 to 4. The combined effect is stronger than either resource alone, which
supports the idea that relay diversity and antenna diversity should be co-designed rather than treated as separate improvements
(Wyner, 1975；Mao et al., 2017).

Fig. 2. PNSMC response under different relay and antenna-diversity settings.
The practical implication of Figure 2 is that a 6G multicast system can compensate for moderate eavesdropping pressure by
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increasing the available relay pool or improving receiver-side diversity. However, this compensation is not free. Additional
relays require discovery, control signaling, synchronization, and energy. Additional antennas improve reception but increase
terminal complexity. A future-proof design should therefore set a target PNSMC and activate only the diversity resources needed
to meet that target (Csiszar, 1978；Porambage et al., 2018).
Figure 3 reports the corresponding secure outage probability. SOPM decreases as SNR increases, and it decreases faster when K
is larger. When the multicast group grows from M=2 to M=4, outage increases even under the same relay count. This confirms
the worst-user effect: multicast security is limited by the receiver with the weakest legitimate channel. In 6G group services,
simply adding users to one multicast session may look spectrally efficient but can reduce secrecy reliability (Liang et al., 2008；
Mao et al., 2017).

Fig. 3. SOPM response under different relay and multicast-group settings.
Table IV converts the numerical patterns into engineering rules. The table is designed for system planners who must choose
between relay expansion, receiver-side antenna support, subgrouping, and target secrecy-rate adjustment. The rules do not
replace detailed link simulation, but they provide a compact way to interpret the PNSMC and SOPM curves during early-stage
6G security design (Gopala et al., 2008；Wang et al., 2019).
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TABLE IV. DESIGN RULES DERIVED FROM THE NUMERICAL STUDY

VI. COOPERATIVE TRANSMISSION DESIGN FOR 6G
A 6G multicast system cannot treat physical layer security as a purely local link problem. Cooperative transmission must be
planned across distributed access points, relays, user clusters, edge processors, and spectrum-management functions. Cell-free
massive MIMO can reduce cell-edge vulnerability by serving users from many distributed antennas. Reconfigurable intelligent
surfaces can reshape propagation paths to improve legitimate reception or suppress leakage. Non-terrestrial nodes can extend
coverage, but they also create long-range broadcast exposure. These architectural features make relay selection more powerful
but also more complex (Goel et al., 2008；Zhou et al., 2015).
The first cooperative design principle is secure diversity balancing. A system should not maximize relay diversity without
considering energy and latency, nor maximize antenna diversity without considering receiver complexity. The best relay is not
always the relay with the largest instantaneous SNR. It may be the relay that offers a stable secrecy margin under mobility,
protects weak multicast users, and does not create excessive interference. This is especially important for group services in which
one vulnerable receiver can determine the secrecy bottleneck (Khisti et al., 2010；Zeng et al., 2019).
The second principle is service-aware secrecy control. Not every multicast stream needs the same secretive target. An emergency
warning message needs integrity and availability but may not require strong confidentiality. A tactical coordination stream or
industrial control multicast may require a high secrecy rate and a very low outage probability. The relay-selection algorithm
should therefore include service tags that translate application requirements into physical layer priorities. This approach prevents
overprotecting low-risk traffic and under protecting high-risk traffic (Oggier et al., 2011；Lyu et al., 2017).
The third principle is risk-aware cooperation under imperfect eavesdropper knowledge. Passive eavesdroppers do not report CSI,
and colluding eavesdroppers may hide their activity. 6G systems can partly compensate through radio-environment maps,
sensing-assisted localization, anomaly detection, and zone-based policies. If a user cluster is surrounded by unknown devices or
if sensing indicates suspicious receivers near a beam footprint, relay selection can favor shorter paths, narrower beams, stronger
destination diversity, or artificial-noise-assisted forwarding (Mukherjee et al., 2014；Shakhatreh et al., 2019).
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The fourth principle is security-energy co-optimization. Relays consume energy when forwarding, estimating channels, and
participating in cooperative sensing. In dense 6G networks, unnecessary relay activation can increase carbon costs and battery
drain. A future-proof framework should activate only enough relays to meet the target secrecy reliability. Figure 4 compares
normalized design scores for a nearest-relay method, a PRSF baseline, and the proposed 6G-aware framework. The proposed
design improves relay diversity, antenna diversity, and CSI robustness, while accepting somewhat higher energy cost. This trade-
off is appropriate for security-critical multicast services but may be tuned for low-risk services (Fakoorian et al., 2013；Chen et
al., 2020).
The fifth principle is auditability. AI-assisted relay selection can be useful, but it must not become an unexplainable black box in
mission-critical multicast. The system should record the selected relay, channel estimates, service priority, risk indicators, and
security KPI values at the time of selection. Such logs are important for post-event analysis, regulatory review, and model
improvement. Auditability also reduces the risk that a learned relay selector repeatedly disadvantages edge users or unstable
channels without human awareness (Geraci et al., 2013).

Fig. 4. Normalized design trade-off among relay-selection strategies.
VII. IMPLEMENTATION ROADMAP
A practical implementation roadmap begins with measurement. Network operators should collect channel-quality distributions,
relay availability patterns, multicast group sizes, mobility profiles, and service-level secrecy requirements. These measurements
allow the operator to estimate how often the system enters a high-risk state. A high-risk state may occur when the multicast
group is large, the weakest legitimate receiver has low SNR, or many unknown receivers are located near the signal footprint.
Measurement should include not only average throughput but also secrecy-oriented KPIs such as PNSMC, SOPM, worst-user
margin, and CSI freshness (Zou et al., 2016).
The second step is policy design. Operators should define relay-selection policies for different multicast services. For example, a
public warning multicast may prioritize coverage and availability, while a factory-control multicast may prioritize confidentiality
and bounded latency. Policies should specify maximum acceptable SOPM, minimum PNSMC, maximum CSI age, and energy
limits. These parameters can then be converted into relay-selection weights and antenna-combining rules (Chen et al., 2017).
The third step is edge deployment. Relay scoring and risk estimation should be executed near the radio edge because multicast
channel conditions change quickly. A centralized cloud controller may be too slow for fast fading and mobility. Edge
intelligence can update relay scores, detect anomalous eavesdropper risk, and adjust beam configurations with lower latency.
However, the edge model should remain lightweight and explainable. Complex neural models can support prediction, but final
relay selection should be constrained by transparent security rules (Wang et al., 2015).
The fourth step is interoperability. 6G multicast will span terrestrial and non-terrestrial links, private and public networks, and
heterogeneous device classes. Relay-selection metadata should therefore use standardized descriptors: relay identity, link quality,
CSI age, power class, antenna capability, service priority, and security KPI. Without common descriptors, physical layer security
may become vendor-specific and difficult to audit (Zhang et al., 2016).
The fifth step is continuous validation. A future-proof framework should be tested under changing values of K, Da, M, N, and
target secrecy rate. The test plan should include benign dense-user scenarios, sparse rural scenarios, high-mobility scenarios,
satellite-assisted scenarios, and suspected-eavesdropping scenarios. Validation should compare analytical expectations,
simulation outputs, and field measurements. Differences among these layers are not failures; they are signals that the model
should be recalibrated (Trappe, 2015).
VIII. DISCUSSION
The results and design principles indicate that secure 6G multicasting requires a balance between diversity, complexity, and
governance. Relay diversity is beneficial because it gives the system more candidate paths and reduces dependence on any single
fading realization. Antenna diversity is beneficial because it improves legitimate reception and protects weak users. Cooperative
transmission is beneficial because it allows distributed network elements to support group services. Yet each benefit has a cost:
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more relays require more coordination, more antennas increase receiver complexity, and more cooperation creates more control-
plane exposure (Ding et al., 2016).
One important implication is that the multicast user count should be treated as a security variable, not merely as a traffic variable.
A larger multicast group increases the probability that at least one legitimate user has a poor channel, which lowers the secrecy
margin. Network designers often think of multicast as spectrally efficient because one transmission serves many users. That is
true, but from a secrecy perspective, each additional receiver can become part of the bottleneck. User grouping and subgroup-
based multicast may therefore be necessary when group sizes are large or heterogeneous (Liu et al., 2017).
Another implication is that eavesdropped uncertainty should be incorporated into resource allocation. Many theoretical studies
assume known eavesdropper channels, but real passive attackers are usually unknown. A robust 6G strategy should therefore
operate with risk estimates rather than precise eavesdropper CSI. This does not eliminate the value of analytical metrics. Instead,
it changes how they are used. PNSMC and SOPM become monitoring indicators that guide conservative or aggressive relay
selection depending on environmental risk (Men et al., 2015).
The proposed framework also clarifies the role of AI. Machine learning can predict channel quality, user mobility, relay
availability, and abnormal radio conditions. However, AI should support rather than replace physical layer security logic. A relay
chosen by a learning model should still be evaluated against interpretable secrecy metrics. This human-auditable design is
especially important for public-facing services, emergency communications, and regulated industrial systems (Sharma et al.,
2016).
Finally, the framework suggests that future work should move beyond single-technology optimization. Relay selection, antenna
diversity, RIS control, beamforming, artificial noise, and edge intelligence should be studied as a combined design package. The
strongest 6G physical layer security will likely come from layered cooperation rather than from one isolated technique (Sun et al.,
2019).
IX. LIMITATIONS AND FUTURE RESEARCH
Several limitations should be noted. First, the numerical study is intended to support design reasoning rather than to claim field-
measured performance. The parameter patterns follow the established behavior of secure multicasting with relay selection and
antenna diversity, but a commercial 6G deployment would require channel measurements across different bands, mobility
classes, antenna configurations, and non-terrestrial paths. Future studies should connect the proposed framework to ray-tracing,
over-the-air testing, and real radio-environment maps so that PNSMC and SOPM can be calibrated for deployment regions
(Krikidis et al., 2012).
Second, this paper treats eavesdroppers mainly as passive receivers whose risk is represented through an exposure parameter. In
practice, eavesdroppers may be mobile, colluding, disguised as legitimate devices, or supported by directional antennas. They
may also exploit side information from sensing, localization, or control signaling. Future research should examine adversarial
eavesdropper models in which unauthorized receivers learn the relay-selection rule and position themselves strategically to
exploit predictable multicast beams or relay choices (Laneman et al., 2004).
Third, the framework emphasizes partial relay selection because it offers a useful balance between security gain and control
overhead. However, 6G networks may support richer cooperative options, including distributed beamforming, multi-relay
forwarding, full-duplex relays, RIS-assisted reflection, and joint communication-sensing relays. These alternatives may
outperform PRSF in some conditions, but they may also increase synchronization burden and information leakage. A useful
direction is to compare single-relay PRSF, multi-relay cooperation, RIS-assisted relaying, and artificial-noise-aided multicast
under the same secrecy and energy constraints (Sendonaris et al., 2003).
Fourth, the role of antenna diversity should be studied beyond simple selection combining. Future receivers may support
maximal-ratio combining, hybrid analog-digital beamforming, polarization diversity, and collaborative reception among nearby
devices. These methods could significantly improve the worst-user margin, especially in dense indoors or vehicle-to-everything
multicast. Yet they also require channel estimation, hardware calibration, and computational resources. Research should identify
when advanced combining is worth its cost and when simpler selection combining is sufficient (Bletsas et al., 2006).
Fifth, AI-assisted relay selection deserves careful validation. Learning models can estimate channel quality, predict mobility, and
infer risk from environmental data, but they can also fail under distribution shift. A model trained in a stable urban cell may
perform poorly in a disaster area, satellite-assisted scenario, or factory with metallic blockage. Future work should therefore
combine learning-based prediction with rule-based safety constraints. The relay selector should be able to explain why a relay
was chosen and should fall back to conservative rules when prediction confidence is low (Ikki et al., 2011).
Sixth, standardization and interoperability remain open challenges. Secure multicast cannot depend on proprietary relay metrics
that are invisible to other network functions. Future specifications should define common descriptors for relay trust level, CSI
age, antenna capability, energy state, and security KPI reporting. Such descriptors would allow physical layer security to become
part of end-to-end network management rather than a hidden radio optimization. This is particularly important for multi-operator
public-safety services and private industrial networks that rely on roaming or shared infrastructure (Zou et al., 2011).
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Seventh, energy and sustainability should be integrated into secrecy evaluation. A system can always reduce outage by activating
more relays, increasing power, or using more antennas, but this may be inefficient for routine traffic. Future studies should
define green secrecy metrics that measure secure bits per joule, secrecy reliability per activated relay, and carbon-aware relay
scheduling. This would allow 6G multicast systems to deliver strong protection without treating energy as an afterthought (Ding
et al., 2012).
Finally, experimental datasets are needed. The field would benefit from open benchmark scenarios that include relay topology,
user mobility, antenna configuration, estimated eavesdropper zones, and service-level secrecy targets. Such benchmarks would
make it possible to compare analytical models, Monte Carlo simulations, learning-based relay selectors, and field measurements
in a transparent way. Without shared benchmarks, many proposed 6G security methods may remain difficult to reproduce or
compare (Huang et al., 2010).
X. CONCLUSION
This paper developed a future-proof physical layer security framework for 6G multicast systems by integrating relay selection,
antenna diversity, and cooperative transmission design. Motivated by PRSF-based secure multicasting under multi-
eavesdropping conditions, the article extended the discussion toward 6G environments where relay pools are heterogeneous,
channel information is imperfect, and multicast services have different secrecy and latency requirements. The analysis showed
that relay diversity and destination-antenna diversity increase the probability of non-zero secrecy multicast capacity and reduce
secure outage probability, while larger multicast groups, additional eavesdroppers, and higher secrecy-rate requirements create
measurable security penalties (He et al., 2012).
The main conclusion is that PRSF should evolve from a simple best-relay method into a policy-aware, risk-aware, and service-
aware control mechanism. In future 6G multicast networks, the selected relay should be evaluated not only by instantaneous
SNR but also by worst-user secrecy margin, CSI freshness, energy state, mobility stability, and eavesdropper-risk context. Such a
framework can support secure immersive media, industrial coordination, public-safety broadcasting, and non-terrestrial multicast
services without relying solely on upper-layer encryption. Future research should validate the framework under cell-free massive
MIMO, RIS-assisted propagation, satellite-terrestrial integration, and AI-governed radio-resource control (Dong et al., 2010).
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